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Preface

Thank you for using our products. This manual matches the RGOS Release 11.9(2)B2.

Audience

This manual is intended for:

Network engineers
Technical support and servicing engineers

Network administrators

Obtaining Technical Assistance

Ruijie Networks Website: https://www.ruijienetworks.com/
Technical Support Website: https://ruijienetworks.com/support
Case Portal: https://case.ruijienetworks.com

Community: https://community.ruijienetworks.com

Technical Support Email: service_rj@ruijienetworks.com

Skype: service_rj@ruijienetworks.com

Related Documents

Documents Description

Describes network protocols and related mechanisms that supported by the

Configuration Guide

product, with configuration examples.

Describes the functional and physical features and provides the device

Hardware Installation and Reference
Guide

installation steps, hardware troubleshooting, module technical specifications,
and specifications and usage guidelines for cables and connectors.

Conventions

This manual uses the following conventions:

Convention Description
boldface font Commands, command options, and keywords are in boldface.
italic font Arguments for which you supply values are in italics.

[]

Elements in square brackets are optional.



https://www.ruijienetworks.com/
https://ruijienetworks.com/support
https://case.ruijienetworks.com/
https://community.ruijienetworks.com/
mailto:service_rj@ruijienetworks.com
mailto:service_rj@ruijienetworks.com

{xlylz} Alternative keywords are grouped in braces and separated by vertical bars.

[xly]lz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

Symbols

&) Means reader take note. Notes contain helpful suggestions or references.

A Means reader be careful. In this situation, you might do something that could result in equipment damage or loss of
data.
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1 WLAN Basic Configuration Commands

1.1 ac-controller

Use this command to enter the AC configuration mode from the global configuration mode.

ac-controller

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Global configuration mode

Mode

Usage Guide N/A

The following example enters the AC configuration mode.

Configuration
Ruijie (config) # ac-controller

Examples

Ruijie (config-ac) #
Related Command Description
Commands N/A N/A
Platform N/A
Description

1.2 acctrl-trap

Use this command to control the switch of a specific trap on AC in AC configuration mode. Use the no
form of this command to restore the default setting.

acctrl-trap [acap-updown-ctrl | acap-joinfail-ctrl | acap-decryeroreport-ctrl | acap-imageupdt-ctrl

| acap-timestamp-ctrl | acsta-oper-ctrl]

no acctrl-trap [acap-updown-ctrl | acap-joinfail-ctrl | acap-decryeroreport-ctrl |
acap-imageupdt-ctrl | acap-timestamp-ctrl | acsta-oper-ctrl]
Parameter Description
Parameter i
o acap-updown-ctrl Controls the forwarding of the trap message about
Description
up/down of the CAPWAP tunnel.
acap-joinfail-ctrl Controls the forwarding of the trap message that AP

failed to join AC.
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acap-decryeroreport-ctrl Controls the forwarding of the trap message that the
decryption of CAPWAP messages is failed.

acap-imageupdt-ctrl Controls the forwarding of the trap message about bin file
updating of AP.

acap-timestamp-ctrl Controls the forwarding of the trap message about
synchronization.

acsta-oper-ctrl Controls the forwarding of the trap message about login
and logout of STA.

Defaults This function is disabled by default.
Command AC configuration mode
Mode

Usage Guide The command is used to control the switch of a specified trap on AC.

The following example enables the forwarding of the trap message about login and logout of STA on

Configuration
AC.

Examples

Ruijie (config-ac)# acctrl-trap acsta-oper-ctrl
Related Command Description
Commands N/A N/A
Platform
Description

1.3 ac-name

Use this command to configure an AC name for users to identify the AC. Use the no form of this

command to restore the default setting.

ac-name ac-name

no ac-name
Parameter Description
Parameter i i i
o ac-name Indicates an AC name, which can consist of up to 63
Description i
characters, excluding any space.
Defal The default is the last six bits of the MAC address. For example. the default name for the AC with the
efaults
MAC address 001a.a916.e7b8 is Ruijie_Ac_16e7b8.
Command AC configuration mode
Mode
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Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

1.4 ac-ip

Parameter
Description

Defaults
Command

Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

Configure different names for different ACs to make it easy for users to manage.

The following example sets the AC name to ruijie-ac.

Ruijie (config-ac)# ac-name ruijie-ac

Command
N/A

Description
N/A

Use this command to configure the IP address of the AC to which a virtual AP is to be connected. Use

the no form of this command to restore the default setting.

ac-ip ipvd

no ac-name

Parameter Description

ipv4 Specifies the IPv4 address of the AC to which a virtual AP

is to connect.

The AC IP address is not configured by default.

AP virtualization template configuration mode

The configured IP address cannot be the IP address of the active AC, and can only be the IP

address of the AC to be connected and the address of the loopback 0 interface or the CAPWAP

control IP address if any.

The following example configures AC IP address 1.1.1.1.
Ruijie (config) #virtual-ap VAP-1

Ruijie(config-virtual-ap)# ac-ip 1.1.1.1

Command Description
N/A N/A
N/A

WLAN Basic Configuration Commands
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1.5 ap-auth

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to enable a specified AP with the access authentication function. Use the no form
of this command to restore the default setting.
ap-auth { serial serial-string | password password | ac-cert ac-cert-name | ap-cert ap-cert-name }

no ap-auth { serial | password | ac-cert | ap-cert }

Parameter Description
serial-string The serial number of the specified AP.
password The password of the specified AP.

ac-cert-name The certificate name of the specified AC.

ap-cert-name The certificate name of the specified AP.

This function is disabled by default.

AP configuration mode

The access authentication only occurs when the AP goes online. If the AP is already online,
authentication occurs the next time the AP gets access.

The ap-auth-serial command is not supported in all modes for every AP has different serial number.
The certificate configured by the ap-auth ap-cert command is saved as cert.crt uniformly on the AP
and the name cannot be changed.

The following example sets the serial number for AP1 to 123456.
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# ap-auth serial 123456

The following example restores the default setting.

Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config AP1

Ruijie(config-ap)# no ap-auth serial

Command Description

N/A N/A
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1.6 ap-auth enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable a specified AP with the access authentication function. Use the no form
of this command to restore the default setting.

ap-auth [ serial | password | certificate ] enable

no ap-auth [ serial | password | certificate ] enable

Parameter Description

serial Serial-number-based authentication.
password Password-based authentication.
certificate Certificate-based authentication.

This function is disabled by default.

AC configuration mode

N/A

The following example enables the AP with the serial-number-based authentication.
Ruijie (config) # ac-controller

Ruijie (config-ac)# ap-auth serial enable

The following example restores the default setting.

Ruijie (config) # ac-controller

Ruijie (config-ac)# no ap-auth serial enable

Command Description

N/A N/A

1.7 ap-auth serial-update

Parameter

Description

Use this command to enable all online APs to update their serial numbers.

ap-auth serial-update

Parameter Description

N/A N/A
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

This function is disabled by default.

AC configuration mode

N/A

The following example enables all online APs to update their serial numbers.
Ruijie (config) # ac-controller

Ruijie (config-ac)# ap-auth serial-update

Command Description

N/A N/A

1.8 ap-backup group

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to configure an AP backup group in AC configuration mode. Use the no form of
this command to delete an AP backup group.

ap-backup group name

no ap-backup group name

Parameter Description
name AP backup group name. “default” is system reserved, namely,

“default” cannot be used for backup group configuration.

By default, the AC device has only one AP backup group named “default”, which takes no effect on
the backup function.

AC configuration mode

If an AP backup group is deleted, the AP device in this group will be added to the “default” group. The
“default” group takes no effect on the backup function.

The following example configures an AP backup group named apbackup-test-group.

Ruijie (config)# ac-controller

Ruijie (config-ac)# ap-backup group apbackup-test-group

The following example deletes an AP backup group named apbackup-test-group.
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Related

Commands

Platform
Description

Ruijie (config) # ac-controller

Ruijie (config—-ac)# no ap-backup group apbackup-test-group

Command Description

N/A N/A

1.9 ap-backup group

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to configure an AP backup group in AP configuration mode. Use the no form of
this command to remove an AP device from the AP backup group or disable its master AP role.
ap-backup-group name [ master |

no ap-backup-group [ name ] [ master ]

Parameter Description

name AP backup group name

master (Optional) Designates the AP device as a master AP in the backup
group.

By default, the “default” backup group does not have any AP.

AP configuration mode

The backup group must exist before you add an AP device into it.

The master parameter designates the AP device as a master AP in the backup group. There is only
one master AP in a backup group. If you want to designate a new master AP, use the no form of this
command to disable the old master AP.

The following example adds an AP into backup group “backup-test-group” and designates it as a
master AP.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# ap-backup-group backup-test-group master

The following example disables a master AP in the backup group.
Ruijie (config) # ap-config AP0001

Ruijie (config—-ap)# no ap-backup-group backup-test-group master

The following example removes an AP from the backup group.
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Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no ap-backup-group

Related .
Command Description
Commands
N/A N/A
Platform
Description

1.10 ap-config

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enter the configuration mode of a specified AP, which must have been added into

an AC. Use the no form of this command to restore the default setting.
ap-config ap-name

no ap-config ap-name

Parameter Description
ap-name Indicates the name of the AP to be configured.
N/A

Global configuration mode

To enter the configuration mode of a specified AP, ensure this AP must have been added into an
AC. The ap-config all command can be used to enter the configuration mode of all APs, and the
configuration in this mode will be applicable to all APs associated with the AC. The ap-config
ap-name command prevails over the ap-config all command.

The no ap-config ap-name command is used to remove the specified AP configuration. If the target
AP is online, it will go offline and then online upon configuration change,

The following example configures the AP that has been added with a name APO0O01.
Ruijie (config-ap)# ap-config AP0001
The following example configures the AP that has been offline with a name AP0001.

Ruijie (config-ap)# no ap-config AP0001

Command
N/A N/A

Description
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1.11 ap-group(AP Configuration Mode)

Use this command to add the AP to a specified AP group. Use the no form of this command to restore
the default setting.

ap-group ap-group-name

no ap-group
Parameter o

o Parameter Description
Description

ap-group-name AP group name.

Defaults The AP joins in the default group by default.
Command AP configuration mode
Mode

Usage Guide  When the AP group is deleted, the member APs of this group are switched to the default group.

Configuration The following example adds the AP to test-group.
Examples Ruijie (config) # ap-group test-group
Ruijie (config-ap-group) #
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# ap-group test-group
The following example restores the default setting.
Ruijie (config)# ap-config AP0001

Ruijie(config-ap) # no ap-group test-group

Related -
Command Description
Commands
N/A N/A
Platform
Description

1.12 ap-group(Hot Backup Instance Configuration Mode)

Use this command to configure the AP group that associates with the hot backup instance. Use the
no form of this command to restore the default setting.

ap-group ap-group-name

no ap-group ap-group-name

Parameter Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

WLAN Basic Configuration Commands

ap-group-name AP group name.

N/A

Hot backup instance configuration mode

One single hot backup instance can be associated with multiple AP groups.

The following example associates hot backup instance context 10 with ap-group apg-a and apg-b.
Ruijie (config-hotbackup) # context 10

Ruijie (config-hotbackup-ctx)# ap-group apg-a

Ruijie (config-hotbackup-ctx)# ap-group apg-b

Command Description

N/A N/A

1.13 ap-group

Parameter

Description

Defaults

Command
Mode

Usage Guide

All APs added into an AC always belong to one and only one specific AP group in a certain moment.
Any newly added AP belongs to the default AP group: default. Use this command to create a new AP
group or enter the configuration mode of an existing AP group. If you use this command to create an
AP group, you will enter the configuration mode of this AP group once created. Use the no form of this
command to restore the default setting.

[no] ap-group ap-group-name

Parameter Description

ap-group-name Indicates an AP group name, which consists of up to 150

characters or 64 bytes, excluding any space.

By default, the system, once started, will create automatically a default AP group (called default),
which cannot be created or deleted manually.

AP configuration mode.

N/A
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Configuration
Examples

Related

Commands

Platform
Description

WLAN Basic Configuration Commands

The following example creates an AP group named test-group.
Ruijie (config) # ap-group test-group

Ruijie (config-ap-group) #

The following example deletes an AP group named test-group.
Ruijie (config) #no ap-group test-group

The following example enters an AP group named default.
Ruijie (config) # ap-group default

Command
N/A

Description
N/A

1.14 ap-idle-timeout

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure the duration for a virtual AP to continue service provision after the
connection between the AP and active AC is down. Use the no form of this command to restore the
default setting.

ap-idle-timeout num

no ap-idle-timeout

Parameter Description
Sets the duration (in the unit of day) for a virtual AP to continue
num service provision after he connection between the AP and active AC

is down, in the range from 0 to 14d.
The default time is one day.
AP configuration mode

AP group configuration mode
All-AP configuration mode

i | If the num parameter is set to 0 to prevent tunnel instability, the tunnel between the virtual AP

and corresponding AC is not torn down immediately but retained for two minutes.

) After an AP disconnects from the active AC and the time specified in ap-idle-timeout has not
expired, a virtual AP no longer connects to an AC if the tunnel between the virtual AP and
corresponding AC is disconnected, and connects to the AC again only when the connection

between the AP and active AC is re-established.
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Configuration The following example sets the duration for a virtual AP to continue service provision after the
Examples connection between the AP and active AC is down to three days.

Ruijie (config) # ap-config test

Ruijie (config-ap) # ap-idle-timeout 3

Related —
Command Description
Commands
N/A N/A
Platform N/A
Description
1.15 ap-mac
Use this command to configure MAC-address-binding. Use the no form of this command to remove
the configuration.
ap-mac ap-mac
no ap-mac
Parameter o
o Parameter Description
Description
ap-mac MAC address of the AP.
Defaults N/A
Command AP configuration mode
Mode

Usage Guide @  With this command configured, the AP configuration takes affect only on the AP whose MAC

address is bound.

® In general, MAC-address-binding has a higher priority over name-binding. As long as the AP
MAC address is consistent with the preset bound MAC address, the AP adopts the configuration
after it goes online.

® Automatic MAC-address-binding: If the specified AP is not configured with
MAC-address-binding, when it goes online, the MAC address is bound automatically. The
binding is still effective when the AP goes offline.

® MAC-address-binding is also used for AP access control. See the bind-ap-mac command for
details.
MAC-address-binding can be performed only on the offline AP.
In hot backup environment, binding MAC address ensures the consistency of configuration on
two ACs.

Configuration The following example sets the MAC address bound with ap test to OOff.ffff.1111.
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Examples Ruijie (config) # ap-config test
Ruijie (config-ap)# ap-mac 00ff.ffff.1111

Related —
Command Description
Commands
N/A N/A

Platform

Description

1.16 ap-mode

Use these commands to switch AP to fit mode or to fat mode.
ap-mode {fit | fat [ dhcp ] | macc }

Parameter Description

fit Switches the AP to fit mode.

Parameter fat Swiches the AP to fat mode.

Description dhcp When this parameter is configured, the AP enables
DHCP to obtain IP address by default; Otherwise the AP
uses static IP addresses by default.

macc Switches the AP to MACC mode.

Defaults N/A

Command AP configuration mode

Mode

After switching the AP working mode, restart the device to ensure the configuration consistency.
For Ruijie Networks’ WALL-AP ,when working as a fat AP, the default IP address of the rear end
wired interface (Which is connected to the PoE switching device) is 192.168.110.1/255.255.255.0;
the default IP address of the front end wired interface (the Ethernet port on the front panel) is
192.168.111.1/255.255.255.0.\

When the command ap-mode fat dhcp is configured, once the AP is switched to fat mode, the fat

Usage Guide AP will obtain IP address through DHCP. After AP is restarted without further related configuration, it

will still obtain IP address through DHCP.

& When the command ap-mode fat dhcp is configured on the WALL-AP, DHCP is enabled only
on the rear end wired interface by default; that is to say,by default, the front end interface still

uses static IP address.

& You cannot use commands ap-mode fat dhcp and ap-mode fat to perform direct switchover in
the fat mode. You should switch to fit mode and then perform such switchover.

1-13



Command Reference WLAN Basic Configuration Commands

& Infit mode, the default password for the user EXEC mode is ruijie and that for the privileged
EXEC mode is apdebug.

& Infat/fat dhcp/macc mode, the default password for user EXEC mode is admin and that for the
privileged EXEC mode is empty.

Configuration  The following example switches the AP to fit mode:

Examples Ruijie (config) # ap-mode fit

Related Command Description
Commands N/A N/A
Platform The command is supported only on APs.

Description

1.17 ap-name

Use this command to configure the AP name. Use the no form of this command to remove the
configuration.

ap-name ap-name

no ap-name
Parameter o
o Parameter Description
Description
ap-name AP name, containing up to 63 characters without blank space.
Defaults N/A
Command AP configuration mode
Mode

Usage Guide If the specified AP is online, the AP name configuration takes effect immediately. The name of the AP
configuration mode (the string after ap-config) is replaced by the new name.
If the specified AP is offline, the AP name configuration takes effect when it goes online. The name of
the AP configuration mode does not change until the AP goes online.
After configuring the AP name, you don’t need to exit AP configuration mode before continuing
configuration.
If the specified AP is online, the no form of this command is not supported
If the specified AP is offline, the no form of this command is used to remove the configuration.
If the new name is in use, the configuration fails.
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Configuration
Examples

Related

Commands

Platform
Description

The AP name contains up to 63 characters without blank space.

The AP name cannot be set to all or AP.

Don’t configure the same name for multiple offline APs. If multiple different offline APs are configured
with the same name, the first online AP adopts the new name while the other APs keep the old

names.

The following example sets the APO001 name to AP_NEW on an AC.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# ap-name AP NEW

The following example sets the AP name to AP_TEST.

Ruijie (config)# ap-name AP_ TEST

Command Description

N/A N/A

The command is supported on ACs and fit APs.

1.18 ap-priority

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to enable or disable the support for the Failover priority of APs on an AC.

ap-priority { enable | disable }

Parameter Description
enable Enables the support for the Failover priority of APs
disable Disables the support for the Failover priority of APs

This function is disabled by default.

AP configuration mode

N/A

The following example establishes a connection between AP0001 and AC1. Configure the priority of
AP0001 to 3, and enable the support for the Failover priority of AC1.

Ruijie (config) # ap-config AP000I

Ruijie (config-ap)# priority 3

Ruijie (config-ap)# exit

Ruijie (config) # ac-controller

Ruijie (config-ac)# ap-priority enable
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Related

Commands

Platform
Description

Command Description

N/A N/A

1.19 backup-controller-primary

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to specify the preferred backup AC for all APs connected to the current AC. Use
the no form of this command to delete the preferred backup AC.
backup-controller-primary ac-name { ip-address | ipv6-address } [ switch-back ]

no backup-controller-primary

Parameter Description

ap-name Indicates the name of the AP to be configured.

) Indicates the IP address of the preferred backup AC In the format of
ip-address

A.B.C.D.
) Indicates the IPv6 address of the preferred backup AC in the format
ipv6-address

of X;Y::Z.
switch-back Indicates the switch-back function.

N/A

AP configuration mode

The configuration is based on all APs on the AC.

The following example configures the preferred backup AC of AP apl. The IP address of the
preferred backup AC is 192.168.1.4.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #backup-controller-primary apl 192.168.1.4

The following example configures the preferred IPv6 backup AC of all APs as acl and the IPv6
address of acl as 2001:1234::100.

Ruijie#config terminal

Ruijie (config) #ap-config all

Ruijie (config-ap) #backup-controller-primary acl 2001:1234::100

Command Description
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Platform
Description

backup-controller-secondary Configures the secondary backup controller.
backup-controller-tertiary Configures the tertiary backup controller.
N/A

1.20 backup-controller-secondary

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to specify the secondary backup AC for all APs connected to the current AC. Use
the no form of this command to delete the secondary backup AC.
backup-controller-secondary ac-name { ip-address | ipv6-address } [ switch-back ]

no backup-controller-secondary

Parameter Description
ap-name Indicates the name of the AP to be configured
) Indicates the IP address of the secondary backup AC In the format of
ip-address
A.B.C.D.
) Indicates the IPv6 address of the secondary backup AC in the format
ipv6-address
of X;Y::Z.
switch-back Enables switch-back function. The default is disabled.

N/A

AP configuration mode

The configuration is based on all APs on the AC.

The following example configures the secondary backup AC of AP apl. The IP address of the
secondary backup AC is 192.168.2.4.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #backup-controller-secondary apl 192.168.2.4

The following example configures the secondary IPv6 backup AC of all APs as ac2 and the IPv6
address of ac2 as 2001:1234::200.

Ruijie#config terminal

Ruijie (config) #ap-config all

Ruijie (config-ap) #backup-controller-secondary ac2 2001:1234::200

Command Description

backup-controller-primary Configures the preferred backup controller
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Platform
Description

backup-controller-tertiary Configures the tertiary backup controller

N/A

1.21 backup-controller-tertiary

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to specify the tertiary backup AC for all APs connected to the current AC. Use the
no form of this command to delete the tertiary backup AC.

backup-controller-tertiary ac-name { ip-address | ipv6-address } [ switch-back ]

no backup-controller-tertiary

Parameter Description
ap-name Indicates the name of the AP to be configured
) Indicates the IP address of the secondary backup AC In the format of
ip-address
A.B.C.D.
) Indicates the IPv6 address of the secondary backup AC in the format
ipv6-address
of X;Y::Z.
switch-back Enable switch-back function. The default is disabled.

N/A

AP configuration mode

The configuration is based on all APs on the AC.

The following example configures the tertiary backup AC of AP apl. The IP address of the tertiary
backup AC is 192.168.3.4.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #backup-controller-tertiary apl 192.168.3.4

The following example configures the tertiary IPv6 backup AC of all APs as ac3 and the IPv6 address
of ac3 as 2001:1234::300.

Ruijie#config terminal

Ruijie (config) #ap-config all

Ruijie (config-ap) #backup-controller-tertiary ac3 2001:1234::300

Command Description
backup-controller-primary Configures the preferred backup controller.
backup-controller-tertiary Configures the tertiary backup controller.
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Platform
Description

N/A

1.22 bind-ap-mac

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable AP validity check. Use the no form of this command to restore the default

setting.
bind-ap-mac
no bind-ap-mac
Parameter Description
N/A N/A

This function is disabled by default.

AC configuration mode

When the AP validity check is enabled, only the AP with offline configurations that binds the MAC
address can associate the AC. You can configure the command ap-mac to binds the MAC address
to the offline AP in the AP configuration mode.

The following example enables AP validity check.
Ruijie (config) # ac-controller

Ruijie (config-ac)# bind-ap-mac

The following example disables AP validity check.
Ruijie (config) # ac-controller

Ruijie (config-ac)# no bind-ap-mac

Command Description
ap-mac Binds the MAC address to the offline AP.

1.23 credential

Parameter

Use this command to configure a username and a password for an AP. Use the no form of this
command to restore the default setting.

[no] credential user-name password

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

WLAN Basic Configuration Commands

user-name Indicates a username to be used on an AP, which can
consist of up to 255 characters, excluding any space.
password Indicates a password to be set on an AP, which can
consist of up to 255 characters, excluding any space.
N/A

AP configuration mode or AP group configuration mode

N/A

The following example configures a username first-ap and a password 123456 for APO0O1.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# credential first-ap 123456

The following example configures a username first-ap and a password 123456 for all APs in the AP
group (default).

Ruijie (config) # ap-group default

Ruijie (config-ap-group)# credential first-ap 123456

Command
N/A N/A

Description

1.24 enable-broad-ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to enable SSID broadcast in the WLAN configuration mode. Use Tthe no form of
this command to disable this function.

[no] enable-broad-ssid

Parameter
N/A N/A

Description

This function is enabled by default.

WLAN configuration mode

When you configure the Suppress SSID information of this WLAN, the configuration will take effect

only if completed before the WLAN is applied.

The following example enables SSID broadcast on this WLAN.
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Examples

Related

Commands

Platform
Description

WLAN Basic Configuration Commands

Ruijie (config-wlan) #enable-broad-ssid
The following example disables SSID broadcast on this WLAN.

Ruijie (config-wlan) #no enable-broad-ssid

Command
N/A N/A

Description

1.25 factory-reset

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to restore the factory setting of a specified AP, that is, to reset this AP.

factory-reset ap-name

Parameter Description

ap-name indicates the name of the AP that needs to restore factory
setting.

N/A

AC configuration mode

The configuration will restore the factory setting of a specified AP, and as a result, the operation will
reset this AP.

The following example configures AP00O0L1 to restore its factory setting.
Ruijie (config-ac)# factory-reset AP0001

Command Description
N/A N/A

1.26 interface-mapping

Use interface-mapping in AP group configuration mode to map wlan-vlan or wlan-vlan-group
mapping (the mapping in all descriptions of this cli refers to map wlan-vlan or wlan-vlan-group
mapping) to the radios of all the APs in an AP group. The related WLAN configuration can be applied to
the specified radio through such mapping. Use the no form this command to remove the related
mapping configuration.
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Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

interface-mapping wlan-id [ vlan-id | group vlan-group-id ] [ radio {radio-id | [802.11b | 802.11a]}]

[ ap-wlan-id ap-wlan-id ]

no interface-mapping wlan-id [ vlan-id I group vlan-group-id ] [ radio {radio-id | [802.11b | 802.11a]}]

[ ap-wlan-id ap-wlan-id ]

Parameter Description

wlan-id ID of the WLAN to be mapped. This WLAN must be created
already. Its ID ranges from 1 to 4094.

vlan-id ID of the VLAN to be mapped. This VLAN must be created

already. Its ID ranges from 1 to 4094.
vlan-group-id ID of the VLAN-group to be mapped. This VLAN-group
must be created already. Its ID ranges from 1 to 128.
radio-id An AP’s radio to which the specified mapping is applied. Its
reserved range is the standard, defined 1 to 96. Currently,
the product should use the range of 1 to 2.
If no radio-id is specified, the mapping will be applied to all
the radios of all the APs in the AP group.

802.11b Applies the mapping to 2.4G radio.
802.11a Applies the mapping to 5.8G radio.

Specifies the WLAN ID on the AP, in the range from 1 to
ap-wlan-id 64

If the WLAN ID is not specified, the mapping selects an

available ID automatically.

N/A

AP group configuration mode

N/A

The following example configures VLAN 2 and a WLAN with its ID of 4094, and apply the mapping of
wlan4094-vlan2 to radio 1 of all the APs in the default AP group.

Ruijie (config) #vlan 2

Ruijie (config) #wlan-config 4094 pro-4094 ssid-4094

Ruijie (config-wlan) #exit

Ruijie (config) #ap-group default

Ruijie (config-ap-group) #interface-mapping 4094 2 radio 1

The following example configures VLAN-group 3 and a WLAN with its ID of 4094, and apply the
mapping of wlan4094-vlan-group3 to all the radios of all the APs in the default AP group.
Ruijie (config) #vlan-group 3

Ruijie (config) #wlan-config 4094 pro-4094 ssid-4094

Ruijie (config-wlan) ffexit

Ruijie (config) #ap-group default
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Platform
Description
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Ruijie (config-ap-group) #interface-mapping 4094 group 3

The following example configures the default AP group and delete the configured wlan4094-vlan2
mapping.

Ruijie (config) # ap-group default

Ruijie (config-ap-group) # no interface-mapping 4094 2 radio I

Command Description
N/A N/A

1.27 license-idle-timeout

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to configure the shared aging time of a license in a license sharing network after the

AC stops using the license. Use the no form of this command to restore the default setting.

license-idle-timeout timeout

no license-idle-timeout

Parameter Description

timeout Configures the shared aging time of a license, in the

range from 1h to 336h.

The default time is 168h.

AC configuration mode

This command applies to the license sharing scenarios, for example, AC virtualization scenarios.

The following example sets the shared aging time of a license to 240h.

Ruijie (config-ac)# license-idle-timeout 240

Command Description
N/A N/A
N/A
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1.28 link-interface

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the uplink interface used by a virtual AP to connect to an AC. Use the
no form of this command to restore the default setting.
link-interface { other | id }

no link-interface

Parameter Description
A virtual AP uses an uplink interface different from that used by the
other active AC. This parameter is specified when there are two uplink
interfaces and virtual AP and active AC use them for connection.
id Specifies the number of uplink interface used by a virtual AP.

No uplink interface is configured by default.

AP virtualization template configuration mode

1 ) The other parameter is configured only when there are two uplink interfaces and the virtual AP
and active AC use them for connection. Otherwise, the virtual AP cannot establish a CAPWAP

connection to the corresponding AC.

7 ) If the configured uplink interface number does not exist, the virtual AP cannot establish a

connection to the corresponding AC.

The following example specifies uplink interface 2 for VAP-1.
Ruijie (config) #virtual-ap VAP-1

Ruijie (config-virtual-ap)# link-interface 2

Command Description
N/A N/A
N/A

1.29 logging on

Use this command globally to allow logs to be displayed on different devices. Use the no form of this
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command to disable this fucntion.
logging on
no logging on

Parameter o
o Parameter Description
Description
N/A N/A
Defaults Logs are allowed to be displayed on different devices by default.
Command ) )
AP configuration mode
Mode
Usage Guide

Configuration The following example disables the log display on the device.

Examples Ruijie (config) # no logging on

Related -
Command Description

Commands
logging buffered Records the logs to a memory buffer.
logging Sends logs to the Syslog server.
logging file flash: Records logs on the extended FLASH.

) Allows the log level to be displayed on the
logging console
console.
) ) Allows the log level to be displayed on the VTY
logging monitor . )
window (such as telnet window) .
Sets the log level to be sent to the Syslog

logging trap server

Platform

Description

1.30 logging server

Use this command to record the logs in the specified Syslog Sever. Use the no form of the command
to restore the default setting.

logging server ip-address [ udp-port num ]

no logging server ip-address

Parameter o
o Parameter Description
Description
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ip-address IP address of the host that receives log information.
num Port number of the host that receives log information.
Defaults N/A

Command

AP configuration mode/All APs configuration mode
Mode

Usage Guide  This command specifies a Syslog server to receive the logs of the device. Users are allowed to
configure up to 5 Syslog servers. The log information will be sent to all the configured Syslog servers

at the same time.

Configuration The following example specifies a syslog server of the address 202.101.11.1:

Examples Ruijie (config) # logging server 202.101.11.1
Related —

Command Description
Commands

logging on Turns on the log switch.

how | ) Views log messages and related log
show logging ) ) )
configuration parameters in the buffer.
Sets the level of logs allowed to be sent to

logging tra
gging trap Syslog server.

Platform

Description

1.31 master-group

Use this command to create a role and enter the role configuration mode. Use the no form of the
command to restore the default setting.

master-group master-group-name

no master-group master-group-name

Parameter o
o Parameter Description
Description
master-group-name Specifies a role name, in the range from 1 to 64 characters.
Defaults N/A
Command ) )
Global configuration mode
Mode
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Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

When the no form of this command is used to delete a role, APs, AP groups, and WLANSs assigned to
the role are restored to the unassigned state and the administrator of this role is restored to the

default role-free state.

The following example creates a role named test-group.

Ruijie (config) # master-group test-group

Ruijie (config-master-group) #

The following example creates a role named test-group and enters the role configuration mode.

Ruijie (config) # master-group test-group

Ruijie (config-master-group) #

The following example deletes a role named test-group.

Ruijie (config) #no master-group test-group

Command Description
N/A N/A
N/A

1.32 master-group (AP Configuration Mode)

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to assign an AP to a specific role. Use the no form of the command to restore the
default setting.

master-group master-group-name

no master-group

Parameter Description

master-group-name Specifies a role name.

The AP is not assigned to any role by default.

AP configuration mode

After a role is deleted, APs assigned to the role are restored to the default unassigned state.
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Configuration The following example assigns an AP to role test-group.
Examples Ruijie (config) # master-group test-group
Ruieji (config-master—-group) # exit
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# master-group test-group
The following example restores the AP to the default setting.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no master-group

Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

1.33 master-group (AP Group Configuration Mode)

Use this command to assign an AP group to a specific role. Use the no form of the command to
restore the default setting.

master-group master-group-name

no master-group

Parameter o
o Parameter Description

Description

master-group-name Specifies a role name.
Defaults The AP group is not assigned to any role by default.
Command ] ]

AP group configuration mode
Mode

Usage Guide  After arole is deleted, AP groups assigned to the role are restored to the default unassigned state.

Configuration  The following example assigns an AP group to role test-group.
Examples Ruijie (config) # master-group test-group
Ruie]ji (config-master-group) # exit
Ruijie (config) # ap-group default
Ruijie (config-group) # master-group test-group
The following example restores the AP group to default setting.
Ruijie (config) # ap-group default

Ruijie (config-group) # no master-group
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Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

1.34 master-group (WLAN Configuration Mode)

Use this command to assign a WLAN to a specific role. Use the no form of the command to restore
the default setting.
master-group master-group-name

no master-group

Parameter o
o Parameter Description

Description

master-group-name Specifies a role name.
Defaults The WLAN is not assigned to any role by default.
Command ] )

WLAN configuration mode
Mode

Usage Guide  After arole is deleted, WLANs assigned to the role are restored to the default unassigned state.

Configuration The following example assigns a WLAN to role test-group.
Examples Ruijie (config) # master-group test-group
Ruieji (config-master-group) # exit
Ruijie (config) # wlan-config 1
Ruijie (config-wlan)# master-group test-group
The following example restores the WLAN to default setting.
Ruijie (config) # wlan-config 1

Ruijie (config-wlan)# no master-group

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description
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1.35 nas-id

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to set the access ID for the WLAN user or AC. Use the no form of this command
to restore the default setting.

nas-id nas-id

no nas-id

Parameter Description

nas-id Access ID, containing 32 characters without blank space.

The default WLAN user access ID is an empty string.
The default AC access ID is the AC MAC address in dotted format.

WLAN configuration mode/AC configuration mode

N/A

The following example sets the access ID for the WLAN user to 0000059159100460.
Ruijie (config-wlan)# nas-id 0000059159100460

The following example restores the default access ID of the WLAN user.

Ruijie (config-wlan)# no nas-id

The following example sets the AC access ID to 123456789.

Ruijie (config-ac)# nas-id 123456789

The following example restores the default AC access ID.

Ruijie (config-ac)# no nas-id

Command Description
N/A N/A
N/A

1.36 offline-ssid

Use this command to provide WLAN access service when a CAPWAP tunnel is not set up or torn
down. Use the no form of the command to restore the default setting.

offline-ssid ssid [ hide ]

no offline-ssid
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Parameter e
o Parameter Description
Description
d SSID signal is broadcasted when the AP is started or the tunnel is
SSi
torn down.
hide No SSID signal is broadcasted.
Defaults No SSID is configured by default.
Command AP configuration mode
Mode AP group configuration mode

All-AP configuration mode

Usage Guide If RIPT is configured and the tunnel is torn down, signals are not sent.
When the AP is restarted, the configurations will be saved.

Configuration The following example sets default SSID of AP1 to my-def-ssid.
Examples Ruijie (config) #ap-config APl

Ruijie (config-ap) #offline-ssid my-def-ssid

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description
1.37 peer-ip
Use this command to set the address of the peer AC device connected with an AP belonging to the
instance. So that the AP can use this address to build a second CAPWAP tunnel with the AC device.
Use the no form of this command to restore the default setting.
peer-ip ipv4-address
no peer-ip
Parameter o
o Parameter Description
Description
ipv4-address Use the IP address configured by users as the peer AC address.
Defaults Use the configured IP address as the peer AC address.
Command Hot-backup instance configuration mode
mode

Usage Guide In non-NAT environments, use the default configuration, which is the configured IP address as the
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Configuration
Examples

Related

Commands

Platform
Description

peer AC address.

In NAT environments, configure the address based on environments where the AP locates:

If the AP is in NAT intranet, use the configured IP address as the peer AC address.

If the AP is in NAT extranet, use the IP address notified by the peer AC device as its address.

The following example uses the IP address notified by the peer AC device as its address.
Ruijie (config-hotbackup) # context 10
Ruijie (config-hotbackup-ctx)# peer-ip real-ip

Command Description

N/A N/A

1.38 peer-ipv6

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the IPv6 address of the peer AC associated with the AP in the current hot
backup instance. Use the no form of this command to restore the default setting.

peer-ipv6 ipv6-address

no peer-ipv6

Parameter Description

ipv6-address The IPv6 address of the peer AC.

The default is the source address of the CAPWAP tunnel.

Hot backup instance configuration mode

In the non-NAT environment, it is recommended to use the default setting.

In the NAT environment, perform configuration according to the actual scenario. When the AC is
within the NAT network, it has a private address unreachable for the AP. Therefore, the AC should be
configured with a public address.

] If the AP and the AC are within the same NAT network, it is recommended to use the default

setting.

] If the AP is not within the NAT network, it is recommended to use the configured IPv6 address

as the peer AC address.

Use the peer-ipv6 enable command to enable the function of creating IPv6 hot backup dual-tunnel
through CAPWAP.
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Configuration The following example sets the public IPv6 address to the AC address.
Examples Ruijie (config-hotbackup) # context 10
Ruijie (config-hotbackup-ctx) # peer-ipve 2001::1

Related .
Command Description
Commands
N/A N/A
Platform
Description

1.39 peer-ipv6 enable

Use this command to create a dual-tunnel between the AP of the hot backup instance and two hot
backup ACs. Use the no form of this command to restore the default setting.

peer-ipv6 enable

no peer-ipv6 enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command Hot backup instance configuration mode
Mode

Usage Guide  When an IPv6 CAPWAP tunnel between an AP and a hot backup AC is created, this command must
be configured to enable the creation of an IPv6 CAPWAP tunnel between the AP and another hot
backup AC.

Configuration The following example enables the AP with the capwapv6 hot backup dual-tunnel function.
Examples Ruijie (config-hotbackup) # context 10
Ruijie (config-hotbackup-ctx)# peer-ipv6 enable

Related o
Command Description
Commands
N/A N/A
Platform
Description
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1.40 permit enable

Use this command to enable AC virtualization. Use the no form of the command to restore the default
setting.
permit enable

no permit enable

Parameter o
o Parameter Description

Description

N/A N/A
Defaults AC virtualization is disabled by default.
Command ] ]

AC configuration mode
Mode

Usage Guide  AC virtualization function takes effect only to web management. Users can log in to the web
management page using different administrator accounts to check and configure different WLANS,
AP groups, and APs.

Configuration The following example enables AC virtualization.
Examples Ruijie (config) # ac-controller
Ruijie (config-ac) # permit enable
The following example disables AC virtualization.
Ruijie (config) # ac-controller

Ruijie (config-ac)# no permit enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

1.41 primary-base

Use this command to enter the configuration mode of a specific AP connected to the current AC and
to specify the preferred AC for the specific AP.
primary-base ap-name {ip-address | ipv6-address}

no primary-base

Parameter o
o Parameter Description
Description
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Defaults

Command
Mode

Usage Guide

Configuration

ap-name Indicates the name of the AP to be configured
ip-address Indicates the IP address of the primary AC In the format of A.B.C.D.
Indicates the IPv6 address of the preferred IPv6 AC in the format of

ipv6-address
XY Z.

N/A

AP configuration mode/All APs configuration mode

Configure the preferred control AC of the AP. The configuration is based on a single AP.

The following example sets the preferred AC of AP apl. The IP address of the preferred AC is

Examples 192.168.1.1.
Ruijie#config terminal
Ruijie (config) #ap-config apl
Ruijie (config-ap) #primary-base apl 192.168.1.1
The following example configures the preferred IPv6 AC of apl as acl and the IPv6 address of acl
as 2001:abcd::100.
Ruijie#config terminal
Ruijie (config) #ap-config apl
Ruijie (config-ap) #primary-base acl 2001:abcd::100
Related o
Commands Command Description
secondary-base Configures the secondary AC.
tertiary-base Configures the tertiary AC.
Platform
Description
1.42 priority
Use this command to set the Failover priority of APs. After you enable the support for the Failover
priority of APs on an AC, the AC can accept the access of APs according to their priority order.
priority priority-value
Parameter .
Description Parameter Description
oriority-value The parameter indi.cates the Failover priority of APs.
The allowed value is 1, 2, 3, and 4.
Defaults The default is 1.
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Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description
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AP configuration mode

Configure the Failover priority of devices. 1 indicates the lowest priority, and 4 indicate the highest
priority. Add the AC sequence (priority of APs) to the AP. The configurations are saved in the AP.
When the AP is associated next time, the configurations take effect.

The following example sets the Failover priority of the AP group named apgroup to 3.
Ruijie#config terminal
Ruijie (config) #ap-config apgroup

Ruijie (config-ap) #priority 3

Command Description

N/A N/A

1.43 reload at

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Use this command to enable AP restart as scheduled every day. Use the no form of this command to
remove the configuration.

reload at time

no reload at

Parameter Description

time AP restart time every day, in the format of hh:mm:ss.
N/A

AP configuration mode

N/A

The following example enables AP restart at 1:00:00 every day.
Ruijie (config) #ap-config Ruijie-AP1
Ruijie (config-ap) #reload at 1:00:00

Command Description

N/A N/A
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Platform
Description

1.44 reset

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

In the AC configuration mode, use this command to reset all APs, reset any AP with an updated

software version, and reset any specified AP.
reset{all | |single ap-name}

Parameter Description

all Indicates that all APs will be reset.
single ap-name Indicates that a specified AP will be reset.
N/A

AC configuration mode

N/A

The following example resets all APs.

Ruijie (config-ac)# reset all

The following example resets the AP hamed APO0O1.
Ruijie (config-ac)# reset AP0001

Description
N/A

Command
N/A

1.45 secondary-base

Parameter

Description

Use this command to enter the configuration mode of a specific AP connected to the current AC and
to specify the secondary AC for the specific AP.
secondary-base ac-name { ip-address | ipv6-address } [ switch-back ]

no secondary-base

Parameter Description
ap-name Indicates the name of the AP to be configured
ip-address Indicates the IP address of the secondary AC in the format of
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

A.B.C.D.
. Indicates the IPv6 address of the secondary IPv6 AC in the format of
ipv6-address o

switch-back Enables switch-back function. The default is disabled.

N/A

AP configuration mode/All APs configuration mode

Configure the secondary AC of the AP. The configuration is based on a single AP.

The following example configures the secondary AC of AP apl. The IP address of the secondary AC
is192.168.2.1.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #secondary-base apl 192.168.2.1

The following example configures the secondary IPv6 AC of apl as ac2 and the IPv6 address of ac2
as 2001:abcd::200.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #secondary-base ac2 2001:abcd::200

Command Description
primary-base Configures the preferred AC.
tertiary-base Configures the tertiary AC.

1.46 set license

Parameter

Description

Use this command to add a license to a device. A license authorizes an AC to control the number of
online APs. The license is overlaid during upgrade. Use the no form of this command to deactivate a
license.

set license activation-key

no set license activation-key

Parameter Description

Specifies the key of a license. The format of the key varies with
activation-key specific conditions, for example,
AAAA-BBBB-CCCC-DDDD-EEEE-FFFF-GGGG-HHHH.
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Defaults

Command

mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

N/A

Global configuration mode

A license can be configured only on one device for one time.

1) After being configured, a license takes effect forever.

2) After being deactivated, the license cannot be installed on the device again. But you can apply for

a new license for another device using this license, the old SN, the deactivation key and a new SN.

3) After you deactivate a license, the number of APs allowed to be online reduces immediately. The
APs that are already online are not affected.

A The number of online APs specified in a license cannot exceed the upper

limit  supported by an AC. Otherwise, "The support of APs reaches the
max." is displayed.

& The value of activation-key may vary with license types. Therefore, you must
select it based on specific conditions

The following example adds a license to a device.

Ruijie#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) #set license ABCD-1234-ABCD-5678-ABCD-1234-ABCD-5678

The following example deactivates a license.

Ruijie#config terminal

Ruijie (config) # no set license 4A3F-16AB-330C-B254-42C4-E18A-24F3-15CA
After unbinding, you cannot install the corresponding license again. Are you
sure to continuely/n]:y

The verification string is: XXXXXXXXXX

Command Description

) Displays information about all configured
show license )
licenses.

1.47 show ac-config

Use this command to display the basic configuration information about the current AC.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

show ac-config

Parameter Description
N/A N/A

N/A

Any mode

N/A

WLAN Basic Configuration Commands

The following example displays the basic configuration information of the current AC.

Ruijie (config) #show ac-config
AC Configuration info:

max wtp :128

sta limit 14096

license wtp max :128

license sta max :4096

serial auth :Disable
password auth :Disable

certificate auth :Disable

Bind AP MAC :Disable
AP Priority :Disable
ac_name :Ruijie Ac 231455

ac location :Ruijie COM

AC State info:

sta num :0
act wtp 212
used wtp :8( 4 normal 8 half)

remain wtp

HW Ver :1.0

SW Ver :AC RGOS 11.1(1)B1

Mac address :001a.9923.1455

Product ID :WS5708

NET ID :9876543210012345

NAS ID :001a.9923.1455

Command Description
N/A N/A
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1.48 show ac-config ap-backup-group

Use this command to display the AP backup group.

show ac-config ap-backup-group [ group-name |

Parameter Description
Parameter
o group-name AP backup group name.
Description . .
The “default” group is not displayed.
Defaults N/A
Command Any mode
Mode

Usage Guide N/A

The following example displays the all AP backup groups.

Ruijie#show ac-config ap-backup-group

Cnt Group-Name Master-AP cnt Standby-AP cnt
Master-AP-Name Working

1 AP-BACKUP-GROUP1 1 2 AP4210-1
false

Configuration i ) i
The following example displays details of backup group “AP-BACKUP-GROUP1".

Examples o )
Ruijie#show ac-config ap-backup-group AP-BACKUP-GROUP1
Cnt Ap-Name Ap-Mac Online Is-Master
Inherit-Wlan Cnt
1 AP4210-1 8832.0000.1111 true Yes 0
2 APD-M-1 = false No 0
3 APD-M-2 0011.4477.8833 true No 0
Related Command Description
Commands N/A N/A
Platform
Description

1-41



Command Reference WLAN Basic Configuration Commands

1.49 show ap-config bssid

Use this command to display the BSSID list.

show ap-config bssid

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Any mode

Mode

Usage Guide N/A

The following example displays the BSSID list.
Ruijie(config)#show ap—config bssid
AP Mac AP Name Radio ID WLAN ID AP WLAN ID BSSID

00la.a97e. a799 AAA 1 8 1 061b. b121. c037
00la.a97e. a799 AAA 1 4 2 Oalb. b121. c037
00la.a97e. a799 AAA 1 6 3 121b. b121. c037

Configuration 00la.a97e. a799 AAA 1 5 4 161b. b121. c037

Examples 00la.a97e. a799 AAA 2 4 2 Oalb. b121. bfaa
00la.a97e. a799 AAA 2 6 3 121b. b121. bfaa
001la.a97e. a799 AAA 2 5 4 161b. b121. bfaa
001la.a97e. a799 AAA 2 7 5 221b. b121. bfaa
0074.9c02. 33a8 AAA 1 8 1 0a69. 6¢9e. 9e8d
0074. 9¢02. 33a8 AAA 1 4 2 0e69. 6¢9e. 9e8d
0074. 9¢02. 33a8 AAA 1 6 3 1269. 6¢9e. 9e8d
0074. 9¢02. 33a8 AAA 1 5 4 1a69. 6¢9e. 9e8d
0074.9c02.33a8 AAA 2 4 2 0a69.6c9e.9%e8e

Related Command Description

Commands N/A N/A

Platform

Description
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1.50 show ap-config bssid cb

Use this command to display the BSSID list and the mappings between the AC WLAN ID and AP
WLAN ID.

show ap-config bssid cb ap-name

Parameter o
o Parameter Description
Description
ap-name Specifies an AP name.
Defaults N/A
Command
Any mode
Mode

Usage Guide  N/A

Configuration The following example displays the BSSID list and the mappings between the AC WLAN ID and AP
Examples WLAN ID.

Ruijie#show ap-config bssid cb apl

Radio ID WLAN ID AP WLAN ID BSSID

1 101 1 06d0.£822.3355
1 102 2 0ad0.£822.3355
2 101 1 06d0.£822.3356
2 102 2 0ad0.£822.3356
3 101 1 06d0.£822.3357
3 102 2 0ad0.£822.3357
Ruijie#
Related o
Commands Command Description
N/A N/A
Platform N/A
Description

1.51 show ap-config cb

Use this command to display the status information of an AP.
show ap-config cb ap-name

Parameter Parameter Description
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Description ap-name Indicates the name of the AP to be queried.

Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide N/A

The following example displays the status information of an AP.

act#show ap-config cb wlan-ap-0001

Configuration:

ap name :wlan-ap-0001
ap id gl

discovery timer :20

echo request timer : 30

error report timer :120
client timeout timer :300
statistisc time :120

ap fallback :1

image id :RGOS 10.4 (1t7) (1T7), Release(73413)
group name :default
dhcp_option :standard
Core dump server ip :0.0.0.0

Configuration
Core dump file name

Examples
Status:
local ipv4 :192.168.120.2
Tran protocol :udp
Discovery type :unknow
ECN Support :0
location data :Not Setting
mtu 30
session id :0x0£075476,0x0£075476, 0x0£075476, 0x0£075476
tunnel mode :0xe (NELR)
mac type :full support
WTP Name :wlan-ap-0001
STA Limit :30
STA num 32

radio num gl

Related Command Description
Commands N/A N/A
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Platform

Description

1.52 show ap-config inherit-wlan

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the WLAN inherited by the specified AP device in backup group.

show ap-config inherit-wlan ap-name

Parameter Description
ap-name AP name
N/A

Any mode

N/A

The following example displays the WLAN inherited by the specified AP in the backup group.

ac#show ap-config inherit-wlan wlan-ap-0001

WLAN ID SSID VLAN-Id/VLAN-Group ID Radio ID
AP WLAN ID

1 ruijie-wifi 1100 ALL
Command Description

N/A N/A

1.53 show ap-config product

Parameter

Description

Defaults

Use this command to display the AP device list.

show ap-config product

Parameter Description
N/A N/A
N/A
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Command Any mode
Mode

Usage Guide N/A

The following example displays the AP device list.

Ruijie#show ap-config product

Product ID Hardware Version Count Used Wtp
Configuration  ———==============7="7 ———————————————— ———————— ————————
Examples AP120 1.0 10 5.0
AP220-E 1.0 5 5.0
AP320 2.0 8 8.0
AP530-PPC 1.5 2 2.0
Related Command Description
Commands N/A N/A

Platform
Description

1.54 show ap-config summary

Use this command to display the AP list.

show ap-config summary

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the AP list.
Ruijie#show ap-config summary
========= show ap status =========
Configuration Radio: Radio ID or Band: 2.4G = 1#, 5G = 24#
Examples E = enabled, D = disabled, N = Not exist, V = Virtual AP
Current Sta number
Channel: * = Global

Power Level = Percent
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Related

Commands

Platform

Description

Online AP number: 2
Offline AP number: 1

AP Name IP Address Mac Address Radio
Radio Up/Off time State

AP220E-2 22.22.22.11 00d0.1414.3f67 1 E
11* 100 2 E 0O 153* 100 0:00:37:34 Run

xh-ap 10.21.121.4 00d0.£822.33d6 1# N
- - 2# N O = = 0:23:56:05 Run

AP220E V2.0 19 - 1414.4b13.96£7 1 N
= -2 N - = = 0:00:14:07 Quit

Command Description

N/A N/A

1.55 show ap-config summary ap-auth

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display authentication information on all APs.

show ap-config summary ap-auth

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays authentication information on all APs.

Ruijie#sh ap-config summary ap-auth

Bind

WLAN Basic Configuration Commands

AP Name Mac Address Bind bind-ap-serial
bind-ap-cert Bind bind-ap-password Bind State
ap220 1414.4b13.9ff3 FALSE
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FALSE
0011.0000.0101
FALSE
0011.0000.0201
FALSE

Related

Commands Command
N/A

Platform

Description

WLAN Basic Configuration Commands

TRUE Run
FALSE TRUE
TRUE Quit
FALSE TRUE
TRUE Quit
Description
N/A

1.56 show ap-config summary deny-ap

Use this command to display the list of APs that are refused in attempt to associate with the AC.

show ap-config summary deny-ap

Parameter
o Parameter
Description
N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Description

N/A

Configuration The following example displays the list of APs that are refused in attempt to associate with the AC.

Examples Ruijie#sh ap-config summary deny-ap
AP Name IP Address Mac Address Reason
AP1 192.168.10.10 1414.4b13.9f£f3 By bind-ap-mac
AP2 192.168.10.11 00d0.£822.33b0 By bind-ap-mac
Related o
Command Description
Commands
N/A N/A
Platform
Description
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1.57 show ap-config summary hot-backup

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display the AP hot backup configuration and master AC.

show ap-config summary hot-backup

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the AP hot backup configuration and master AC.

Rui jie#tsh ap—config summary hot—backup

AP NAME AP GROUP

CONTEXT NAME

AC SELECT CHANNEL STATE AC DESCRIPTION
tttt apg—10 6. 6. 6. 6-10
UNKNOWN SINGLE AC-110
ap2 apg—810 8.8.8.8-10
OTHER DOUBLE AC-810
ap3 apg—820 8. 8.8.8-20
ME DOUBLE AC-820

Field Description

AP NAME AP name.

AP GROUP AP group.

CONTEXT NAME Hot backup instance.

AC SELECT Master AC.

CHANNEL STATE

AC DESCRIPTION
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® ME: Thelocal AC as the master AC.

® OTHER: The peer AC as the master AC.

® UNKNOWN: The AP does not announce
the master AC or the announcement times
out.

Number of tunnels.

® SINGLE: One tunnel is created.

e DOUBLE: Two tunnels are created.

® NULL: No tunnel is created.

AC description.
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Related

Commands

Platform
Description

Command

N/A

WLAN Basic Configuration Commands

Description

N/A

1.58 show ap-config summary virtual-ap-role

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display whether to support AP virtualization and the AP status.

show ap-config summary virtual-ap-role

Parameter

N/A

N/A

Privileged EXEC mode

N/A

Description

The following example displays whether to support AP virtualization and the AP status.

Ruijie#show ap-config summary virtual-ap-role

========= show virtaul ap role

Master AP number: 1

Virtual AP number: 1

Normal AP number: 1

Nonsupport AP number:
AP Name

Role

AP2
Master
AP3
Virtual
AP4
Normal

Ruijie#

IP Address

11.11.11.5

11.11.11.2

11.11.11.6

11.11.11.4
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Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

1.59 show ap-config virtual-ap detail

Use this command to display virtual AP details.

show ap-config virtual-ap detail ap-name

Parameter o
o Parameter Description
Description
ap-name Specifies an AP.
Defaults N/A
Command o
Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays virtual AP status.
Examples Ruijie (config) # show ap-config virtual-ap detail apl
AP (apl) is Master
WLAN capacity: 16
Max stations : 256
Master AP:
WLAN : 1 -8
Max STA: 128
Link ID: 1
Virtual AP 1:
Address: 2.2.2.2
State : Run
WLAN 3 9 = 16
Max STA: 128

Link ID: 2
Related o
Command Description
Commands
N/A N/A
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Platform N/A

Description

1.60 show ap-config virtual-ap summary

Use this command to display virtual AP summary.

show ap-config virtual-ap summary

Parameter

o Parameter Description
Description
N/A N/A
Defaults N/A
Command .
Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays virtual AP summary.

Examples Ruijie#show ap-config virtual-ap summary
AP Name Virtual AP Numbers Active Numbers
Apl 1 1
Ruijie#
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

1.61 show ap-group aps

Use this command to display the list of APs connected to a specified AP group.
show ap-group aps ap-group-name

Parameter Parameter Description

Description ap-group-name Indicates an AP group name.
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Defaults N/A

Command Privileged EXEC mode
Mode

Usage Guide N/A

The following example displays the basic configuration information of the current AC.

) ) Ruijie (config) #show ap-group aps default
Configuration

Ap Name Mac Addr Pid
Examples

rrm-ap 0011.1122.3333 AP220E
Related Command Description
Commands N/A N/A
Platform
Description

1.62 show ap-group aps summary

Use this command to display the APs of all AP groups.

show ap-group aps summary

Parameter o

o Parameter Description
Description

N/A N/A

Defaults N/A
Command Privileged EXEC mode
Mode
Usage Guide  N/A

Configuration

The following example displays the APs of all AP groups.

Examples Ruijie (config) #show ap-group aps summary
AP Group Name AP Name Mac Addr
default rrm-ap 0011.1122.3333
default ap0001 0011.1122.4444
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Related

Commands

Platform
Description

WLAN Basic Configuration Commands

Command Description

N/A N/A

1.63 show virtual-ap detail

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display AP virtualization template details.

show ap-config virtual-ap detail sub-ap--name

Parameter Description

sub-ap-name Specifies the AP virtualization template name.

N/A

Privileged EXEC mode

N/A

The following example displays AP virtualization template details.
Ruijie#show virtual-ap detail ac3322

Module Name tac3322
AC IPV4 :2.2.2.2
Wlan Capacity :0
Sta Capacity :4

Link Interface

Command Description
N/A N/A
N/A

1.64 show virtual-ap summary

Use this command to display AP virtualization template summary.

show virtual-ap summary
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Parameter o
o Parameter Description

Description

N/A N/A
Defaults N/A
Command .

Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays AP virtualization template summary.

Examples Ruijie#show virtual-ap summary
Module Name AC IPV4 Wlan Sta Interface
aclOl 192.168.201.119 O 0 0
ac20 192.168.201.201 O 0 0
ac3322 2.2.2.2 0 4 0
ap550 2.2.2.2 0 3 2
clf ac20 192.168.201.20 5 0 0
test2 20.2.2.3 0 0 0
test3 23.3.3.21 0 32 0
test4d 20.3.3.2 0 0 0
test5 20.3.3.1 0 2 2
test51 3.2.3.1 0 64 0

Related o

Commands Command Description
N/A N/A

Platform N/A

Description

1.65 show ap-group cb

Use this command to display the basic configuration information of a specified AP group.
show ap-group cb ap-group-name

Parameter Parameter Description

Description ap-group-name Indicates an AP group name.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

N/A

Privileged EXEC mode

N/A

The following example displays the basic configuration information of the default AP group.

Ruijie (config) #show ap-group cb default

Ap Group info:

apg_name :default

discovery timer :20

echo_reqg_ timer :30

error report timer :120

sta time out :300

stati time 1120

ap fallback :Enable

image id

Command Description
N/A N/A

1.66 show ap-group intf-wlan-map

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to display the WLAN-to-VLAN mapping table of a specified AP group.
show ap-group intf-wlan-map ap-group-name

Parameter Description

ap-group-name Indicates an AP group name.
N/A

Privileged EXEC mode

N/A

The following example displays the basic configuration information of the current AC.
Ruijie (config) #show ap-group intf-wlan-map default

W1AN ID SSID Vlan Id Radio id Mib index
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500 ssid-500 2 ALL 1
Related Command Description
Commands N/A N/A

Platform
Description

1.67 show ap-group summary

Use this command to display the list of all AP groups configured for the current AC.

show ap-group summary

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the list of all AP groups configured for the current AC.
Ruijie (config) #show ap-group summary

Configuration  Total Ap Group Num : 2

Examples Ap Group Name
1. default

2. test-group

Related Command Description
Commands N/A N/A
Platform

Description

1.68 show ap-mode

Use this command to display the AP mode.

show ap-mode

Parameter Parameter Description
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Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Platform

Description

N/A N/A

N/A

Privileged EXEC mode

N/A

The following example displays the AP mode.

Ruijie#show ap-mode

current mode: FIT

Command

N/A

1.69 show license

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display license information.

show license

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays license information.

Ruijie#show license

Serial Number I XXXXXXXXKXXXKKX

No. Activation Key

WLAN Basic Configuration Commands

Description

N/A

AP Number

1. AAAA-BBBB-CCCC-DDDD-EEEE-FFFF-GGGG-HHHH
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Total 272 access points are supported, old version 128, new version 16.

Ruijie#
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

1.70 show virtual-ac balance-info

Use this command to display the virtual AC member list.

show virtual-ac balance-info

Parameter -
. Parameter Description

Description

N/A N/A
Defaults N/A
Command o

Privileged EXEC mode
Mode
Usage Guide  N/A

Configuration
Examples

Related
Commands

Platform

Description

The following example displays the virtual AC member list.

Ruijie#show virtual-ac balance-info

Dev ID AP Num AP License STA Num

2 0 0.0 0

1 1 0.0 0
Command

N/A N/A
N/A

1-59

Description



Command Reference WLAN Basic Configuration Commands

1.71show wlan hot-backup

Use this command to display the instance list of the peer end. Use the no form of the command to
restore the default setting.

show wlan hot-backup [ peer-ip ] summary

Parameter _
o Parameter Description
Description
peer-ip Specifies the IP address of the peer end.
Defaults N/A
Command .
Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays the instance list of all peer ends.

Examples Ruijie#show wlan hot-backup summary
Context Name AC DESCRIPTION AP Num STA Num
192.168.201.76-11 AC-76 1 0
192.168.201.77-1 AC-T77 2 1
192.168.201.78-1 AC-78 11 30
192.168.201.81-100 AC-100 5 24

The following example displays the instance list of a specified peer end.
Ruijie#show wlan hot-backup 192.168.201.76 summary

Ruijie#show wlan hot-backup summary

Context Name AC DESCRIPTION AP Num STA Num
192.168.201.76-11 AC-T76 1 0
192.168.201.77-1 AC-77 2 1
192.168.201.78-1 AC-78 11 30
192.168.201.81-100 AC-100 5 24The following

example displays the instance list of all peer ends on the AC.
Ruijie#show wlan hot-backup summary
Context Name AC DESCRIPTION AP Num STA Num

Assigned Lic Backups Lic

192.168.201.76-11 AC-76 1 0 32
64
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192.168.201.77-1 AC-T77 2 1 16
32
192.168.201.78-1 AC-78 11 30 NA
NA
192.168.201.81-100 AC-100 5 24 NA
NA

The following example displays the instance list of a specified peer end on the AC.
Rui jie#show wlan hot-backup 192. 168.201. 76 summary

Context AC DESCRIPTION AP Num  STA Num Assigned Lic Backups Lic
11 AC-76 1 2 32 64
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

1.72 show wlan-config cb

Use this command to display the configuration details of a specified WLAN.

show wlan-config cb wlan-id

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the configuration of WLAN 512.
Ruijie (config) #show wlan-config cb 512

WA IID6 600000 000000000000000000000000000 512
S 1S T ssid-512
Profile. ittt it ittt <NULL>
Configuration )
Short Preamble........ ittt ennnnnn Disable
Examples )
Spectrum Management. ... ... oo veeeeeennnnnn Disable
(01 Disable
Short Slot Time....... it i ieeeeeeennnnn Disable
N Disable
Delayed Block ACK. .. ..ttt ieeeeeeennnns Disable
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Related

Commands

Platform

Description

WLAN Basic Configuration Commands

Immediate Block ACK. .. it it e ettt eennnnns
MAC MOAE . i it it it ittt e ittt aeeeeeaeeeeenns

Tunnel MOde. .« v i it it ittt ieeeeeeennnnnnens

SupPEe8S 8L cooooooccoocooooooocooocoo00 o Enable
RTS Threshold.........iit it iniinnenn.. 2347
LEBG RAEEW o cooooo0000000000000000000000006 0 4
SINOFEE REELYo 0o ooooooooco00000000000000000a 7
Command Description

N/A N/A

1.73 show wlan-config summary

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the WLAN configuration list on the AC.

show wlan-config summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the WLAN configuration list on the AC.
Ruijie (config) #show wlan-config summary

Total Wlan Num : 3

Wlan id Profile Name SSID STA NUM
1 pro-1 ssid-1 0

2 pro-2 ssid-2 0

4095 <NULL> ss51d-4095 0

Command Description

N/A N/A
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1.74 ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

WLAN Basic Configuration Commands

Use this command to set SSID.

ssid ssid-string

Parameter Description
ssid-string SSID character string, consisting of up to 32 characters.
N/A

WLAN configuration mode

If a WLAN is deployed, changing SSID will disconnected the STAs associated with WLAN.

The following example changes the SSID of WLANL1 to ruijie.
Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #ssid ruijie

Command Description

N/A N/A

1.75 ssid-code

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure coded character set for the SSID.
ssid-code { gbk | utf-8}

Parameter Description
gbk Configures gbk.
utf-8 Configures utf-8.

No SSID-code is configured by default.

WLAN configuration mode

If the WLAN is deloyed, running this command will force the users of this WLAN offline.
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Configuration

Examples

Related

Commands

Platform
Description

WLAN Basic Configuration Commands

The following example configures t utf-8 for the SSID of WLAN 1.
Rui jie(config)#wlan—config 1

Ruijie (config-wlan) #ssid-code utf-8

Command Description
N/A N/A
N/A

1.76 sta-capacity

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to configure the number of STAs supported by a virtual AP. Use the no form of the
command to restore the default setting.

sta-capacity sta-cap

no sta-capacity

Parameter Description

sta-cap Configures the number of STAs supported by a virtual AP

The number of STAs supportable by a virtual AP is not configured by default. If the number of STAs
supportable by a virtual AP is not configured, it is calculated as follows:

(Total number of STAs supportable by the AP — Number of STAs configured for virtual APs)/Number
of virtual APs with the number of supportable STAs not configured

AP virtualization template configuration mode

N/A

The following example sets the number of STAs supported by a virtual AP to 16.
Ruijie (config) #virtual-ap VAP-1

Ruijie (config-virtual-ap)# sta-capacity 16

Command Description
N/A N/A
N/A
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1.77 statistics-timer

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

Use this command to configure statistics timer for a specified AP or all APs in a specified AP group.

Use the no form of this command to restore the default configuration.
statistics-timer timer-num
no statistics-timer

Parameter Description
timer-num Indicates a timer interval to be configured, in the range

from 1 to 65535 in the unit of seconds.

The default is 120 seconds.

AP configuration mode or AP group configuration mode

The command is used to set statistics timer for a specified AP. This command prefixed with no can

be used to restore the default value.

The following example enters the configuration mode of AP0001 to configure its statistics timer to
200 seconds.

Ruijie (config) # ap-config AP0001

Ruieji (config-ap) # statistics-timer 200

The following example enters the configuration mode of AP0O001 to restore the default setting.
Ruijie (config) # ap-config AP0001

Ruieji (config-ap)# no statistics-timer

The following example enters the default AP group to configure its statistics timer to 200 seconds.
Ruijie (config) # ap-group default

Ruijie (config-ap-group) # statistics-timer 200

The following example enters the default AP group to restore the default setting.

Ruijie (config) # ap-group default

Ruijie (config-ap-group)# no statistics-timer

Command Description
N/A N/A

1.78 switch2fat

Use this command to switch a specified AP to the fat AP mode, resulting in departure of the specified
AP from the AC.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description
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switch2fat ap-name

Parameter Description

ap-name Indicates an AP name.

By default, all fit APs are controlled by their associated AC. A fit AP can be switched to a fat AP, and
will have self-control ability.

AC configuration mode

The command is used to switch a specified AP to the fat AP mode. As a result, the specified AP will
leave the AC.

& Infit mode, the default password for the user EXEC mode is ruijie and that for the privileged
EXEC mode is apdebug.

& Infat/fat dhcp/macc mode, the default password for user EXEC mode is admin and that for the
privileged EXEC mode is empty.

The following example switches AP0002 to the fat mode.
Ruijie (config-ac)# switch2fat AP0002

Command
N/A

Description
N/A

1.79 tertiary-base

Parameter

Description

Use this command to enter the configuration mode of a specific AP connected to the current AC and
to specify the tertiary AC for the specific AP.

tertiary-base ac-name { ip-address | ipv6-address } [ switch-back ]

Parameter Description

ap-name Indicates the name of the AP to be configured

) Indicates the IP address of the secondary AC in the format of
ip-address

A.B.C.D.
Indicates the IPv6 address of the secondary IPv6 AC in the format of

ipv6-address
XY Z.

switch-back Enables switch-back function. The default is disabled.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

N/A

AP configuration mode

Configure the tertiary AC of the AP. The configuration is based on a single AP.

The following example configures the tertiary AC of AP apl. The IP address of the tertiary AC is
192.168.3.1.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #tertiary-base apl 192.168.3.1

The following example configures the tertiary IPv6 AC of apl as ac3 and the IPv6 address of ac3 as
2001:abcd::300.

Ruijie#config terminal

Ruijie (config) #ap-config apl

Ruijie (config-ap) #tertiary-base ac3 2001:abcd: :300

Command Description
primary-base Configures the preferred AC.
secondary-base Configures the secondary AC.

1.80 virtual-ap

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to create an AP virtualization template. Use the no form of the command to
restore the default setting.

virtual-ap sub-ap-name

no virtual-ap sub-ap-name

Parameter Description

sub-ap-name Specifies an AP virtualization template name.

No AP virtualization template is created by default.

Global configuration mode

N/A
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The following example creates an AP virtualization template.
Ruijie (config) #virtual-ap VAP-1

Ruijie (config-virtual-ap) #

Command Description
N/A N/A
N/A

1.81 virtual-ap

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to configure a virtual AP. Use the no form of the command to restore the default
setting.
virtual-ap sub-ap-name {id num }

no virtual-ap sub-ap-name

Parameter Description

sub-ap-name Specifies the name of an AP virtualization template.

id num Specifies the number of a virtual AP on the AP

No virtual AP is configured by default.

AP configuration mode
AP group configuration mode
All-AP configuration mode

N/A
The following example configures a virtual AP named VAP-1.

Ruijie (config) # ap-config APl
Ruijie (config-ap)# virtual-ap VAP-1 id 1

Command Description
N/A N/A
N/A
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1.82 wlan-capacity

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to configure the number of WLANSs supported by a virtual AP. Use the no form of
the command to restore the default setting.
wlan-capacity wlan-cap

no wlan-capacity

Parameter Description

wlan-cap Sets the number of WLANS supported by a virtual AP

The number of WLANS supported by a virtual AP is not configured by default. If the number of WLANSs
supportable by a virtual AP is not configured, it is calculated as follows:

(Total number of WLANs supported by the AP — Number of WLANs configured for virtual
APs)/Number of virtual APs with the number of supported WLANs not configured

AP virtualization template configuration mode

N/A

The following example sets the number of WLANs supported by a virtual AP to 6.
Ruijie (config) #virtual-ap VAP-1

Ruijie (config-virtual-ap)# wlan-capacity 6

Command Description
N/A N/A
N/A

1.83 webmaster

Parameter

Description

Use this command to add an administrator. Use the no form of the command to delete an
administrator.

webmaster webmaster-name

no webmaster webmaster-name

Parameter Description

webmaster-name Specifies the administrator name.
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Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Platform
Description

N/A

Role configuration mode

N/A

The following example adds administrator test-admin to role test-group.

The following example deletes administrator test-admin from role test-group.

Command Description
N/A N/A
N/A

1.84 wlan-config

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command create a WLAN and enter the WLAN configuration mode. Use the no form of this

command to remove the configuration.
wlan-config wlan-id [ profile-string ] [ ssid-string ]

no wlan-config wlan-id

Parameter Description

wlan-id Indicates an ID for the WLAN to be created, ranging from
1 to 4094.

profile-string Indicates a descriptor for the WLAN, which can be
omitted.

ssid-string Indicates the SSID character string corresponding to the
WLAN.

N/A

WLAN configuration mode

To create a WLAN, you must specify ssid-string but can omit profile-string as mentioned in the
command description. When a WLAN is created, cli will automatically enter the configuration mode
of this WLAN.

To enter the configuration mode of a WLAN, you only need to specify the existing ID of this WLAN.
One SSID can correspond to more than one WLAN, but one WLAN cannot be associated with
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multiple SSIDs at the same time.

The following example creates a WLAN with an ID of 2048 and a SSID of ssid-test.
Ruijie (config) # wlan-config 2048 profile-test ssid-test
Ruijie (config-wlan)# exit

Ruijie (config) #

Examples i i i .
The following example enters the configuration mode of the WLAN with the 1D of 2048.
Ruijie (config) # wlan-config 2048
Ruijie (config-wlan)# exit
Command Description
Related i i i i
interface-mapping wlan-id vlian-id . . . )
Commands ) o Applies this WLAN to a specified radio.
[radio radio-id]
Platform
Description
1.85 wtp-limit
Use this command to configure the maximum number of AP supported on the AC. Use the no form of
this command to restore the default setting.
wtp-limit wtp-num
no wtp-limit
Parameter Description
Parameter o i
o wtp-num The parameter indicates the maximum number of AP
Description
connected to the AC.
Defaults The default is 16 for WS5302 , and 128 for WS5708.
Command AC configuration mode
Mode
The command is used to configure the maximum number of AP supported on the AC. This number
can exceed neither the maximum number supported by the AC nor the maximum number allowed by
the license.
) A Different model of AP product has the different weight of supported number,
Usage Guide

for example, two wall APs occupy one of the maximum number. The AC
device will calculate the real number of occupied APs according to the
weight ratio. This command is used to configure the weight number of APs

instead of real number of APs.
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The following example configures the AC to connect 100 APs at most.
Configuration Ruijie (config-ac)# wtp-limit 100
Examples The following example configures the AC to connect a default maximum of 128 APs.

Ruijie (config-ac)# no wtp-limit

Command Description
Related . . .
o Configures the maximum number of clients supported by
Commands sta-limit
the AC.
Platform
Description
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2 WLAN STAMP Commands

2.1 ap

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the AP information in the association control zone. Use the no form of
this command to delete the specified AP from the association control zone.

ap WORD

no ap [ WORD ]

Parameter Description

WORD AP name. The name length range is from 1 to 64.

No AP information in the association control zone is configured by default.

Association control zone configuration mode

Up to five APs can be configured in an association control zone. The system will prompt an error
message if the number of the configured APs exceeds five. In addition, when configuring AP
information for an association control zone, we do not require that APs are online.

The following example configures a set of AP information with MAC address of 00d0.f800.1001 for an
association control zone named “Class (1) Grade 1”.
Ruijie (config) #control-zone Class (1) Grade 1

Ruijie (config-cznoe)# ap 00d0.£800.1001

Command Description

show control-zone Displays the association control zone.

This command is supported only on ACs.

2.2 assoc-control

Parameter

Description

Defaults
Command

Use this command to enable the association control function. Use no form of this command to restore
the default setting.

assoc-control

no assoc-control

Parameter Description

N/A N/A
This function is disabled by default.

Global configuration mode
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Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

WLAN STAMP Commands

When the association control function is disabled, the association control related commands can still
be configured with the ineffective association control function.

The following example enables the association control function.

Ruijie (config) #assoc-control

The following example disables the association control function.

Ruijie (config)#no assoc-control

Command Description

N/A N/A

This command is supported only on ACs.

2.3 client-kick

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to delete the MAC address of a specified wireless user.

client-kick sta-mac

Parameter Description
sta-mac Indicates the MAC address of a wireless user.
N/A

AC configuration mode

N/A

The following example deletes the wireless user with the MAC address aaaa.bbbb.cccc.
Ruijie (config) # ac-controller

Ruijie (config-ac)# client-kick aaaaa.bbbbb.ccccc

Command
N/A

Description
N/A

This command is supported only on ACs.

2.4 control-zone

Use this command to create an association control zone and enter association control zone
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configuration mode. Use the no form of this command to restore the default setting.
control-zone czone-name

no control-zone czone-name

Parameter o
o Parameter Description
Description
czone-name Association control zone name. The name length range is 1 to 64.
Defaults N/A
Command Global configuration mode
mode

Usage Guide  Up to 300 association control zones can be configured on an AC. Only one association control zone
is allowed to be configured on a fat AP. The system will prompt an error message if the upper limit is
exceeded.

Configuration The following example configures an association control zone named “Class (1) Grade 1”.

Examples Ruijie (config) #control-zone Class (1) Grade 1
Ruijie (config- czone) #

The following example deletes an association control zone named “Class (1) Grade 1.

Ruijie (config) # no control-zone Class (1) Grade 1

The operation will clear the control zone configuration, which may cause
corresponding STAs offline. Continue? [no] y

Ruijie (config) #

Related o
Command Description
Commands
Displays the summary of association control
show control-zone summary
zones.
Platform This command is supported only on ACs.
Description

2.5 flow-balance-group add

Use this command to add a specified AP to a specified load balancing group.

flow-balance-group add group-name ap-name

Parameter Description

group-name Indicates the name of the specified balancing group.
Parameter )

o Each flow-based load balancing group supports 10 APs
Description
at the most.

ap-name Indicates the AP’s name to be added
Defaults N/A
Command AC configuration mode
Mode
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Platform

Description
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N/A

The following example adds apl and ap?2 to the balancing group named test-group
Ruijie (config) # ac-controller
Ruijie (config-ac)# flow-balance-group add test-group apl

Ruijie (config-ac)# flow-balance-group add test-group ap?2

Command
N/A N/A

Description

This command is supported only on ACs.

2.6 flow-balance-group base

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

Use this command to configure the traffic base value for load balancing. Use the no form of this

command to restore the default setting.
flow-balance-group base number
no flow-balance-group base

Parameter Description

number Traffic base value. The range is from 1 to 100.

The traffic base value is 10 Mbps by default.

AC configuration mode

N/A

The following example sets the traffic base value for load balancing to 50 Mbps
Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group base 50

Command Description
N/A N/A

This command is supported only on ACs.
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2.7 flow-balance-group create

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the load-balancing group based on the flow. Use the no form of this

command to remove the configuration.
flow-balance-group create group-name

no-flow-balance-group create group-name

Parameter Description

group-name The name of a load balancing group, allows a maximum
of 55 characters and excludes space. It supports 80
flow-balancing groups at most.

N/A

AC configuration mode

The no option of this command is used to delete configuration of a specific balancing group.

The following example creates a load balancing group named test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group create test-group
The following example deletes the load balancing group named test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# no flow-balance-group create test-group
Command Description
N/A N/A

This command is supported only on ACs.

2.8 flow-balance-group del

Parameter

Description

Defaults

Use this command to delete a specified AP from a specified load balancing group.

flow-balance-group del group-name ap-name

Parameter Description

group-name The load balancing group for operation.

ap-name The name of AP to be deleted from the load balancing
group.

N/A

WLAN STAMP Commands
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Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

AC configuration mode

N/A
The following example deletes apl from balancing group named test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group del test-group apl

Command Description
N/A N/A

This command is supported only on ACs.

2.9 flow-balance-group enable

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure a threshold value for the traffic of associated AP devices to enable load

balancing. Use the no form of this command to restore the default threshold value.
flow-balance-group enable group-name number

no flow-balance-group enable group-name number

Parameter Description
group-name The load balancing group for operation.
number The traffic threshold value. The unitis %. The range is

from 0 to 500.
“0” indicates load balancing is disabled.

The default traffic threshold is 5%.

AC configuration mode

N/A

The following example sets the traffic threshold of load balancing group test-group to 100 Kbps.
Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group enable test-group 1

Command Description
N/A N/A
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Description
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This command is supported only on ACs.

2.10 flow-balance-group flow

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

Use this command to configure the load threshold of the balancing group. Use the no form of this

command to remove the configuration.

[no] flow-balance-group flow group-name ap-name

Parameter Description
group-name Name of load balancing group for operation.
number The threshold of the balancing group, the unit is 100

Kbps, the default is 500 Kbps, and the scope is 0-100000
kbps. 0 indicates this balancing group does not enable
flow-based load balancing function.

The default traffic threshold is 5%.

AC configuration mode

N/A

The following example configures the threshold of balancing group named test-group as 100 Kbps.
Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group flow test-group 1

Description
N/A

Command
N/A

This command is supported only on ACs.

2.11 flow-balance-group radio-flow

Parameter
Description

Defaults

Use this command to configure the load balancing group based on the traffic reported by the AP
periodically. Use the no form of this command to remove the configuration.
flow-balance-group radio-flow group-name

no flow-balance-group radio-flow group-name
Parameter Description

group-name Load balancing group name.

By default, the traffic calculated from the CAPWAP data channel on the AC device is used.
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Command
mode

Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

AC configuration mode

N/A
The following example configures the load balancing group based on the traffic reported by the AP
periodically.

Ruijie (config) # ac-controller

Ruijie (config-ac)# flow-balance-group radio-flow test-group
Command Description

N/A N/A

This command is supported only on ACs.

2.12 hide-ssid sta-reach-limit

Parameter
Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Use this command to configure the intelligent SSID hiding function. When the number of STAs on an
AP or a radio reaches the upper limit, new STAs are not allowed to go online but the STAs can still
scan the SSID and attempt to perform association. After the intelligent SSID hiding function is
enabled, new STAs cannot detect the signal and will not attempt to perform association. Use the no
form of this command to restore the default setting.

hide-ssid sta-reach-limit

no hide-ssid sta-reach-limit [ radio { 2.49 | 59 } ]

Parameter Description

Specifies a radio on which the intelligent SSID hiding function is
radio enabled. If this parameter is not specified, the intelligent SSID hiding
function is enabled on all radios.
2.49 The intelligent SSID hiding function is enabled on the 2.4G radio.
59 The intelligent SSID hiding function is enabled on the 5G radio.

The intelligent SSID function is disabled by default.

AP configuration mode

After the intelligent SSID function is enabled and the numbers of STAs on all APs in an area reach the

upper limit, new STAs cannot detect the SSID in this area.

The following example enables the intelligent SSID hiding function on the 5G radio.

Ruijie (config) # ap-config all

Ruijie (config-ap)# hide-ssid sta-reach-limit radio 5g
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Related

Commands

Platform
Description

Command Description
N/A N/A
N/A

2.13 inter-radio-balance flow-balance dual-band

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Use this command to configure the enabling threshold and balancing threshold for the traffic
balancing between the different radios (2.4G and 5.0G) of AP devices or AP groups. Use the no form
of this command to restore the default settings.

inter-radio-balance flow-balance dual-band enable-load en-num threshold thrs-num

no inter-radio-balance flow-balance dual-band

Parameter Description

The enabling threshold value. Load balancing is enabled only when
en-num the traffic on the associated radio exceeds the threshold. The unit is
100 Kbps. The range is from 1 to 1000.
The balancing threshold value. The STA will be disassociated with the
thrs-num radio when the traffic difference between the associated radio and
lowest load radio. The unit is 100 Kbps. The range is from 1 to 1000.
By default, the enabling threshold is 1 Mbps and the balancing threshold is 1 Mbps.
AP /AP group configuration mode

When the load balancing between radios is enabled, if the traffic of associated radio exceeds the
enabling threshold and the traffic difference between the associated radio and lowest load radio
exceeds the balancing threshold, the STA will be disassociated with the radio and the traffic will be
balanced to radio of lower load. This configuration takes effect only when the radio of lowest load is
on the different radio to be associated. The inter-radio-balance flow-balance same-band takes
effect If the two radios are on the same radio.

The following example configures the enabling threshold and balancing threshold to 800 Kbps and
800 Kbps respectively for the different radios on AP0001.

Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# inter-radio-balance flow-balance same-band enable-load 8

threshold 8

The following example restores the default load balancing settings for different radios on AP0001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance flow-balance dual-band
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Related

Commands

Platform

Description

The following example configures the enabling threshold and balancing threshold to 300 Kbps and

500 Kbps respectively for different radios of AP devices in the AP group.

Ruijie (config) # ap-group default
Ruijie (config-group) # inter-radio-balance flow-balance dual-band enable-load

3 threshold 5

The following example configures the enabling threshold and balancing threshold to 3 Mbps and 3
Mbps respectively for different radios on all AP devices.

Ruijie (config) # ap-config all
Ruijie (config-ap) # inter-radio-balance flow-balance dual-band enable-load 30

threshold 30

Command Description

N/A N/A

This command is supported only on ACs.

2.14 inter-radio-balance flow-balance enable

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Use this command to enable load balancing for traffic between different radios (2.4G and 5.0G) on
the AP device or AP group. Use the no form of this command to disable load balancing between
radios on the AP device or AP group.

inter-radio-balance flow-balance enable

no inter-radio-balance flow-balance enable

Parameter Description

N/A N/A
By default, load balancing between radios is disabled.
AP /AP group configuration mode

After load balancing between radios is enabled on an AP device, the AC device will make the traffic
difference between radios on the AP device not exceed the threshold value.

The following example enables load balancing for traffic between radios on AP0001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# inter-radio-balance flow-balance enable

The following example disables load balancing for traffic between radios on AP0O001.

Ruijie (config) # ap-config AP0001
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Related

Commands

Platform
Description

Ruijie (config-ap)# no inter-radio-balance flow-balance enable

The following example enables load balancing for traffic between radios on the AP devices in the
default group.

Ruijie (config) # ap-group default

Ruijie (config-group) # inter-radio-balance flow-balance enable

The following example enables load balancing for traffic between radios on all AP devices.

Ruijie (config) # ap-config all

Ruijie (config-ap)# inter-radio-balance flow-balance enable
Command Description

N/A N/A

This command is supported only on ACs.

2.15 inter-radio-balance flow-balance same-band

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration

Use this command to configure the enabling threshold and balancing threshold for the traffic
balancing between the same radios (both 2.4G or 5.0G) of AP devices or AP groups. Use the no form
of this command to restore the default settings.

inter-radio-balance flow-balance same-band enable-load en-num threshold thrs-num

no inter-radio-balance flow-balance same-band

Parameter Description

The enabling threshold value. Load balancing is enabled only when
en-num the traffic on the associated radio exceeds the threshold. The unit is
100 Kbps. The range is from 1 to 1000.
The balancing threshold value. The STA will be disassociated with the
thrs-num radio when the traffic difference between the associated radio and
lowest load radio. The unit is 100 Kbps. The range is from 10 to 1000.
By default, the enabling threshold is 500 Kbps and the balancing threshold is 500 Kbps.
AP /AP group configuration mode

When the load balancing between radios is enabled, if the traffic of associated radio exceeds the
enabling threshold and the traffic difference between the associated radio and lowest load radio
exceeds the balancing threshold, the STA will be disassociated with the radio and the traffic will be
balanced to the radio of lower load. This configuration takes effect only when the radio of lowest load
is on the different the radio to be associated. The inter-radio-balance flow-balance dual-band
takes effect If the two radios are on the different radio.

The following example configures the enabling threshold and balancing threshold to 800 Kbps and
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Examples

Related
Commands

Platform

Description

800 Kbps respectively for the same radios on AP0001.

Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# inter-radio-balance flow-balance same-band enable-load 8

threshold 8

The following example restores the default load balancing settings for the same radios on AP0001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance flow-balance same-band

The following example configures the enabling threshold and balancing threshold to 300 Kbps and

500 Kbps respectively for the same radios of AP devices in the AP group.

Ruijie (config) # ap-group default
Ruijie (config-group) # inter-radio-balance flow-balance same-band enable-load

3 threshold 5

The following example configures the enabling threshold and balancing threshold to 3 Mbps and 3

Mbps respectively for the same radios on all AP devices.

Ruijie (config) # ap-config all
Ruijie (config-ap) # inter-radio-balance flow-balance same-band enable-load 30

threshold 30

Command Description

N/A N/A

This command is supported only on ACs.

2.16 inter-radio-balance num-balance dual-band

Parameter

Description

Use this command to configure the enabling threshold and balancing threshold for STA balancing
between the different radios (2.4G and 5.0G) of AP devices or AP groups. Use the no form of this
command to restore the default settings.

inter-radio-balance num-balance dual-band enable-load en-num threshold thrs-num

no inter-radio-balance num-balance dual-band

Parameter Description

The enabling threshold value. Load balancing is enabled only when
en-num the number of STAs associated with the radio exceeds the threshold.
The range is from 1 to 20.

thrs-num The balancing threshold value. The STA will be disassociated with the
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Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

radio when the STA number difference between the associated radio
and lowest load radio. The range is from 1 to 20.

By default, the enabling threshold is 8 and the balancing threshold is 8.

AP /AP group configuration mode

When the load balancing between radios is enabled, if the number of STAs associated with the radio
exceeds the enabling threshold and the STA number difference between the associated radio and
lowest load radio exceeds the balancing threshold, the STA will be disassociated with the radio and
the STAs will be balanced to radio of lower load. This configuration takes effect only when the radio of
lowest load is on the different radio to be associated. The inter-radio-balance num-balance
same-band takes effect If the two radios are on the same radio.

The following example configures the enabling threshold and balancing threshold to 10 and 10
respectively for the different radios on AP0001.

Ruijie (config)# ap-config AP0001
Ruijie (config-ap)# inter-radio-balance num-balance dual-band enable-load 10

threshold 10

The following example restores the default load balancing settings for different radios on AP0001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance num-balance dual-band

The following example configures the enabling threshold and balancing threshold to 4 and 5

respectively for different radios of AP devices in the AP group.

Ruijie (config) # ap-group default
Ruijie (config-group) # inter-radio-balance num-balance dual-band enable-load

4 threshold 5

The following example configures the enabling threshold and balancing threshold to 5 and 5
respectively for different radios on all AP devices.

Ruijie (config) # ap-config all
Ruijie (config-ap)# inter-radio-balance num-balance dual-band enable-load 5

threshold 5

Command Description

N/A N/A

This command is supported only on ACs.

2-13



Command Reference WLAN STAMP Commands

2.17 inter-radio-balance num-balance enable

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable load balancing for the number of STAs between different radios (2.4G
and 5.0G) on the AP device or AP group. Use the no form of this command to disable load balancing
between radios on the AP device or AP group.

inter-radio-balance num-balance enable

no inter-radio-balance num-balance enable

Parameter Description

N/A N/A
By default, load balancing between radios is disabled.
AP /AP group configuration mode

After load balancing between radios is enabled on an AP device, the AC device will make the STA
number difference between radios on the AP device not exceed the threshold value.

The following example enables load balancing for the number of STAs between radios on AP0001.

Ruijie (config)# ap-config AP0001

Ruijie (config-ap)# inter-radio-balance num-balance enable

The following example disables load balancing for the number of STAs between radios on APO001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance num-balance enable

The following example enables load balancing for the number of STAs between radios on the AP

devices in the default group.

Ruijie (config) # ap-group default

Ruijie (config-group)# inter-radio-balance num-balance enable

The following example enables load balancing for the number of STAs between radios on all AP

devices.

Ruijie (config) # ap-config all

Ruijie (config-ap)# inter-radio-balance num-balance enable
Command Description

N/A N/A

This command is supported only on ACs.
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2.18 inter-radio-balance num-balance same-band

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Use this command to configure the enabling threshold and balancing threshold for STA balancing
between the same radios (both 2.4G or 5.0G) of AP devices or AP groups. Use the no form of this
command to restore the default settings.

inter-radio-balance num-balance same-band enable-load en-num threshold thrs-num

no inter-radio-balance num-balance same-band
Parameter Description

The enabling threshold value. Load balancing is enabled only when
en-num the number of STAs associated with the radio exceeds the threshold.
The range is from 1 to 20.
The balancing threshold value. The STA will be disassociated with the
thrs-num radio when the STA number difference between the associated radio
and lowest load radio. The range is from 1o to 20.
By default, the enabling threshold is 2 and the balancing threshold is 2.
AP /AP group configuration mode

When the load balancing between radios is enabled, if the number of STAs associated with the radio
exceeds the enabling threshold and the STA number difference between the associated radio and
lowest load radio exceeds the balancing threshold, the STA will be disassociated with the radio and
the STAs will be balanced to the radio of lower load. This configuration takes effect only when the
radio of lowest load is on the different the radio to be associated. The inter-radio-balance
num-balance dual-band takes effect If the two radios are on the different radio.

The following example configures the enabling threshold and balancing threshold to 3 and 3
respectively for the same radios on AP0001.

Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# inter-radio-balance num-balance same-band enable-load 3

threshold 3

The following example restores the default load balancing settings for the same radios on AP0001.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance num-balance same-band

The following example configures the enabling threshold and balancing threshold to 3 and 5

respectively for the same radios of AP devices in the AP group.

Ruijie (config) # ap-group default
Ruijie (config-group) # inter-radio-balance num-balance same-band enable-load

3 threshold 5
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Related

Commands

Platform
Description

The following example configures the enabling threshold and balancing threshold to 5 and 5
respectively for the same radios on all AP devices.

Ruijie (config) # ap-config all
Ruijie (config-ap)# inter-radio-balance num-balance same-band enable-load 5

threshold 5

Command Description

N/A N/A

This command is supported only on ACs.

2.19 inter-radio-balance radio weight

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure the load ratio of radios. Use the no form of this command to restore
the default setting.

inter-radio-balance radio radio-id weight weight-num

no inter-radio-balance radio radio-id weight

Parameter Description
radio-id Specifies a radio.
Weight-num Configures the weight number, in the range from 1 to 100.

The radio weight is 100, and load is balanced between radios based on the 1:1 ratio by default.

AP configuration mode
AP group configuration mode

if weight of radio 1 is set to 50 and that of radio 2 is set to 100, the load ratio between radio 1 and
radio 2 is 1:2.

The following example sets the load ratio of radios to 1:2.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# inter-radio-balance radio 1 weight 50
The following example restores the default settings.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no inter-radio-balance radio 1 weight

Command Description

N/A N/A
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Platform

Description

N/A

2.20 num-balance-group add

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Use this command to add a specified AP to a specified load balancing group.
num-balance-group add group-name ap-name

Parameter Description

group-name The name of the specified balancing group. Each
number-based balancing group supports 10 APs at the
most.

ap-name The name of the AP to be added

N/A

AC configuration mode

N/A
The following example adds apl to the balancing group test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# num-balance-group add test-group apl

Command Description
N/A N/A

This command is supported only on ACs.

2.21 num-balance-group create

Parameter
Description

Use this command to create load balancing group based on number. Use the no form of this command

to remove the configuration.
num-balance-group create group-name
no num-balance-group create group-name

Parameter Description

group-name The name of the load balancing group, allows a maximum
of 55 characters, blank space is not included. It supports
80 number-based balancing groups at most.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

N/A

AC configuration mode

N/A

The following example creates a load balancing group named test-group.
Ruijie (config) # ac-controller
Ruijie (config-ac)# num-balance-group create test-group
The following example deletes a load balancing group named test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# no num-balance-group create test-group

Command Description
N/A N/A

This command is supported only on ACs.

2.22 num-balance-group del

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to delete a specified AP from a specified load balancing group.

num-balance-group del group-name ap-name

Parameter Description

group-name The load balancing group for operation.

ap-name The name of the AP to be deleted from the balancing
group.

N/A

The AC configuration mode

N/A

The following example deletes apl from the balancing group named test-group.
Ruijie (config) # ac-controller

Ruijie (config-ac)# num-balance-group del test-group apl

Command Description
N/A N/A
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Platform

Description

This command is supported only on ACs.

2.23 num-balance-group enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure a threshold value for the number of STAs associated with AP devices

to enable load balancing. Use the no form of this command to restore the default threshold value.
num-balance-group enable group-name number

no num-balance-group enable group-name number

Parameter Description
group-name The load balancing group for operation.
ap-name The enabling threshold value. The range is from 0 to 10.

“0” indicates load balancing for the number of STAs is
disabled.

The default enabling threshold is 3.

AC configuration mode

N/A
The following example sets the enabling threshold for the number of STAs associated to 1.
Ruijie (config) # ac-controller

Ruijie (config-ac)# num-balance-group enable test-group 1

Command Description
N/A N/A

This command is supported only on ACs.

2.24 num-balance-group mode

Parameter

Use this command to configure the mode of load balancing group. Use the no form of the command to

restore the default setting.
num-balance-group mode group-name { radio-mode | ap-mode }
no num-balance-group mode group-name

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

group-name The name of the load balancing group for operation.
radio-mode The radio-based mode of the load balancing group.
ap-mode The AP-based mode of the load balancing group.

The default is AP-based mode.

AC configuration mode.

N/A
The following example configures the radio-based mode for the balancing group named test-group
Ruijie (config) # ac-controller

Ruijie (config-ac)# num-balance-group mode test-group radio-mode

Command Description
N/A N/A

This command is supported only on ACs.

2.25 num-balance-group num

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to configure the load threshold of the load balancing group. Use the no form of this

command to remove the configuration.

[no] flow-balance-group flow group-name ap-name

Parameter Description
group-name The name of the load balancing group for the operation.
number The threshold of balancing group. The range is from 0 to

20. 0 indicates this balancing group disables the

flow-based load balancing function..

The default threshold is 3

The AC configuration mode

N/A

The following example configures the threshold of the balancing group named test-group as 1.
Ruijie (config) # ac-controller

Ruijie (config-ac)# num-balance-group flow test-group 1
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Related

Commands

Platform
Description
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Command
N/A

Description
N/A

This command is supported only on ACs.

2.26 package

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to create a terminal package and enter terminal package configuration mode. Use
the no form of this command to restore the default setting.

package pkg-name

no package [ pkg-name ]

Parameter Description

pkg-name Terminal package name. The name length range is from 1 to 32.
No terminal packets are configured by default.

Global configuration mode

Up to 300 terminal packages can be configured on an AC. Only 50 terminal packages are allowed to
be configured on a fat AP. The system will prompt an error message if the upper limit is exceeded.
The following example configures a terminal package named “Cart”1.

Ruijie (config) #package Cart I

Ruijie (config-package) #

The following example configures the package named “Cart’1.

Ruijie (config) # no package Cart 1

The operation will clear package(s) configuration, which may cause

corresponding STAs offline. Continue? [no] y
Ruijie (config) #
Command Description

show package Displays the terminal package configuration.

This command is supported only on ACs.

2.27 prevent-jitter

Parameter

Use this command to enable the STA jitter prevention function and the STA jitter prevention time. Use
the no form of this command to restore the default setting.

prevent-jitter { enable | time keep-time }

no prevent-jitter { enable | time }

Parameter Description
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Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

enable Enables or disables the STA jitter prevention function.
time Indicates the STA jitter prevention time.
Configures the STA jitter prevention time in seconds. The value

keep-time
ranges from 1 to 86400.

The default STA jitter prevention time is 60s.

WLAN configuration mode

During the STA jitter prevention time, if the STA goes online from the same WLAN of the AP again, it
is regarded that the STA has never gone offline. If the STA goes online from the same WLAN of
another AP, it is regarded that the STA roams to the AP with the same SSID. If the STA goes online
from another WLAN, it is regarded that the STA is switched to another AP with a different SSID. If the
AP or authentication server proactively forces an STA to go offline, the STA jitter prevention function
does not take effect and the STA goes offline immediately.

The following example enables the STA jitter prevention function for WLAN1.

Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #prevent-jitter enable

The following example sets the STA jitter prevention time to 300s.

Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #prevent-jitter time 300

The following example disables the STA jitter prevention function for WLAN1.
Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #no prevent-jitter enable

Command Description
N/A N/A
N/A

2.28 primary-sta

Use this command to configure a primary STA in a terminal package. Use the no form of this
command to remove the configuration.
primary-sta mac-address

no primary-sta
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Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description
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Parameter Description

mac-address The MAC address of the primary STA, in the format of H.H.H.
N/A

Terminal package configuration mode

A terminal package can be configured up to one primary STA. Therefore the newly configured
primary STA will cover the one which has been configured in a terminal packet.

The following example configures a primary STA with MAC address of 00d0.f800.0001 for the
terminal package “Cart 1”.

Ruijie (config) #package Cart I

Ruijie (config- package) #primary-sta 00d0.f800.0001

Command Description

show package Displays the terminal package configuration.

This command is supported only on ACs .

2.29 secondary-sta

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure secondary STAs in a terminal package. Use the no form of this
command to remove the configuration.

secondary-sta mac-address

no secondary-sta [ mac-address |

Parameter Description

mac-address The MAC address of the secondary STA, in the format of H.H.H.
N/A

Terminal package configuration mode

Up to 100 secondary STAs can be configured in one terminal package. The system will prompt the
error message in the following conditions if you use this command to configure the secondary STA:
The secondary STA configured has existed in the terminal package.

The number of STAs in a terminal package exceeds 100.

The following example configures a secondary STA with MAC address of 00d0.f800.0002 for the
package “Cart 1.

Ruijie (config) #package Cart I

Ruijie (config- package) #secondary-sta 00d0.£800.0002
Command Description

show package Displays the terminal package configuration.

This command is supported only on ACs.
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2.30 show ac-config client

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the information about all the STAs connected with the current AC.

show ac-config client [ by-ap-name | 802.11a | 802.11b | 802.11n | 802.11g | 802.11ac | 802.11ax |

other ]

Parameter Description

by-ap-name Indicates that the STAs are sorted by AP name.
802.11a Displays information about users of 802.11a.
802.11b Displays information about users of 802.11b.
802.11n Displays information about users of 802.11n.
802.11g Displays information about users of 802.11g.
802.11ac Displays information about users of 802.11ac.
802.11ax Displays information about users of 802.11ax.
other Displays information about unknown users.
N/A

Privileged EXEC mode

N/A

The following example displays the information about all the STAs connected with the current AC.
AC#show ac-config client

========= show sta status ==s=======

AP : ap name/radio id

Status: Speed/Power Save/Work Mode, E = enable power save, D = disable power

save

Total Sta Num : 1

STA MAC IP Address AP Wlan Vlan
Status Asso Auth Link Auth Up time

78e4.00d3.1183 192.168.248.2 te/l 1 1
65.0M/D/bn Open Open 0:00:08:10

Command Description

N/A N/A

This command is supported only on ACs.
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2.31 show ac-config client detail

Use this command to display the details of a specified wireless user.

show ac-config client detail mac-addr

Parameter Parameter Description

Description mac-addr Indicates the MAC address of a wireless user.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the details of a specified wireless user.
AC#show ac-config client detail 0023.cdae.5260

Mac Address :0023.cdae.5260
IP Address :0.0.0.0
Wlan Id :123
Configuration Vlan Id )
Examples Roam State :Local
Association ID :0

Associated Ap Information:

AP Name tyouzt

AP IP :10.1.1.2
Related Command Description
Commands N/A N/A
Platform This command is supported only on ACs.

Description

2.32 show ac-config client hot-backup

Use this command to display the wireless client backup information.

show ac-config client hot-backup

Parameter o
o Parameter Description
Description

N/A N/A
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Defaults

Command

mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description
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N/A

Privileged EXEC mode

N/A

The following example displays the wireless client backup information.

AC# show ac—config client hot—backup

STA MAC IPV4 Address Context Name Status AC DESCRIPTION

0001. 2fel. 5022 192.168.121.2 2.2.2.2-1 Active AC1

0001.21f2.3dac 192.168.135.28 3.3.3.3-10 Backup AC10

Command Description
N/A N/A
N/A

2.33 show ap-config client-statistic

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to display online/offline times and total roaming times in different. time.

show ap-config client-statistic

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A
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Configuration
Examples

Related
Commands

Platform

Description

WLAN STAMP Commands

The following example displays the statistics about the specified wireless user.

AC# #show ac-config client statistic
========= show sta statistic ==s=======
STA online times in 5 second: 13

STA offline times in 5 second: 10

STA roaming times in 5 second: 2

STA online times in 1 minute: 30
STA offline times in 1 minute: 25
STA roaming times in 1 minute: 10
STA online times in 1 hour: 200
STA offline times in 1 hour: 300

STA roaming times in 1 hour: 100

Maxinum rate of STA-online in 1 hour: 20/s

Command Description
N/A N/A

This command is supported only on ACs.

2.34 show ac-config flow-balance summary

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display detailed configuration information of flow-based load balancing group.

show ap-config flow-balance summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays detailed configuration information of flow-based load balancing

group.

Ruijie (config) #show ac-config flow-balance summary

Group Threshold AP NAME
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test-groupl 5*%100kbps apl, ap2, ap3
test-group2 6*200kbps ap4, ap5, apé6
Related Command Description
Commands N/A N/A
Platform This command is supported only on ACs.

Description

2.35 show ac-config num-balance summary

Use this command to display the detailed configuration information of the number-based load

balancing group.

show ap-config num-balance summary

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the detailed configuration information of the number-based load

balancing group.

) ) Ruijie (config) #show ac-config num-balance summary
Configuration

Group Threshold AP NAME
Examples

test-groupl 1 apl, ap2, ap3

test-group2 2 ap4, ap5, apé6
Related Command Description
Commands N/A N/A
Platform This command is supported only on ACs.
Description
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2.36 show assoc-control

Parameter

Description

Defaults
Command
mode

Usage Guide
Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the state of the association control.

show assoc-control

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the state of the association control.
Ruijie# show assoc-control

Association control is enabled.

The following example displays the state of the association control.
Ruijie# show assoc-control

Association control is disabled.

Command Description

N/A N/A

This command is supported only on ACs.

2.37 show control-zone

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Use this command to display the association control-zone configuration.

show control-zone [ summary | czone-name ]

Parameter Description
summary Displays summary information.
The name of the association control-zone to be displayed. The name
czone-name )
length range is from 1 to 64.
N/A

Privileged EXEC mode

Use the show control-zone summary command to display the configured association control zone.
Use the show control-zone or the show control-zone czone-name command to display not only
the association control zone information but also the AP information in the control zone.

The following example displays all association control zones.

Ruijie# show control-zone summary

control zone num : 4

Class 1 Grade 1
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Class 2 Grade 1

Class 3 Grade 1

Class 1 Grade 2

The following example displays all association control zones.

Ruijie# show control-zone summary

No control zone configuration.

The following example displays the detailed configuration information of all the association control
zones.

Ruijie# show control-zone

control zone num : 3

control-znoe AP

Class 1 Grade 1 AP1(1)-1 00d0.£800.889f
AP1(1)-2 00d0.£800.7869

Class 2 Grade 2 AP2(2)-1 00d0.£f800.889f

Class 3 Grade 3 AP2(3)-1 offline

Class 3 Grade 2 n/a

The following example displays the detailed configuration information of all association control zone.
Ruijie# show control-zone

No control zone configuration.

The following example displays the detailed configuration information of the association control zone
named “Class 1 Grade 1”.

Ruijie# show control-zone Class 1 Grade I

control-zone AP

Class 1 Grade 1 AP1(1)-1 00d0.£800.889f
AP1(1l)-2 00d0.£800.7869

Class 2 Grade 2 AP2(2)-1 00d0.£800.889f

Class 3 Grade 3 AP2(3)-1 offline

Class 3 Grade 2 n/a

The following example displays the detailed configuration information of the association control zone
named “Class 1 Grade 5”.
Ruijie# show control-zone Class 1 Grade 5

No such control zone configuration.

Related o
Commands Command Description
Configures an association control zone and
control-zone enter association control zone configuration
mode.
Configures AP information in the association
a control zone.
Platform This command is supported only on ACs.
Description
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2.38 show package

Use this command to display the terminal package configuration.

show package [ pkg-name ]

Parameter o
o Parameter Description
Description
The name of the terminal package to be displayed. The name length
pkg-name .
range is from 1 to 32.
Defaults N/A
Command Privileged EXEC mode
mode

Usage Guide  N/A
Configuration The following example displays the configuration of all terminal packages.
Examples Ruijie# show package
total package num : 2
==———=——=== package 1 =—==—=———
primary STA : none
secondary STA num : O
==—————=== package 2 ——=——————
primary STA : 00d0.£809.0092
secondary STA num : 4
00d40.£809.0096
00d40.£809.0097
00d40.£809.0098
00d0.£809.0099
The following example displays the configuration of all terminal packages.
Ruijie# show package

No package configuration

Related -
Command Description
Commands
package Enters terminal package configuration mode
primary-sta Configures a primary STA.
secondary-sta Configures a secondary STA.
Platform This command is supported only on ACs.
Description

2.39 show sta-blacklist

Use this command to display the STA blacklist.
show sta-blacklist
Parameter -
o Parameter Description
Description

N/A N/A
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Defaults
Command
mode

Usage Guide
Configuration
Examples

Related

Commands

Platform
Description
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N/A
Privileged EXEC mode

N/A
The following example displays the STA blacklist.

Ruijie#show sta-blacklist

Num STA MAC Add time

1 0080.1111.1111 2013-07-02 13:56:22

2 0090.2222.3333 2013-07-02 13:56:35

3 0070.1111.2233 2013-07-02 13:57:08
Command Description
N/A N/A

This command is supported only on ACs.

2.40 sta-balance num-limit enable

Parameter

Description

Defaults
Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable the STA to terminate load balancing automatically after association
failures. Use the no form of this command to restore the default setting.

sta-balance num-limit enable

no sta-balance num-limit enable

Parameter Description

N/A N/A
This function is disabled by default.
AC configuration mode

By default, the STA keeps attempting to associate e with the AP selected by load balancing. After the
sta-balance function is enabled, the maximum number of its attempts is five times. If the association
fails for five times, the STA will terminate load balancing next time.

The following example enables the sta-balance function.

Ruijie (config)# ac-controller

Ruijie (config-ap)# sta-balance num-limit enable

Command Description

N/A N/A

This command is supported only on ACs.
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Use this command to enable the STA blacklist function, set aging time for the blacklisted STAs and
identify the STA as the attack source. Use the no form of this command to restore the default setting.
sta-blacklist { enable | lifetime | detect-time | fail-limit } [ seconds | number ]

no sta-blacklist { enable | lifetime | detect-time | fail-limit } [ seconds | number ]

Parameter o
Description Parameter Description
enable Enables the STA blacklist function.
lifetime Sets aging time for the blacklisted STAs.
Detection time. Once the STA fails to associate with the AP, it is
detecttime identified a.s t.he.atte-lck. source. If-the STA asso-ciation failure count
reaches fail-limit within detect-time, the STAis added to the
blacklist.
fail-limit Limits the STA access failure count within detec-time.
In the unit of seconds.
seconds lifetime: in the range from 60 to 1200.
detect-time: in the range from 5 to 60.
number Sets the STA access failure count, in the range from 1 to 100.
Defaults The STA blacklist function is disabled by default.
The default lifetime is 300 seconds.
The default detect-time is 60 seconds.
The default number is 5 seconds.
Command AC configuration mode
mode

Usage Guide  N/A
Configuration The following example enables the STA blacklist function.
Examples

Ruijie (config)# ac-controller

Ruijie (config-ac)# sta-blacklist enable
The following example disables the STA blacklist function.
Ruijie (config) # ac-controller
Ruijie (config-ac)# no sta-blacklist enable
The following example sets the blacklisted STA aging time to 60 seconds.
Ruijie (config)# ac-controller
Ruijie(config-ac)# sta-blacklist lifetime 60
The following example sets detect-time to 10 seconds.
Ruijie (config) # ac-controller
Ruijie(config-ac) # sta-blacklist detect-time 10
The following example limits association failure count.
Ruijie (config)# ac-controller
Ruijie (config-ac)# sta-blacklist fail-limit 20
Related

Command Description
Commands
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Platform

Description

N/A N/A

This command is supported only on ACs.

2.42 sta-idle-timeout

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure aging time for a wireless user in a specified AP or AP group. Use the

no form of this command to restore the default setting.
sta-idle-timeout timer-num
no sta-idle-timeout

Parameter Description
timer-num Indicates that you set the aging time, in the range from 60
to 86400 in the unit of seconds.

The default is 300 seconds.

AP configuration mode/AP group configuration mode

If no information is received from a wireless user within the setting time, the wireless user will be
regarded to have left the WLAN, and will be deleted from the network by the system.

The following example enters the configuration mode of AP0001 to configure its client timeout timer
to 600 seconds.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# sta-idle-timeout 600

The following example enters the configuration mode of AP0O001 to restore its client timeout timer to
the default setting.

Ruijie (config) # ap-config AP000I

Ruijie (config-ap)# no sta-idle-timeout-timer

The following example enters the default AP group to configure its client timeout timer to 600
seconds.

Ruijie (config) # ap-group default

Ruijie (config-ap-group)# sta-idle-timeout 600

The following example enters the default AP group to restore its client timeout timer to the default
setting.

Ruijie (config) # ap-group default

Ruijie (config-ap-group) # no sta-idle-timeout-timer

Command Description
N/A N/A
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Platform This command is supported only on ACs.
Description
2.43 sta-limit

Use this command to configure the maximum number of wireless users that can be connected. In the
AC configuration mode, this command can provide global configuration. In the AP group and AP
configuration mode , this command can be used to configure the maximum number of wireless users
that can be connected to a specified AP. In the WLAN configuration mode,this command can be used
to configure the maximum number of wireless users that can be connected to a specified WLAN.Use

the no form of this command to restore the default setting.
sta-limit client-num
no sta-limit client-num

Parameter Description

client-num Indicates the maximum number of wireless users that can
be connected.
In the AC configuration mode:
The value is equal to 32 multipled by the number of APs
suppprted by the AC (depending on lincense limit)

Parameter
o In the AP group configuration mode, the value is 512.
Description
In the AP configuration mode, for offline APs or ap-config
all mode, the value is 512. For online APs, the value
depends on the product model.
In the WLAN configuration mode, the value is equal to 32
multipled by the number of APs suppprted by the AC
(depending on lincense limit).
In the AC configuration mode:
The default is equal to 32 multipled by the number of APs suppprted by the AC .
In theAP group configuration mode, the default is 32.
Defaults In the AP configuration modem, the default for the offline APs or ap-config all mode is 32 and the
default for the online APs is determined by the AP model.
In the WLAN configuration mode, the default is no limit.
AC configuration mode
Command AP group configuration mode
Mode AP configuration mode

WLAN configuration mode
This command is used to configure how many clients the device can serve at most. This value
Usage Guide should not exceed the maximum number supported by an AC or the maximum number limited by the

license. The maximum number of wireless users that can be supported varies with AC products.
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Configuration
Examples

Related

Commands

Platform
Description

For the ap-config all, ap-group and off-line AP configuration, the range is from 1 to 512. If the value
configured by the user exceed the STA number supported by an AP, it will automatically adjust the
value to the maximum STA number supported by the AP when the AP is online.

For online APs, the maximum value is number of STAs supported by the AP.

The following example configures an AC to provide service for 2400 clients at most.

Ruijie (config-ac)# sta-limit 2400

The following example configures all APs in the AP group (Default) to admit 20 wireless users at
most.

Ruijie (config) # ap-group default

Ruijie (config-ap-group) # sta-limit 20

Command Description
N/A N/A

This command is supported only on ACs.

2.44 sta-limit per-ap

Parameter

Description

Defaults

Command
mode
Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure the maximum number of STAs associated with each AP. Use the no
form of this command to restore the default setting.

sta-limit per-ap client-num

no sta-limit per-ap

Parameter Description

) Sets the maximum number of STAs associated with each AP in the
client-num
range from 1 to 1536.

The default is no limit.

WLAN configuration mode

If the configured value exceeds the AP capacity, the AP capacity prevails.

The following example sets the maximum number of STAs associated with each AP in WLAN 1 to 10.

Ruijie (config) # wlan-config 1

Ruijie(config-wlan)# sta-limit per-ap 10

Command Description
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Platform

Description

N/A N/A

N/A

2.45 sta-limit radio

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Use this command to configure the maximum number of wireless users that can be connected. In the
AP group and AP configuration mode, you can specify the maximum number of wireless users

connected on a specific radio of an AP. Use the no form of this command to restore the default setting.
sta-limit client-num radio radio_id
no sta-limit client-num radio radio_id

Parameter Description

client-num Indicates the maximum number of wireless users that can
be connected, in the range from 1 to 156 (or the
maximum number of users supported by the AP).

radio-id Indicates the radio identifier.

By default, there is no limit.

AP configuration mode/ AP group configuration mode

The limit number of user in this command has no dependence on that of the sta-limit command. In
other words, the limit number of user in this command can be greater than that of the sta-limit
command.

For the ap-config all, ap-group and off-line AP configuration, the range is from 1 to 156. If the value
configured by the user exceed the STA number supported by an AP, it will automatically adjust the
value to the maximum STA number supported by the AP when the AP is online.

For online APs, the maximum value is number of STAs supported by the AP.

The following example configures the maximum number of wireless users that can be added into
radio 1 of an AP to 20.
Ruijie (config) # ap-config apl

Ruijie (config-ap)# sta-limit 20 radio !

Command Description
N/A N/A

This command is supported only on ACs.
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2.46 sta-logging rate-limit

Parameter

Description

Defaults
Command
mode

Usage Guide
Configuration
Examples

Related
Commands

Platform

Description

Use this command to set the maximum number of syslogs printed per second, including STA
online/offline information and STA change messages. Use the no form of this command to restore the
default setting.

sta-logging rate-limit limit-num

no sta-logging rate-limit
Parameter Description

Sets the maximum number of syslogs printed per second, in the
range from O to 10000.

limit-num

The default is 5.
AC configuration mode

N/A
The following example sets the maximum number of syslogs printed per second to 100.

Ruijie (config) # ac-controller

Ruijie (config-ac)# sta-logging rate-limit 100

Command Description

N/A N/A

This command is supported only on ACs.
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3 WLAN CAPWAP Commands

3.1 ac-domain-name

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to enable the AP to discover the AC domain name. Use the no form of this
command to restore the default setting.

ac-domain-name ac-domain-name

no ac-domain-name

Parameter Description

ac-domain-name Configures the AC domain name that the AP is to be
discovered. The maximum length of the AC domain name

is 64 characters, containing no spaces.

By default, the AC domain name is ac.ruijie.com.cn.

AP configuration mode/AP group configuration mode

AP is able to discover the AC through DNS. You can use this command to revise the AC domain

name to be discovered by the AP, so as to allow the AP to discover different APs.

The following example enables the AP to discover the AC with the domain name as ruijie-ac.com.

Ruijie (config) # ap-config AP001

Examples

Ruijie (config-ap)# ac-domain-name ruijie-ac.com
Related Command Description
Commands N/A N/A
Platform N/A
Description
3.2 acipipvd

Use this command to configure the AP to join a specified AC. Use the no form of this command to
remove the configuration.

acip ipv4 ip-address [ ip-address ]

no acip ipv4
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

WLAN CAPWAP Commands

Parameter Description

ip-address Indicates the static IP address. Up to six static addresses
can be configured.

N/A

AP global configuration mode/AP configuration mode on the AC

In general, the fit AP has no configuration. You can find AC through broadcast, multicast, DHCP and
DNS or joining AC through the AC address configured by the static address. AP sends a discovery
request packet to these IP addresses to detect whether AC is valid, and then add an AC.

A\ If this command is configured for the fit AP and the AC connected with it, then the final
configuration is the AC configuration.

The following example configures the static IP address list for the fit AP to join AC as 192.168.1.1
and 192.168.2.1.

Ruijie (config) # acip ipv4 192.168.1.1 192.168.2.1

The following example configures the static IP address list for APO001 to join AC as 192.168.1.1 and

Examples
192.168.2.1.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# acip ipv4 192.168.1.1 192.168.2.1
Related Command Description
Commands N/A N/A
Platform N/A
Description
3.3 acipipvé
Use this command to configure an AP to join an AC with a specific IPv6 address. Use the no form of
this command to remove the configuration.
acip ipv6 ipv6-address [ ipv6-address ]
no acip ipv6é
Parameter Parameter Description
Description ipv6-address Specifies the IPv6 address of the AC to be connected with
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

the AP. Up to six static addresses can be configured.

N/A

AP global configuration mode/AP configuration mode on the AC

An AP can find ACs through IPv6 multicast, DHCPv6, or DNSv6 packets or join an AC with a specific
static IPv6 address. After this command is configured, the AP sends discovery request packets to the
static IPv6 address of the AC to detect whether the address is valid. If the address is valid, the AP will
join the AC.

A\ If this command is configured on a fit AP and an AC connected with the AP, only the
configuration on the AC takes effect.

The following example configures a fit AP to join an AC with static IPv6 address 2001:1a2b::1234.
Ruijie (config)# acip ipv6é 2001:1a2b::1234

The following example configures AP0001 to join an AC with static IPv6 address 2001:1a2b::1234.
Ruijie (config)# ap-config AP0001

Ruijie (config-ap)# acip ipvé 2001:1a2b::1234

Command Description
o Specifies the IPv4 address of an AC to be connected with the
acip ipv4d
AP.
N/A

3.4 active-bin-file

Parameter

Description

Use this command to activate an AP software version on an AC, and only the activated AP software

version can be used to upgrade. Use the no form of this command to remove the configuration.
active-bin-file filename [ rgos10 ]

no active-bin-file flename [ rgos10 ]

Parameter Description

filename Specifies software version name, including the suffix.
This command can activate up to five software versions.
Activates the transition version between RGOS 10 to

rgos10 )
RGOS 11. The software only applies to the AP.
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Defaults

Command
Mode

Usage Guide

Configuration

N/A

AC configuration mode

To configure an AC as the upgraded version of the specified AP product series, finish these three
steps first: creating AP product series, configuring the software version corresponding to the
specified AP, and activating the software version. Moreover, before the configuration, ensure this
software version is available in the AC system files.

The following example activates an AP software version file ap.bin on the AC.
Ruijie (config-ac)# active-bin-file ap.bin

Ruijie (config-ac) #

Examples ) . L .
The following example removes the activated AP software version file ap.bin from the AC.
Ruijie (config-ac)# no active-bin-file ap.bin
Command Description
Creates an AP product series name and specify which
Related ap-serial hardware version AP product models belong to this
Commands series.
) Upgrades a specified AP software version with a
ap-image . . '
specified activated file.
Platform
o N/A
Description
3.5 ap-image
Use this command to configure AC upgrade to use a specified file to upgrade a specified series of
APs. This command applies to all APs connected to the current AC. Use the no form of this
command to remove the configuration.
ap-image { auto-upgrade | filename serial-name }
no ap-image { auto-upgrade | flename serial-name }
Parameter Description
Parameter auto-upgrade Automatically matches the proper AP for upgrade.
Description filename Indicates a software version name, including the suffix.
serial-name Indicates the AP model series to be upgraded.
Defaults N/A
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Command
Mode

Usage Guide

Configuration

AC configuration mode

This command is intended to use a specified file to upgrade a specified series of APs. This
command applies to all APs connected to the current AC. To configure an AC as the upgraded
version of the specified AP product series, finish these three steps first: creating AP product series,
configuring the software version corresponding to the specified AP, and activating the software

version. Moreover, before configuration, ensure this software version exists in the AC system files.

The following exmaple configures the product series name as test-serial, and upgrades it with the
ap.bin file.
Ruijie (config-ac)# ap-serial test-serial AP210-E, AP210, AP220-E, AP220

Examples hw-ver 1.0
Ruijie (config-ac) #
Ruijie (config-ac)# ap-image ap.bin test-serial
Related Command Description
Commands N/A N/A
Platform N/A
Description
3.6 ap-image
Use this command to upgrade a specified AP with a specified file. This command does not support
the ap-config all mode. Use the no form of this command to remove the settings.
ap-image filename
no ap-image
Parameter Description
Parameter ” o
o filename Specifies an AP software version filename for upgrade,
Description . ) i
including the suffix.
Defaults N/A
Command AP configuration mode
Mode
Usage Guide N/A
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The following exmaple upgrades AP0001 with the file ap.bin.

Ruijie (config-ac)# ap-serial test-serial 1.0 AP220-E hw-ver 1.0
Configuration Ruijie (config-ac)# active-bin-file ap.bin
Examples Ruijie (config-ac)# exit

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# ap-image ap.bin

Related Command Description
Commands N/A N/A
Platform N/A

Description

3.7 apipipv4

Use this command to configure a static IP address for a specified AP. Use the no form of the

command to remove the configuration.

apip ipv4 ip-address network-mask gateway

no apip ipv4
Parameter Description

Parameter ip-address The static IP address.

Description network-mask The subnet mask.
gateway The gateway address.

Defaults N/A

Command AP global configuration mode

Mode
In general, the fit AP has no configuration. Its IP address and gateway can be dynamically obtained
by DHCP. When the CAPWAP tunnel between AP and AC is established, AC delivers the static IP
address for AP, so that the address of AP maintains unchanged after AP is rebooted. In special
application scenario, you can configure this command in AP global configuration mode to manually
set the static IP address for the fit AP.

Usage Guide

A 1. With the AP address configured as static, the DHCP is disabled, and the AC address cannot
be obtained through the OPTION of DHCP. Therefore, after this command is configured, you
need to configure the AC address using the command “acip” on the AP so that the AP can find
and join the AC when the AP and the AC are not in the same subnet.

2. The configuration of this command will be automatically saved after the AP configuration. No
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Configuration

command of saving is required to be executed.

3. This command serves the same purpose as the command “ip address” on the AC in the AP
configuration mode. However, when the AP joins the AC, if the command “ip address” exists in
the AP configuration mode of the AC and conflicts with the command “apip”, the static address
of the AP will be updated and the CAPWAP tunnel will be re-created.

The following example configures the static IP address of the fit AP as 192.168.1.2, the subnet mask
as 255.255.255.0, and the gateway as 192.168.1.1..

Examples o , o
Ruijie (config) # apip ipv4 192.168.1.2 255.255.255.0 192.168.1.1
Command Description
Related i . .
acip Specifies the AC address to be connected with by an AP.
Commands : :
ip address Configures the static address of the AP.
Platform N/A
Description
3.8 apip ipv6
Use this command to configure a static IPv6 address for a specified AP. Use the no form of the
command to remove the configuration.
apip ipv6 ipv6-address-with-mask gateway
no apip ipv6
Parameter o
o Parameter Description
Description
ipv6-address-with-mask The IPv6 address with the mask length, for example. X:X:X:X::X/24.
gateway Gateway address.
Defaults N/A
Command AP global configuration mode
Mode
Usage Guide  This command is used to configure a static IPv6 address for the AP.

fA 1. With the AP IPv6 address configured as static, the DHCPV6 is disabled, and the AC address
cannot be obtained through the OPTION of DHCPv6. Therefore, after this command is
configured, you need to configure the AC IPv6 address using the acip ipv6 command on the AP
and enable IPv6 support for the AP using the apip ipv6 enable command so that the AP can
find and join the IPv6 AC when the AP and the AC are not in the same subnet.
2. The configuration of this command will be automatically saved.
3. This command serves the same purpose as the ipv6 address command on the AC in the AP
configuration mode. However, when the AP joins the AC, the ipv6 address command in the AP
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Configuration
Examples

Related

Commands

Platform
Description

configuration mode on the AC will conflict with the apip ipv6 command, the static IPv6 address
of the AP will be updated and the CAPWAP tunnel will be re-created.

The following example configures the static IPv6 address of the fit AP as 2001:1a2b:1234::5566/48,
and the gateway as 2001:1a2b:1234::1.
Ruijie (config) # apip ipvé6 address 2001:1a2b:1234::5566/48 2001:1a2b:1234::1

Command Description
N/A N/A
N/A

3.9 apip ipv6 address autoconfig

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure an AP to obtain a static IPv6 address through the automatic IPv6

address configuration mechanism. Use the no form of this command to remove the configuration.
apip ipv6 address autoconfig default

no apip ipv6 address autoconfig default

Parameter Description
N/A N/A
N/A

AP global configuration mode

You can run this command to configure a static IPv6 address for the AP. The configuration is similar

to static IPv4 address configuration by running the apip command.
The following example sets static IPv6 address 2001:1a2b:1234::5566/48 for the fit AP and specifies

gateway address 2001:1a2h:1234::1.
Ruijie (config)# apip ipv6 2001:1a2b:1234::5566/48 2001:1a2b:1234::1

Command Description

acip ipvé Specifies the IPv6 address of the AC to be connected with the
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Platform
Description

AP.
apip ipv6 enable Enables IPv6 support on the AP.
ipv6 address Specifies the static AP IPv6 address configured on the AC.

N/A

3.10 apip ipv6 enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to enable IPv6 support on a specific AP. Use the no form of this command to
remove the configuration.

apip ipv6 enable

no apip ipv6 enable

Parameter Description

N/A N/A

IPv6 support is enabled on the AP by default.

AP global configuration mode

You can run this command to enable IPv6 support or run the no form of this command to disable
IPv6 support. If an AP enabled with IPv6 support has no static IPv6 address, it will dynamically
obtain an IPv6 address through DHCPV6. If IPv6 support is disabled from the AP, DHCPV6 is also
disabled, but configuration about the static IPv6 address is not deleted.

The following example enables IPv6 support on the fit AP.

Ruijie (config) # apip ipv6 enable

Command Description

Specifies the IPv6 address of the AC to be connected with
apip ipv6 address

the AP.
) Enables IPv6 support on the specific AP on the AC in AP
ipv6 enable ] )

configuration mode.
N/A
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3.11 apip pppoe

Use this command to enable the AP to obtain the address through PPPoE. Use the no form of this
command to restore the default setting.

apip pppoe

no apip pppoe

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AP global configuration mode
Mode

Usage Guide  After configuring this command, you should perform PPPoE and configure the default route to point to
the dialer interface to enable communication between the AP and the AC.

EAV CAPWAP can select only dialer 1 as the source port. Therefore, PPPoE dial requires dialer 1.

Configuration The following example enables the fit AP to obtain the address through PPPOE.

Examples Ruijie (config) # apip pppoe
Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

3.12 ap-cfg erps raps-vian

Use this command to configure ERPS single ring.

ap-cfg erps raps-vlan vlan-id ring-port west interface-namel east interface-name?2
Use this command to configure RPL link and RPL owner node.

ap-cfg erps raps-vlan vlan-id rpl-port { west | east } rpl-owner

Use the no form of this command to remove the setting.

no ap-cfg erps raps-vlan

Parameter o
o Parameter Description
Description

vlan-id Indicates the R-APS VLAN ID.

3-10



Command Reference

Defaults

Command
Mode

Usage Guide

Configuration

WLAN CAPWAP Commands

interface-namel Indicates the name of the west port.

interface-name2 Indicates the name of the east port.
west Specifies the west port to be the RPL owner.
east Specifies the east port to be the RPL owner.
No ERPS is configured by default.

AP configuration mode

A link needs to be disconnected or a port needs to be shut down during network planning. The ring
topology can be built only after the ERPS link is configured.

Configure a Ring Protection Link (RPL) link on a device in the ERPS ring, so that traffic is balanced to
dual upstream links. When one link fails or one device is faulty, the blocked RPL link is connected to
prevent link failure.

The VLAN used by the ERPS will occupy the VLAN capacity of the device. Therefore, the VLAN
cannot be set to VLAN 1 or VLAN 2444, both of which are default VLANS. It cannot be the same with
the VLAN of an STA specified by the Interface-mapping command or the VLAN of a wired port
specified by the wired-VLAN command. It cannot be the same with the VLAN specified by the

ap-vlan command, neither.

The following example configures ERPS single ring.

Examples Ruijie (config) #ap-cfg erps raps-vlan 10 ring-port west gigabitEthernet 0/26
east gigabitEthernet 0/25
The following example configures RPL link and RPL owner node.
Ruijie (config) #ap-cfg erps raps-vlan 10 rpl-port east rpl-ower
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description
3.13 ap-serial

Use this command to configure an AP series on an AC. Only when the AP hardware version and
product model are configured to a series can its software version be upgraded through the AC. Use

the no form of this command to remove the configuration.
ap-serial serial-name hardware-version ap-pid1, ap-pid2, ..., ap-pidn [ hw-ver hardware-version ]

no ap-serial serial-name
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Parameter Description

serial-name Indicates an AP series name to be created. The
maximum character configuration number is 64, blank
space is not included. The maximum number of the AP
series that can be supported at the same time: WS5708
series: 16, WS5302 series:8

ap-pid1 ap-pid2 ... ap-pidn Product models

hardware-version Indicates the AP hardware version, the maximum
configuration character is 64, blank space is not included.
The hardware version name is a decimal, the mark is X’
or ‘X” which can be used to configure the following
character.

N/A

AC configuration mode

To configure an AC as the upgraded version of the specified AP product series, finish these three
steps first: creating AP product series, configuring the software version corresponding to the
specified AP, and activating the software version. Moreover, before configuration, ensure this
software version exists in the AC system files.

The following example creates an AP series named test-serial of which the designate AP hardware
version is 1.0 on an AC, including these AP models: AP220-SE AP220-SH, AP220-E.

Ruijie (config-ac)# ap-serial test-serial 1.0 AP220-SE AP220-SH, AP220-E
hw-ver 1.0

Ruijie (config-ac)# active-bin-file ap.bin

Ruijie (config-ac)# ap-image test-serial ap.bin

The following exmaple removes the configuration from the AC to make the APs in the product series
named test-serial no longer use the ap.bin file for upgrade.

Ruijie (config-ac)# no ap-image test-serial ap.bin

Command Description

) o Activates an AP software version file to upgrade an AP
active-bin-file )
software version.

N/A
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3.14 ap-upgrade bandwidth

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure the upgrade bandwidth for AP devices. Use the no form of this
command to restore the default setting.

ap-upgrade band-width num

no ap-upgrade band-width

Parameter Description

num Bandwidth for AP upgrade, namely, the push rate for the AP upgrade
file. The range is from 1 to 1,024. The unit is 1 KB. The default value

is 0.

Upgrade bandwidth is not limited by default.

AP configuration mode

During upgrading AP devices, the AC device occupies more transmission bandwidth to reduce

upgrade time. However, in some small networks, the bandwidth for wired services should be

guaranteed during AP upgrade to avoid impacting wired services. You can configure the upgrade

bandwidth for AP devices to control the percentage of upgrade bandwidth.

The bandwidth limit configured

1. This command configuration controls the bandwidth for centralized upgrade of AP devices from
the AC device, the distributed upgrade of AP devices is not impacted. As distributed upgrade
data source is from central upgrade, the distributed upgrade is indirectly influenced.

2. The bandwidth unit is 1KB. For example, the minimum link bandwidth between AC and AP
devices is 1 Mbps, the bandwidth value is 128.

The following example sets the upgrade bandwidth for an AP device to 1 Mbps.
Ruijie (config-ac)# ap-upgrade band-width 128

Command Description
N/A N/A
N/A

3.15 ap-upgrade group

Use this command to add an AP device to the upgrade group. Use the no form of this command to
remove the AP device from the upgrade group.
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ap-upgrade group group-name

no ap-upgrade group

Parameter o
o Parameter Description
Description
group-name Upgrade group name.
Defaults N/A
Command AP configuration mode
Mode

Usage Guide  The following configuration restrictions are applied on the AP devices which are added to a upgrade
group:
1. The AP devices in the same group need to be configured with the ap-grade band-width
command, so that the upgrade bandwidth of the AP devices is identical.

2. The capwap upgrade group command should be configured before this command.

Configuration The following example adds an AP device to the upgrade group UPGRADE-GROUPL1.

Examples Ruijie (config-ac)# ap-upgrade group UPGRADE-GROUP1
Related o
Command Description
Commands
N/A N/A
Platform N/A.
Description

3.16 capwap ctrl-ip

Use this command to set the IPv4 address for the CAPWAP tunnel between the AC and the AP. Use
the no form of this command to restore the default setting.
capwap ctrl-ip ip-address

no capwap ctrl-ip

Parameter o
o Parameter Description
Description
ip-address Specifies the IP address for the CAPWAP tunnel between the AC and
the AP. It should be an interface IP address of the AC.
Defaults
Command AC configuration mode
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Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

The AC generally uses a Loopback address to create the CAPWAP tunnel. This command enables
the AC to create the CAPWAP tunnel with interface addresses in other three layers.

This command may force the AP offline.
Configuring an IP address not existing on the AC causes failure to create the CAPWAP tunnel.

If the gateway of the AP is not on the AC, the AP address pool option should be set to the IP
address in this command (if it is configured).

> BB b

In the AC hot backup environment, if this command is used to set the CAPWAP tunnel address,
use the peer-ip A.B.C.D command to set the same IP address on the peer-to-peer backup AC.,

The following example sets the IP address for the CAPWAP tunnel between the AC and the AP to
10.0.0.1..
Ruijie (config-ac)# capwap ctrl-ip 10.0.0.1

Command Description
N/A N/A
N/A

3.17 capwap discovery-type ac-referral

Parameter
Description

Defaults

Command

Mode

Usage Guide

Use the capwap discovery-type ac-referral allow command to allow using ac-referral packets to
discover an AC. Use the capwap discovery-type ac-referral forbidden command to forbid using
ac-referral packets to discover an AC.

capwap discovery-type ac-referral allow

capwap discovery-type ac-referral forbidden

Parameter Description
N/A N/A

An AP can use ac-referral packets to discover an AC by default.

AC configuration mode

If the AC discovery mode is set to forbidden, an AP cannot connect to an AC using ac-referral

3-15



Command Reference

Configuration

Examples
Related

Commands

Platform
Description

WLAN CAPWAP Commands

packets.

The following example forbids using ac-referral packets to discover an AC.

Ruijie (config-ac)# capwap discovery-type ac-referral forbidden

Command Description
N/A N/A
N/A

3.18 capwap discovery-type all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use the capwap discovery-type all allow command to allow an AP to discover ACs using various
kinds of packets. Use the capwap discovery-type all forbidden command to forbid using various
kinds of packets to discover ACs.

capwap discovery-type all allow

capwap discovery-type all forbidden

Parameter Description

N/A N/A

An AP can use various kinds of packets to discover an AC by default.

AC configuration mode

An AP sends various kinds of packets, including ac-referral packets, DHCP packets, DNS packets,
packets carrying the statically configured AC IP address, and packets of other types (for example,
broadcast and multicast packets) to an AC. Only APs receiving responses from an AC can perceive
that the AC is valid, and these APs can establish CAPWAP tunnels to the AC.

The following example forbids using various kinds of packets to discover ACs.

Ruijie (config-ac)# capwap discovery-type all forbidden

Command Description
N/A N/A
N/A
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3.19 capwap discovery-type dhcp

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use the capwap discovery-type dhcp allow command to allow an AP to discover ACs using DHCP
packets. Use the capwap discovery-type dhcp forbidden command to forbid using DHCP packets
to discover ACs.

capwap discovery-type dhcp allow

capwap discovery-type dhcp forbidden

Parameter Description

N/A N/A
An AP can use DHCP packets to discover an AC by default.

AC configuration mode

An AP sends DHCP packets to an AC. Only APs receiving responses from an AC can perceive that
the AC is valid, and these APs can establish CAPWAP tunnels to the AC.

The following example forbids using DHCP packets to discover ACs.

Ruijie (config-ac)# capwap discovery-type dhcp forbidden

Command Description
N/A N/A
N/A

3.20 capwap discovery-type dns

Parameter

Use the capwap discovery-type dns allow command to allow an AP to discover ACs using DNS
packets. Use the capwap discovery-type dns forbidden command to forbid using DNS packets to
discover ACs.

capwap discovery-type dns allow

capwap discovery-type dns forbidden

Parameter Description
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Platform
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N/A N/A

An AP can use DNS packets to discover an AC by default.

AC configuration mode

An AP sends DNS packets to an AC. Only APs receiving responses from an AC can perceive that the

AC is valid, and these APs can establish CAPWAP tunnels to the AC.

The following example forbids using DNS packets to discover ACs.

Ruijie (config-ac)# capwap discovery-type dns forbidden

Command Description
N/A N/A
N/A

3.21 capwap discovery-type static-config

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use the capwap discovery-type static-config allow command to allow an AP to discover ACs
using packets carrying the static IP address of an AC. Use the capwap discovery-type static-config
forbidden command to forbid using packets carrying the static IP address of an AC.

capwap discovery-type static-config allow

capwap discovery-type static-config forbidden

Parameter Description

N/A N/A

An AP can use packets carrying the static IP address of an AC to discover the AC by default.

AC configuration mode

An AP sends packets carrying the static IP address of an AC to discover the AC. Only APs receiving

responses from an AC can perceive that the AC is valid, and these APs can establish CAPWAP
tunnels to the AC.
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The following example forbids using packets carrying the static IP address of an AC to discover the
AC.

Ruijie (config-ac)# capwap discovery-type static-config forbidden

Command Description
N/A N/A
N/A

3.22 capwap discovery-type unknown

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use the capwap discovery-type unknown allow command to allow an AP to discover ACs using
other packets. Use the capwap discovery-type unknown forbidden command to forbid using DNS
packets to discover ACs.

capwap discovery-type unknown allow

capwap discovery-type unknown forbidden

Parameter Description

N/A N/A

An AP can use other packets to discover an AC by default.

AC configuration mode

An AP sends other packets to an AC. Only APs receiving responses from an AC can perceive that the

AC is valid, and these APs can establish CAPWAP tunnels to the AC.

The following example forbids using other packets to discover ACs.

Ruijie (config-ac)# capwap discovery-type unknown forbidden

Command Description
N/A N/A
N/A
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3.23 capwap disc-concurrent

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure CAPWAP packet processing capacity.

capwap disc-concurrent num

Parameter Description

num The value varies with the device.

The default value varies with the device.

AC configuration mode

If the number of CAPWAP packets exceeds the specified value, the packets will be discarded.

The following example sets the CAPWAP packet processing capacity to 512pps.

Ruijie (config-ac)# capwap disc-concurrent 512

Command Description
N/A N/A
N/A

3.24 capwap dtls enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to enable DTLS encryption for the CAPWAP tunnel. Use the no form of this
command to disable this function.

capwap dtls enable

no capwap dtls enable

Parameter Description

N/A N/A

This function is enabled by default.

AC configuration mode

This function is enabled by default to ensure security of communication between the AC and the AP.
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Configuration

Examples

Related

Commands

Platform
Description

This function is disabled in some cases, for example, for test purpose.

The following example enables DTLS encryption for the CAPWAP tunnel.
Ruijie (config) # ac-controller

Ruijie (config-ac)# capwap dtls enable

Command Description
N/A N/A
N/A

3.25 capwap fragment enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to enable CAPWAP fragmentation. Use the no form of this command to restore
the default setting.

capwap fragment enable

no capwap fragment enable

Parameter Description

N/A N/A

This function is disabled by default.

AP configuration mode/AP group configuration mode

After the packets are encapsulated through the CAPWAP tunnel, its length may exceed IP MTU,
causing IP fragmentation. If IP MTUs of multiple nodes on a link are inconsistent, the packet may go
through fragmentation and defragmentation for many times, affecting packet forwarding. This
command is used to enable CAPWAP fragmentation, that is, the packet is fragmented during
CAPWAP encapsulation. The length of fragmented packets can be set to the minimum MTU using

the capwap mtu command to avoid another IP fragmentation.

The following example enables CAPWAP fragmentation on AP1.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# capwap fragment enable

Command Description
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N/A N/A

Platform N/A

Description

3.26 capwap max-concurrent

Use this command to set the maximum number of concurrent online APs. Use the no form of this
command to restore the default setting.
capwap max-concurrent num

no capwap max-concurrent

Parameter o
o Parameter Description
Description
num The maximum number of concurrent online APs, in the range from 1
to 200.
Defaults The default is 50.
Command AC configuration mode
Mode

Usage Guide  If too many APs go online concurrently, AC CPU may increase even to 100%. This will cause the
tunnel disconnection. Therefore, it is necessary to limit the number of concurrent online APs.

A\ 1f you set a small value, the total online time of all APs associated to the AC will be long.

Configuration The following example sets the maximum number of concurrent online APs to 100.

Examples Ruijie (config-ac) #capwap max-concurrent 100
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

3.27 capwap max-retransmit

Use this command to set the maximum count of CAPWAP packet retransmission. Use the no form of
this command to restore the default setting.

capwap max-retransmit num
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no capwap max-retransmit

Parameter Description

num Sets the maximum count of CAPWAP packet retransmission, in the

range from 3 to 60.

The default is 5.

AP configuration mode/AP group configuration mode

If the CAPWAP request packet is not responded, the packet is retransmitted, The retransmission
interval increases by the initial retransmission interval (the smaller value between three seconds and
half echo-interval) and the maximum retransmission interval should be no greater than the smaller
value between half echo-interval and 60 seconds. If the device does not receive the response packet
within the maximum count, the tunnel is considered disconnected. This command is only effective

when the tunnel is in the Run state.

The following example sets the maximum retransmission count to 20.
Ruijie (config) # ap-config AP1

Ruijie (config-ap) #capwap max-retransmit 20

Command Description
N/A N/A
N/A

3.28 capwap upgrade center enable

Parameter

Description

Use this command to enable the AP upgrade function on the center AC or disable the AP upgrade
function on the branch AC. Use the no form of this command to restore the default setting.
capwap upgrade center enable

no capwap upgrade center enable

default capwap upgrade center enable

Parameter Description

N/A N/A
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

The AP upgrade function is enabled on the center AC by default.

AC configuration mode

1. This command applies only to hierarchical AC scenarios.

2. When the AP upgrade function on an AC is changed from enabled to disabled, upgrade
configurations (activated bin, automatic upgrade, sequential upgrade, and single AP upgrade) on the
AC are automatically cleared.

3. After a branch AC connects to the center AC, the branch AC automatically synchronizes
configurations of the center AC.

4. When a branch AC is in the connected state, configurations on the branch AC cannot be
modified. The configurations can only be modified on the center AC and automatically synchronized
to the branch AC.

5. When the branch AC is in the standalone state, configurations on the branch AC can be modified.

The following example enables the AP upgrade function on the center AC.
Ruijie (config-ac)# capwap upgrade center enable

The following example disables the AP upgrade function on the center AC.
Ruijie (config-ac)# no capwap upgrade center enable

The following example restores the default setting.

Ruijie (config-ac)# default capwap upgrade center enable

Command Description
N/A N/A
N/A

3.29 capwap upgrade group

Parameter

Description

Use this command to configure an AP upgrade group. Use the no form of this command to remove an
AP upgrade group.

capwap upgrade group group-name [ max-concurrent num |

no capwap upgrade group [ group-name max-concurrent ]

Parameter Description

num The number of AP devices which can be upgraded concurrently in
centralized mode. The range is from 1 to 200. The default is 5.
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

group-name Upgrade group name

AC configuration mode

The AP number should be equal to the available bandwidth divided by max bandwidth of each AP.

The following example creates an AP upgrade group Upgrade-Groupl and sets the concurrent
number to 10.

Ruijie (config-ac)# capwap upgrade group Upgrade-Groupl max-current 10

Command Description
N/A N/A
N/A

3.30 capwap mtu

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to set the Path MTU (PMTU) for the CAPWAP tunnel. Use the no form of this
command to restore the default setting.

capwap mtu num

no capwap mtu

Parameter Description

num Sets the PMTU for the CAPWAP tunnel, in the range from 68 to 1500
in the unit of bytes.

The default is 1500.

AP configuration mode/AP group configuration mode

If the CAPWAP-encapsulated packet is longer than the PMTU, the packet is fragmented. Set the
PMTU equal to the maximum IP MTU so as to avoid IP fragmentation and defragmentation.

fA A small PMTU will produce a large quantity of packet fragments, affecting packet forwarding or
even leading to transmission failure. It is recommended to set a reasonable PMTU.

The following example sets the PMTU for the CAPWAP tunnel to 1200 bytes.
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Ruijie (config) # ap-config APl
Ruijie (config—-ap)# capwap mtu 1200

Command Description
N/A N/A
N/A.

3.31 capwap upgrade max-concurrent

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the maximum number of concurrently upgrading APs. Use the no form of
this command to restore the default setting.
capwap upgrade max-concurrent num

no capwap upgrade max-concurrent

Parameter Description

num The maximum number of concurrently upgrading APs, in the range

from 1 to 200.

The default is 15.

AC configuration mode

If too many APs upgrade concurrently, AC CPU may increase even to 100%. This will cause tunnel

disconnection. Therefore, it is necessary to limit the number of concurrently upgrading APs.

The following example sets the maximum number of concurrently upgrading APs to 10.

Ruijie (config-ac) #capwap upgrade max-concurrent 10

Command Description
N/A N/A
N/A
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3.32 echo-interval

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to configure the keep-alive interval for CAPWAP. Use the no form of this
command to restore the default setting.

echo-interval seconds

no echo-interval

Parameter Description

seconds This parameter indicates the keep-alive interval for
CAPWARP, in the range from 5 to 255 in the unit of
seconds.

The default is 30 seconds.

AP configuration mode or AP group configuration mode

In the fit AP network frame, AC and AP are connected through the CAPWAP tunnel. Echo Request
and Echo Response are used to keep the validity of the link. In the case of no other request packets,
AP sends the Echo Request packet to keep alive every echo interval. If AP does not receive a
response, the packet will be retransmitted at the multiple original retransmission interval (3 seconds
or half the echo interval, taking the smaller value) and the longest retransmission interval cannot
exceed half the echo interval or 60 seconds (taking the smaller value). It is considered that the tunnel
is interrupted if the AP does not receive the response packet within the maximum retransmit times,
which means the failure time of keep alive of the tunnel is the keep-alive time plus retransmission
intervals. This command only takes effect in the Run status of the tunnel. By default, the
echo-interval is 30 seconds, the maximum retransmit times are 5. Namely, the AP device sends a
request and does not receive a response after 0 second, the request packet will be retransmitted at
the interval of 3 seconds, 6 seconds, 12 seconds, 15 seconds and 15 seconds.

A In the deployment of wireless networks, you can adjust the echo interval based on network size
to plan the convergence capability of the network. During the adjustment, make sure that you
know the network size and the network does require the convergence capability to prevent
impacts on the network environment due to too low value in the wireless network deployed by

massive APs.

The following exmaple configures a 10-second echo interval for APO0O01.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# echo-interval 10

The following example configures a 10-second echo interval for all APs.

Ruijie (config) # ap-config all
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Ruijie (config-ap)# echo-interval 10
The following example configures a 10-second echo interval for all APs in the default AP group.
Ruijie (config)# ap-group default

Ruijie (config-ap-group) # echo-interval 10

Related Command Description
Commands N/A N/A
Platform N/A

Description

3.33 exec-cmd

Use this command to configure an AP to execute a command. Use the no form of this command to
remove the setting.

exec-cmd mode exec-mode cmd exec-cmd [ slot {id | all } | once

no exec-cmd mode exec-mode cmd exec-cmd

Use this command to configure all APs in an AP group to execute a command.

exec-cmd exec-cmd

Parameter .
Description Parameter Description
exec-mode Indicates the mode in which a command is executed on the AP.
exec-cmd Indicates the command to be executed on the AP.
id Indicates the slot ID of MAPs of i-Share+ AP.
all Indicates all MAPs of i-Share+ AP.
once Indicates that the command is executed only once and is not saved.
Defaults N/A
Command Single AP configuration mode/All APs configuration mode/AP group configuration mode
Mode

Usage Guide  Some configuration commands are supported currently only by the AP and they are unavailable on
the AC. To configure the commands for APs on the AC, run the exec-cmd command. To cancel or
change the configuration of the exec-cmd command, run the no exec-cmd command to remove the
configuration and then run the exec-cmd command to cancel or change the required configuration.
Expanding the exec-cmd command delivers the command to MAP and run the command on the
MAP.

If ap-config all and ap-config are configured simultaneously, for online APs, the later configuration
will take effect; for offline APs, ap-config has a higher priority than ap-config all.

Some configuration commands are available only in AP configuration mode and they are unavailable
in AP group configuration mode. To configure such a command for all APs in an AP group, run the
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exec-cmd command in the AP group. Note that the configuration is not saved in AP group

configuration mode, that is, the command is executed only once on all APs in the current AP group.

The following example disables Eweb for an AP.

Ruijie (config) #ap-config AP1

Ruijie (config-ap) # exec-cmd mode configure cmd "no enable service web-server
all"

The following example enables Eweb for an AP,

Ruijie (config-ap) # no exec-cmd mode configure cmd "no enable service web-server
all"

Ruijie (config-ap) # exec-cmd mode configure cmd "enable service web-server all"
The following example configures Bluetooth iBeacon for all APs in the AP group.

Ruijie (config) #ap-group default

Ruijie (config-group) #exec—-cmd ibeacon uuid ffffffffffffffffffffffffffffffff
major ffff minor ffff

The following example disables Eweb for all APs in the AP group.

Ruijie (config-group) #exec-cmd exec-cmd mode configure cmd "no enable service

web-server all"

Command Description
N/A N/A
N/A

3.34 install update

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to update the installation status of Mini AP.

install updat

Parameter Description
N/A N/A

N/A

AP configuration mode

Once a Mini AP is installed to a Master AP, the Mini AP is considered as Offline if it is manually
removed. You can use this command to update the installation status of Mini APs to Uninstalled.
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This configuration is not saved.

The following exmaple updates the installation status of all Mini APs.

Configuration L . .
Ruijie (config) # ap-config all

Examples L . )

Ruijie (config-ap)# install update
Related Command Description
Commands N/A N/A
Platform N/A
Description

3.35ip address

Use this command to configure the static IP address of a specified AP. Use the no form of this
command to restore the default setting.

ip address ip-address network-mask gateway

no ip address

Parameter Description

Parameter ip-address Interface address of the AP.

Description network-mask Address mask of the AP.
gateway Gateway of the AP.

Defaults N/A

Command AP configuration mode

Mode
The AP can obtain its IP address through static configuration or DHCP. If the AP has not a static IP
address, it will obtain an address dynamically by DHCP and join the AC. In this case, you can use
this command to configure the static address of the AP so that the address keeps unchanged after
the AP restarts.

Usage Guide A 1. With the AP address configured as static, the DHCP is disabled, and the AC address cannot

be obtained through the OPTION of DHCP. Therefore, before this command is configured, you
need to configure the address of the AC connected by using the command “acip” in AP
configuration mode so that the AP can find and join the AC when the AP and the AC are not in
the same subnet.

2. If the current address of the AP is not the same as the one specified through this command,
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Configuration
Examples

Related
Commands

Platform
Description

the static address will be updated and the CAPWAP tunnel will be re-created.

The following example configures the address of AP0001 as 1.1.1.1, its mask as 255.255.255.0, and
its next hop as 1.1.1.2.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# ip address 1.1.1.1 255.255.255.0 1.1.1.2

Command Description

apip Configures the static address of an AP on the AP.

acip Specifies the AC address to be connected with by an AP.
N/A

3.36 ipv6 address

Parameter
Description

Defaults

Command
Mode

Usage Guide

Use this command to specify a static IPv6 address for an AP. Use the no form of this command to
restore the default setting.

ipv6 address ipv6-address-with-mask gateway

no ipv6 address

Parameter Description
ipv6-address-with-mask Specifies an interface IPv6 address of the AP, in the format
similar to X:X:X:X::X/24.

gateway Specifies an IPv6 gateway address of the AP.

N/A

AP configuration mode

An IPv6 address of an AP can be manually configured or obtained through DHCPV6. By default, the
AP obtains an IPv6 address for itself through DHCPV6. If the AP has no static IPv6 address, it
dynamically obtains an IPv6 address through DHCPv6 and joins an AC. You can run this command
to set a static IPv6 address for the AP to ensure that the address of the AP remains unchanged after
the AP is restarted.

fA? 1. If a static IPv6 address is set for the AP, DHCPv6 will be disabled. As a result, the AP cannot
obtain IPv6 addresses of ACs through DHCPv6 OPTION. Therefore, before running this
command, you must use the acip ipv6 command to specify the IPv6 address of the AC to be
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connected with the AP in AP configuration mode. After this configuration, the AP can discover
and join the AC even if they are not on the same sub-network.

2. If the current IPv6 address of the AP is different from the static IPv6 address set by this
command, the former will be overwritten by the latter. If the AP is enabled with IPv6 support, it
will re-establish CAPWAP tunnels. If not, it will not re-establish CAPWAP tunnels.

3. If both IPv4 and IPv6 addresses are specified for the AP, and IPv6 support is enabled on it,

the AP will search for IPv4 and IPv6 ACs at the same time.

The following example sets IPv6 address 2001:1a2b:1234::5566/48 for APO001 and specifies
Configuration  gateway address 2001:1a2h:1234::1.
Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# ipv6 address 2001:1a2b:1234::5566/48 2001:1a2b:1234::1

Command Description

apip ipvé Configures a static IPv6 address for the AP on itself.
Related apip ipv6 enable Enables IPv6 support on the AP.
Commands 6 o Enables IPv6 support for the AP on an AC in AP

ipv6 enable

P configuration mode.

acip ipv6é Specifies the IPv6 address of an AC connected with the AP.
Platform N/A
Description

3.37 ipv6 enable

Use this command to enable IPv6 support on a specific AP on an AC. Use the no form of this
command to restore the default setting.

ipv6 enable

no ipv6 enable

Parameter Parameter Description
Description N/A N/A
Defaults An AP is enabled with IPv6 support by default.
Command AP configuration mode

Mode
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Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

An AP can search for IPv6 ACs based on IPv6 addresses only when it is enabled with IPv6 support.
By default, the AP is disabled with IPv6 support. You can use this command to enable IPv6 support

on the AP and use the no form of this command to disable IPv6 support from the AP.

fA 1. If running this command changes the IPv6 support state of the AP, the AP will re-establish
CAPWAP tunnels.
2. If the AP with both static IPv4 and IPv6 addresses is enabled with IPv6 support, the AP will
re-establish CAPWAP tunnels and search for IPv4 and IPv6 ACs. Itis not sure that the AP will
join an IPv6 AC found by the AP. To allow the AP to search for only IPv6 APs, you can delete
the static IPv4 address from the AP before enabling IPv6 support on the AP.

The following example enables IPv6 support on AP0001.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# ipv6 enable

Command Description

apip ipv6 enable Enables IPv6 support for the AP on the AP itself.
Sets an IPv6 address for the AP on the AC in AP

ipv6 address ) .
configuration mode.

N/A

3.38 link-latency

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to check the link status between an AC and the APs in a specified AP group. Use

the no form of this command to remove the configuration.

[ no]link-latency

Parameter Description
N/A N/A
N/A

AP configuration mode/AP group configuration mode

N/A

The following example enables inspection of the link status between specified AP-0001 and an AC,

and check information about the corresponding link status.
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Related

Commands

Platform
Description

Ruijie (config) #ap-config AP-0001

Ruijie (config-ap) #link-latency

The following example enables inspection of the link status between an AC and the APs in the
default AP group, and check the link status information about the specified AP-0001.

Ruijie (config) # ap-group default

Ruijie (config-ap-group)# link-latency

Command Description
show ap-config link-latency Checks link status between AC and AP.
N/A

3.39 location

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to configure information about AC and AP location. Use the no form of this
command to restore the default setting.

location location-string

no location
Parameter Description
location-string Indicates AC location information, which can consist of up

to 255 characters without any space.

By default, the AC location information is Ruijie_COM, the AP location information is null.

AC configuration mode/AP configuration mode

N/A

The following example configures the location of a specific AC to the second floor of the computer
department building (computer-layer2).

Ruijie (config-ac)# location computer-layer2

The following example configures AP0001 location information to AP-company.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# location AP-company

Command Description
N/A N/A
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Platform

Description

N/A

3.40 reset slot

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to reload a Mini AP installed to a Master AP.

reset slot slot-id

Parameter Description
slot-id Slot number. The range is from 1 to 24.
N/A

AP configuration mode

This command can take effect only on the Master AP and can enable reloading for only one Mini AP
per execution.
This configuration is not saved.

The following example reloads the Mini AP1 which is installed on slotl of Master APO001.
Ruijie (config)# ap-config AP0001
Ruijie (config-ap)# reset slot 1

Command Description
N/A N/A
N/A

3.41 set version

Parameter

Description

Defaults

Use this command to set the version number.

set-version string

Parameter Description
string Sets the version number.
N/A
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Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Platform
Description

3.42 show

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

AC configuration mode

This command is used to set the version number and push version nhumber to APs.

The following example sets the version number to RGOS 10.4(2B17)-SP2.
Ruijie (config) # ac-controller

Ruijie (config-ac)# set-version RGOS 10.4 (2B17)-SP2

Command Description
N/A N/A
N/A

ac-config active-file

Use this command to display a list of activated files on the current AC. The Used field indicates how
many APs are using this file, and the Ready field indicates whether this file has been activated
completely.

show ac-config active-file

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays a list of activated files on the current AC.

Ruijie#show ac-config active-file

Cnt File Name Image Id Software number
Type Used Cnt DL Cnt Ready

1 ap220evl.l-mid(6-3) .bin RGOS 10.X-UPG NA

rgosl0 0 0 Init
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2 ap220.bin 1.0.0.017ed304 M09092708272014
main 0 0 Init

Related Command Description

Commands N/A N/A

Platform N/A

Description

3.43 show ac-config serial-product

Use this command to display the correspondence association between the AP product series and
product models configured of the AC, and display which files should be used to upgrade the

corresponding product series.

show ac-config serial-product

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the AP product series and product models configured for the current
AC.

Ruijie#show ac-config serial-product

Cnt Serial Name Hardware Version File Name AP Product ID
Configuration
Examples 0 T T TTTTTTTTTTTOTTTT TRTmTTTOTOTT Tmmm T
1 ap-serl.x 1.x ap220-1.bin AP220-E
AP220-SE
AP220-SH
AP620-H
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AP220-E (M)

2 ap-ser2.x 2.x ap220.bin AP220-E

AP220-SH

AP220-E (M)

Related Command Description
Commands N/A N/A
Platform N/A

Description

3.44 show ac-config upgrade-group

Use this command to display the upgrade groups and AP devices on the AC device.

show ac-config upgrade-group [group-name]

Parameter o
o Parameter Description
Description
group-name AP upgrade group hame.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays AP upgrade groups.

Examples Ruijie#show ac-config upgrade-group
Cnt Group—-Name Max—-Concurrent Token cnt Upgrading cnt
1 UPGRADE-GROUP1 10 2 1

The following example displays the AP devices in the upgrade group.
Ruijie#show ac-config upgrade-group UPGRADE-GROUP1

Group have 2 ap, online 1 offline 1

Cnt Ap-Name Ap-Mac Online Upgrade
Band-width
1 ap220e 8832.0000.1111 true true 128
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2 ap330 = false false 128
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

3.45 show ap-config board-data

Use this command to display the board data information of an AP.

show ap-config board-data ap-name

Parameter Parameter Description

Description ap-name Indicates the name of the AP to be queried.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the board data information of an AP.
ac#show ap-config board-data wlan-ap-0001
Ap (wlan-ap-0001) 's board data:

Configuration  wtp model num

Examples wtp serial num :1234567890123
board id :AP220E
board reversion :AP2
base address :0011.2233.4455
Related Command Description
Commands N/A N/A
Platform N/A
Description
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3.46 show ap-config inventory

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the manufacturer information about an AP.

show ap-config inventory ap-name

Parameter Description
ap-name Indicates the name of the AP to be queried.
N/A

Privileged EXEC mode

N/A

The following example displays the manufacturer information of an AP.
ac#show ap-config inventory wlan-ap-0001

AP Name: wlan-ap-0001

Location:

Product Id: AP220E

Vendor Id: 31762

SN: 1531991320

Command Description
N/A N/A

N/A

3.47 show ap-config link-latency

Parameter

Description

Use this command to check the link status between AC and AP.

show ap-config link-latency {all | single ap-name}

Parameter Description

all Indicates that you check the link status information of all

APs associated with the AC.

single ap-name
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

single AP.

N/A

Privileged EXEC mode

N/A

The following example displays the link status information of the specified AP-0001.
Ruijie (config) #show ap-config link-latency single AP-0001

AP Name Status Current Maximum Minimum
ool memesl 4 e on w2
Command Description

N/A N/A

N/A

3.48 show ap-config reboot

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display the reboot information about an AP.

show ap-config reboot ap-name

Parameter Description
ap-name Indicates the name of the AP to be queried.
N/A

Privileged EXEC mode

N/A

The following example displays the reboot information of an AP.
ac#show ap-config reboot wlan-ap-0001

Ap (wlan-ap-0001) 's reboot statistic:

Reboot Cnt :0

AC Init Cnt :0
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Link Fail Cnt :0

SW Fail Cnt :0

HW Fail Cnt :0

Other Fail Cnt :0

Unknow Fail Cnt 50

Last Fail Type :0
Related Command Description
Commands N/A N/A
Platform N/A

Description

3.49 show ap-config slot

Use this command to display the Mini APs in a specified Master AP.

show ap-config slot ap-name

Parameter Parameter Description

Description ap-name Indicates the name of the Master AP.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide This command displays information of online Master APs only.

The following example displays the Mini APs in Master AP AM5528.
Ruijie#show ap-config slot AM5528 (EP)
Radio: Radio ID

E = enabled, D = disabled, N = Not exist
Current Sta number

Channel: * = Global

Configuration
9 Power Level = Percent

Examples

Install Slot Number: 48
Online Slot Number: 11
Offline Slot Number: 37

Slot ID Role Slot Name Model Slot Mac Radio
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Related

Commands

Platform
Description

Radio Up/Off time State

1 master 19#4F wenmi MAP552 5869.6c36.e29 1 E
3 9 50 2 E 6 165 100 0:04:18:03 online

2 master 19#4F fangjian 1 MAP752 (ST)5869.6c36.e22d 3
E 4 13 50 4 E 5 153 100 0:04:17:58 online

2 slave 19#4F fangjian 2 MAP752 (ST) 5869.6c36.e32c 5
E 3 6 50 6 E 3 36 100 0:04:17:52 online

Command Description
N/A N/A
N/A

3.50 show ap-config static-ip

Parameter

Description

Defaults

Command
Mode

Usage
Guide

Configurati
on

Examples

Use this command to display static address information on the AP.

show ap-config static-ip { all | single ap-name }

Parameter Description

all Displays all APs.
single Displays one single AP.
ap-name The AP name.

N/A

Privileged EXEC mode

N/A

The following example displays static address information, including the AP name. IP address, network
mask and gateway.

Ruijie#show ap-config static-ip single 0034.5612.78a0

AP Name Static IP Net Mask Getway

0034.5612.78a0 Enabled 22.22.22.22 255.255.255.0 22.22.22.53
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Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

3.51 show ap-config summary location

Use this command to display location information on all APs.

show ap-config summary location

Parameter

I Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays location information on all APs, including the AP name, MAC
Examples address, location, and status (online/offline).

Ruijie#show ap-config summary location

AP Name IP Address Mac Address Location
State
ap220 172.18.100.4 1414.4b13.9ff3
Bangongshi 4# Run
ap3 172.18.100.16 00la.a9%4e.d40d building
20#3F Run

Related o
Command Description

Commands
N/A N/A

Platform N/A

Description
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3.52 show ap-config summary slot

Use this command to display the Mini APs in all Master APs.

show ap-config summary slot

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  This command displays information of online Master APs only.

Configuration The following example displays the Mini APs in all Master APs.
Examples Ruijie#show ap-config summary slot
Radio: Radio ID
E = enabled, D = disabled, N = Not exist
Current Sta number
Channel: * = Global

Power Level = Percent

Total AP Number: 1

Total Install Slot Number: 48
Total Online Slot Number: 11
Total Offline Slot Number: 37

AP (AM5528EP) 's Slots Information
Install Slot Number: 48

Online Slot Number: 11

Offline Slot Number: 37

Slot ID Role Slot Name Model Slot Mac Radio
Radio Up/Off time State

1 master 19#4F wenmi MAP552 5869.6c36.e2%0 1 E
3 9 50 2 E 6 165 100 0:04:18:03 online

2 master 19#4F fangjian 1 MAP752 (ST)5869.6c36.e22d 3 E
4 13 50 4 E 5 153 100 0:04:17:58 online

2 slave 19#4F fangjian 2 MAP752 (ST)5869.6c36.e32c 5 E
3 6 50 6 E 3 36 100 0:04:17:52 online

3-45



Command Reference WLAN CAPWAP Commands

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

3.53 show ap-config summary slot interface

Use this command to display all downlink ports of i-Share+ APs.

show ap-config summary slot interface

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays all downlink ports of i-Share+ APs.
Examples Ruijie#sh ap-config summary slot interface
AP (00d0.£822.33dc) 's information

AP mac IP Address Slot ID Role Status Duplex Speed
00d0.£822.33dc 102.102.102.102 1 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 2 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 3 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 4 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 5 master up Full 1000M
00d0.£822.33dc 102.102.102.102 6 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 7 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 8 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 9 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 10 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 11 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 12 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 13 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 14 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 15 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 16 master down Unknown Unknown
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00d0.£822.33dc 102.102.102.102 17 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 18 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 19 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 20 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 21 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 22 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 23 master down Unknown Unknown
00d0.£822.33dc 102.102.102.102 24 master down Unknown Unknown

Related -

Commands Command Description
N/A N/A

Platform N/A

Description

3.54 show ap-config summary group

Use this command to display i-Share+ APs among the AP group.

show ap-config summary group

Parameter o
i Parameter Description
Description
apg-name AP group name.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays i-Share+ APs among AP group 1.
Examples Rui jie#tsh ap—c summary group group—1

Radio: Radio ID

E = enabled, D = disabled, N = Not exist

Current Sta number

Channel: * = Global

Power Level = Percent

Total AP Number: 1
Total Install Slot Number: 16
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Total Online Slot Number: 1
Total Offline Slot Number: 15

AP (5528ep)’ s Slots Information

Install Slot Number: 16

Online Slot Number: 1

Offline Slot Number: 15

AP mac Slot ID Role Slot Name Model Slot Mac Radio Radio Up/Off time State

00d0. £822. 3434 1 master — MAP752(S) 0000.0006. 0000 1 N = = = 2 N — = = 0:00:08:37 offline
00d0. £822. 3434 4 master 00d0. £812. 354a MAP752(T) 00d0. £812.354a 7 E 0 11* 100 8 E 0 149% 100
0:00:08:37 online
00d0. £822. 3434 5 master — MAP752(T) 00d0. £f812.354a 9 N - — — 10 N - — — 0:00:08:37 offline
00d0. £822. 3434 8 master — MAP752(T) 00d0. £812.354a 15 N — = = 16 N — — — 0:00:08:37 offline
00d0. £822. 3434 11 master — MAP752 (ST) 00d0. £855.661c 21 N = — = 22 N — — = 0:00:08:37 offline
00d0. £822. 3434 12 master — MAP752 (ST) 00d0. £855. 661c 23 N — — — 24 N — — = 0:00:08:37 offline
00d0. £822. 3434 13 master — MAP752 (ST) 00d0. £855. 661c 25 N = — — 26 N = — — 0:00:08:37 offline
00d0. £822. 3434 14 master — MAP752(T) 00d0. £f812.354a 27 N — — = 28 N — — = 0:00:08:37 offline
00d0. £822. 3434 15 master — MAP752(T) 00d0. £f812.354a 29 N — — = 30 N — — = 0:00:08:37 offline
00d0. £822. 3434 16 master — MAP752(T) 00d0. £f812.354a 31 N — — = 32 N — — = 0:00:08:37 offline
00d0. £822. 3434 17 master — MAP752 (ST) 00d0. £855. 661c 33 N — — — 34 N — — — 0:00:08:37 offline
00d0. £822. 3434 18 master — MAP752(T) 00d0. £f812.354a 35 N — — = 36 N — — — 0:00:08:37 offline
00d0. £822. 3434 21 master — MAP752(T) 00d0. £f812.354a 41 N — — — 42 N — — = 0:00:08:37 offline
00d0. £822. 3434 22 master — MAP752 (ST) 00d0. £855. 661c 43 N — — — 44 N — — — 0:00:08:37 offline
00d0. £822. 3434 23 master — MAP752(T) 00d0. £f812.354a 45 N — — — 46 N — — = 0:00:08:37 offline
00d0.£822.3434 24 master - MAP752(T) 00d0.£f812.354a 47 N - - - 48 N - - -
0:00:08:37 offline
Field Description
Total Install Number The number of installed mini APs associated
with all APs.
Total Online Number The number of online mini APs associated with
all APs.
Total Offline Number The number of offline mini APs associated with
all APs.
Install Number The number of installed mini APs associated

with current AP.

Online Number The number of online mini APs associated with
current AP.

Offline Number The number of offline mini APs associated with
current AP.

Slot ID Mini AP slot number

Role Mini AP role, including master and slave.

Slot Name Mini AP name
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Model
MAC Address
Radio
Up/Off time
State
Related
Command
Commands
N/A
Platform N/A
Description

3.55 show ap-config updating-list

WLAN CAPWAP Commands

Mini AP model

Mini AP MAC address

Radio ID, status, clients, channel and power of
mini AP.

Up/Off time

Online/Offline Status

Description

N/A

Use this command to display upgrade information on the AP.

show ap-config updating-list

Parameter
o Parameter
Description
N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Description

N/A

Configuration The following example displays upgrade information on the AP.

Examples Ruijie#show ap-config updating-list

AP NAME

Ready

AP PID

AP220-I
00d0.1414.3£f67

Field

AP NAME

AP PID

File Tx

Time

AP Reset Ready

AP220-I

AP220-E
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98 00:00:48 N
Description
AP name.
AP ID.

File transfer process.
Upgrade duration.
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Command Reference WLAN CAPWAP Commands

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

3.56 show ap-config wtp-descriptor

Use this command to display the status description of an AP.

show ap-config wtp-descriptor ap-name

Parameter Parameter Description

Description ap-name Indicates the name of the AP to be queried.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the status description of an AP.
ac#show ap-config wtp-descriptor wlan-ap-0001

Ap (wlan-ap-0001) 's wtp descriptor:

max radio 52
radio in used 32
encrypt num :2

Configuration Cnt WBID Encry Cap
Examples 1 0x1 0xc

sub descriptor num :3

Cnt vonder id version type version len version
1 0x7cl2 BOOT Ver 28 MainVerlO.SubVer4.SvnVer3634
2 0x7cl2 ACT SW Ver 30 RGOS 10.4 (1t7) (1T7),

Release (73413)
3 Ox7cl2 HW Ver 3 1.0

Related Command Description
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Commands N/A N/A
Platform N/A
Description

3.57 show ap-config wtp-info

Use this command to display the AP device status.

show ap-config wtp-info ap-name

Parameter o
o Parameter Description
Description
ap-name AP device name
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays the AP device status.
Examples Ruijie#show ap-config wtp-info ap220e
Ap (ap220e) 's status:

AC IP(status): :101.101.101.101

AC IPV6(status):

AP IP(status): :10.10.10.8 255.255.255.0 10.10.10.2
AP IPVG6 (status): 2228/0

AP IPV4 ENABLE: :enable

AP IPV6 ENABLE: :disable

IPV6 AUTOCONFIG: :disable

Location Data:

Session ID: :88320000,111163fb, 5¢c3b3cb3,2cac585a
mac type :full support

WTP Name: :ap220e

AP Domain Name: rac.ruijie.com.cn

wired vlan :0 port id 1

wired vlan :0 port id 2

wired vlan :0 port id 3

wired vlan :0 port id 4

Cw_interface name :BVI 1

Cw wan interface ifx::1
Cw wan interface ifx::0

Upgrading State :Init
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AP Image file
Real version
Custom version
Upgrade version

Upgrade from AP

WLAN CAPWAP Commands

:NA
:1.0.0.641d31e6
:AP RGOS 11.1(2)B1
:NA

:FALSE

Upgrade for other AP:FALSE

Upgrade from AC
Wait for upgrade
Support distr-upg
Upgrade-banfwidth
Upgrade group

Related

Command
Commands

N/A
Platform N/A
Description

3.58 show capwap detail

:FALSE
:FALSE

: TRUE
:128

:Upgrade-groupl

Description

N/A

Use this command to display details about the CAPWAP tunnel.

show capwap [ index | [ ip-address [ port ]]] detail

Parameter
o Parameter
Description
index
ip-address
port
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Description

Tunnel index.
Tunnel IP address.

Tunnel port number.

Configuration The following example displays details about the CAPWAP tunnel whose address is 1.1.1.1.

Examples Ruijie#show capwap 1.1.1.1 detail

CAPWAP process “capwap 1” with state Run

Process uptime is 3 days 0 hour 41 minutes

Echo interval is 30 secs, Dead interval is 81 secs

Current timers echo-interval
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Related

Commands

Platform
Description

Peer address is 172.18.59.5

Peer control port is 10000, data port is 10001

My address is 55.55.55.60
The MAC of AP is 00la.a%94e.d773

WLAN CAPWAP Commands

The Session ID of AP is 00la.a94e.d773.53e1.0801.53e1.0801.53el

The Path MTU is 1500

Recent recieved request's sequence number 39

Recent recieved response's sequence number 11

Recent send request's sequence number 11

Retransmit Count 0, Discovery Count 0, Failed DTLS Session Count 0

Sending queue length 0, Receive queue length 0

Command Description
N/A N/A
N/A

3.59 show capwap state

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display the CAPWAP tunnel state.

show capwap state

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the CAPWAP tunnel state.
Ruijie#show capwap state

CAPWAP tunnel state, 3 peers, 2 is run:

Index Peer IP Peer Port State
1 192.168.0.1 10000 Run
2 192.168.0.2 10000 Run
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Related

Commands

Platform
Description

3.60 show capwap statistics

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

3

Field

Index

192.168.0.3

Peer IP

Peer Port

State

Mac Address

Command

N/A

N/A

WLAN CAPWAP Commands

10000 DTLS Teardown 001a.a2900.0003
Description

Tunnel index.

Peer IP address.

Peer port number.

Tunnel state.

AP MAC address, only displayed on ACs.

Description

N/A

Use this command to display statistics about the CAPWAP tunnel packets.

show capwap [ index | [ ip-address [ port ] ]] statistics

Parameter

index

ip-address

port

N/A

Privileged EXEC mode

N/A

Description

Tunnel index.
Tunnel IP address.

Tunnel port number.

The following example displays packet statistics about the CAPWAP tunnel whose IP address is
1.1.1.1.

Ruijie#show capwap 1.1.1.1 statistics

Command

N/A

N/A

Description

N/A
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Description

3.61 show version

Use this command to display the AP version.

show version { all | ap-name }

Parameter o
o Parameter Description
Description
all All APs.
ap-name Specifies an AP.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays the version information on all APs.

Examples Ruijie#show version all

AP (AP220E-0) 's version:
Product ID : AP220-E
System uptime 08339232
Hardware version 2.00
Software version : AP_RGOS 11.1(2)B1
Patch number SpZ
Software number : M05563609152014
Serial number 1234942570005
MAC address 00d0.£822.33b0

AP (AP220E-2) 's version:
Product ID : AP220-E
System uptime 0:6:11:53
Hardware version 2.00
Software version : AP RGOS 11.1(2)B1
Patch number SP2
Software number : M05563609152014
Serial number 1234942570018
MAC address 00la.a%bd.0clb

Related Command Description
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Commands
N/A N/A

Platform N/A

Description

3.62 slot
Use this command to name a Mini AP. Use the no form of this command to delete the Mini AP name.
slot slot-id { slot-name [ secondary ] | mac mac-address slot-name }
no slot [ { slot-name [ secondary | | mac mac-address }]

Parameter o

o Parameter Description

Description
slot-id Slot number. The range is from 1 to 24.
ap-name Mini AP name, containing up to 63 characters without spaces.
secondary Applies to the secondary AP.
mac-address MAC address of the Mini AP.

Defaults By default, a Mini AP is not named.

Command AP configuration mode

Mode

Usage Guide

This command takes effect only for i-Share+ APs and cannot be configured for all APs.
If you want to name a secondary Mini AP, please add the secondary parameter.
Each slot can be configured with two MAC addresses.

Configuration The following example sets the name of Mini AP1 to 1#101.
Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# slot 1 1#101
The following example sets the name of AP0001, secondary Mini AP1 of slot 1, to 1#102.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# slot 1 1#102 secondary
The following example sets the name of Mini AP (MAC address: 0001.0001.0001) of slot 1 to 1#101
and the name of Mini AP (MAC address: 0001.0001.0002) of slot 1 to 1#102.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# slot 1 mac 0001.0001.0001 1#101
Ruijie (config-ap)# slot 1 mac 0001.0001.0002 1#102

Related o
Command Description
Commands
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N/A N/A

Platform N/A

Description

3.63 timestamp

Use this command to configure a specified AP or all APs in a specified AP group to synchronize with

the AC in time.

timestamp
Parameter Parameter Description
Description N/A N/A
Defaults N/A
Command AP configuration mode/AP group configuration mode

Mode

Usage Guide N/A

The following example configures AP0001 to synchronize with the AC in time.
Ruijie (config)# ap-config AP0001
Ruijie (config-ap)# timestamp

Configuration ) . . . . .
The following example configures all APs in the AP group (Default) to synchronize with the AC in

Examples )

time.

Ruijie (config) # ap-group default

Ruijie (config-ap-group) # timestamp
Related Command Description
Commands N/A N/A
Platform N/A
Description

3.64 tran-data-show

Use this command to display log information transmitted recently from a specified AP to the AC.

tran-data-show ap-name { exception | cpuinfo | memory | syslog | tech-support }
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

WLAN CAPWAP Commands

Parameter Description

ap-name Indicates the name of the specified AP.

exception Indicates the crash log information of the specified AP.
cpuinfo Indicates the CPU information of the specified AP.
memory Indicates the memory information of the specified AP.
syslog Indicates the general log information of the specified AP.

tech-support Indicates the console information of the specified AP.

N/A

AC configuration mode

N/A

The following example displays the crash log of APO001.

Ruijie (config-ac)# tran-data-show AP000l exception
The following example displays the CPU information of AP0O001.
Ruijie (config-ac)# tran-data-show AP0001 cpuinfo

The following example displays the memory information of APO001.
Ruijie (config-ac)# tran-data-show AP0001 memory

The following example displays the general log information of APO001.
Ruijie (config-ac)# tran-data-show AP0001 syslog

The following example displays the console information of APO0O01.

Ruijie (config-ac)# tran-data-show AP0001 tech-support

Command Description
N/A N/A
N/A

3.65 tran-data-start

Parameter

Description

Use this command to obtain log information about a specified AP.

tran-data-start ap-name { exception | memory | tech-support | tech-package }

Parameter Description

ap-name Indicates the name of the specified AP.
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exception Indicates the crash log information sent by the specified
AP.
memory Indicates the device status information sent by the

specified AP, including CPU information, memory
information, and general log information (including port
UP/DOWN information).

Indicates the console information.
tech-support

Indicates the package information.
tech-package P 9

Defaults N/A
Command AC configuration mode
Mode

Usage Guide N/A

The following example obtains the crash log information from AP0001, and saves it as
ap_AP0001_exception.log in the AC file system.

Ruijie (config-ac)# tran-data-start AP0001l exception

The following example obtains the general log information from AP0001, and saves it as
ap_APO0001_syslog.log, ap_AP0001_memory.log, and ap_AP0001_cpuinfo.log in the AC file
system.

Configuration Ruijie (config-ac)# tran-data-start AP0O00l memory

Examples
The following example obtains the console information from AP0001, and saves it as
ap_AP0001_8832.0000.1111_tech-console.log in the AC file system.
Ruijie (config-ac)# tran-data-start AP0001 tech-support
The following example obtains the package information from AP0001, and saves it as
ap_AP0001_8832.0000.1111_tech-package.tar.gz in the AC file system.
Ruijie (config-ac)# tran-data-start AP0001 tech-package

Related Command Description

Commands N/A N/A

Platform N/A

Description

3.66 uninstall

Use this command to remove the Mini AP installation information.
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uninstall slot-id

Parameter Parameter Description

Description slot-id Slot number, The range is from 1 to 24.
Defaults N/A

Command AP configuration mode

Mode

Once a Mini AP is installed to a Master AP, the Mini AP is considered as Offline if it is manually
removed. You can use this command to remove the installation information of the Mini AP.

Usage Guide This command takes no effect on an online Mini AP.
This configuration is not saved and can remove the installation information for only one Mini AP per

execution.

The following example removes the Mini AP installation information of slot 1 on Master AP1.

Configuration Ruijie(config)# ap-config APl

Examples Ruijie (config-ap)# uninstall 1

Related Command Description
Commands N/A N/A
Platform N/A

Description
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4 WBS Commands

4.1 1lasuport enable

Use the command to enable the specified radio to support 802.11a on 5 GHz. Use the no form of this
command to disable the radio to support 802.11a on 5 GHz.

1lasupport enable radio radio-id

no 1lasupport enable radio radio-id

Parameter e
o Parameter Description
Description
radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11a is supported.
Command AP configuration mode
mode

Usage Guide  N/A

Configuration The following example enables radiol to support 802.11a on 5 GHz.
Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# llasupport enable radio 1

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

4.2 1lbsupport enable

Use the command to enable the specified radio to support 802.11b on 2.4 GHz. Use the no form of
this command to disable the radio to support 802.11b on 2.4 GHz.

11bsupport enable radio radio-id

no 11bsupport enable radio radio-id

Parameter o
o Parameter Description
Description
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radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11b is supported.
Command AP configuration mode

mode
Usage Guide  N/A
Configuration The following example enables radiol to support 802.11b on 2.4 GHz.

Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# llbsupport enable radio 1

Related L
Command Description
Commands
N/A N/A
Platform N/A
Description

4.3 1l1llgsupport enable

Use this command to enable the specified radio to support 802.11g on 2.4 GHz. Use the no form of
this command to disable the radio to support 802.11g on 2.4 GHz.

11gsupport enable radio radio-id

no 11lgsupport enable radio radio-id

Parameter o
o Parameter Description
Description
radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11g is supported.
Command AP configuration mode
mode

Usage Guide  N/A

Configuration The following example enables radiol to support 802.11g on 2.4 GHz.
Examples Ruijie (config) # ap-config AP0001
Ruijie(config-ap)# llgsupport enable radio 1

Related o
Command Description
Commands
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N/A N/A

Platform N/A

Description

4.4 1l1lnasupport enable

Use this command to enable the specified radio to support 802.11n on 5 GHz. Use the no form of this
command to disable the radio to support 802.11n on 5 GHz.

11lnasupport enable radio radio-id

no 11lnasupport enable radio radio-id

Parameter e
o Parameter Description
Description
radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11n is supported.
Command AP configuration mode
mode

Usage Guide  N/A
Configuration The following example enables radiol to support 802.11n on 5 GHz.
Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# llnasupport enable radio 1

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

4.5 1lngsupport enable

Use this command to enable the specified radio to support 802.11n on 2.4 GHz. Use the no form of
this command to disable the radio to support 802.11n on 2.4 GHz.

11lngsupport enable radio radio-id

no 11ngsupport enable radio radio-id

Parameter o
o Parameter Description
Description
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radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11n is supported.
Command AP configuration mode

mode
Usage Guide  N/A
Configuration The following example enables radiol to support 802.11n on 2.4 GHz.

Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# llngsupport enable radio 1

Related L
Command Description
Commands
N/A N/A
Platform N/A
Description

4.6 llacsupport enable

Use this command to enable the specified radio to support 802.11ac. Use the no form of this
command to disable the radio to support 802.11ac.

1lacsupport enable radio radio-id

no 1lacsupport enable radio radio-id

Parameter o
o Parameter Description
Description
radio-id Radio ID. The range is from 1 to 96.
Defaults By default, 802.11ac is supported when the radio ID is even.
Command AP configuration mode
mode

Usage Guide  N/A

Configuration The following example enables radiol to support 802.11ac.
Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# llacsupport enable radio 1

Related o
Command Description
Commands
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Platform
Description

WBS Commands
N/A N/A

N/A

4.7 l1llaxsupport enable

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable the specified radio to support 802.11ax. Use the no or default form of
this command to disable the radio with 802.11ax.

1laxsupport enable radio radio-id

no 1laxsupport enable radio radio-id

default 11axsupport enable radio radio-id

Parameter Description

radio-id Radio ID. The range is from 1 to 96.
By default, 802.11ax is supported.

AP configuration mode, all-AP configuration mode

N/A

The following example enters AP0001 and disables radio 2 with 802.11ac.
Ruijie# configure terminal
Ruijie (config)# ap-config AP0001

Ruijie (config-ap)# no llaxsupport enable radio 2

Command Description
N/A N/A
N/A

4.8 802.11a network rate

Parameter

Description

Use this command to configure a RF rate list for the 802.11anetwork.
802.11a network rate {6 9|12 | 18|24 | 36| 48|54 } { disabled | mandatory | supported }

Parameter Description

6 Indicates 6Mbps rate.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

9

12

18

24

36

48

54
disabled
mandatory

supported

Indicates 9Mbps rate.
Indicates 12Mbps rate.

Indicates 18Mbps rate.
Indicates 24Mbps rate.
Indicates 36Mbps rate.
Indicates 48Mbps rate.

Indicates 54Mbps rate.
Not supported
Supported

Optional

WBS Commands

By default, the default value varies with the modes of the AP. For the 802.11a networks, the rates of

6, 12 and 24 are mandatory, and all others are supported.

AC configuration mode/AP configuration mode/AP group configuration mode

None

The following example disables 6Mbps for 802.11a users.

Ruijie (config) # ac-controller

Ruijie (config-ac)# 802.11la network rate 6 disabled
The following example disables 6Mbps for 802.11a users on AP001.

Ruijie (config) # ap-config AP001

Ruijie (config-ap)# 802.1la network rate 6 disabled

The following example disables 6Mbps for 802.11a users on default group.

Ruijie (config) # ap-group default

Ruijie (config-group)# 802.1la network rate 6 disabled

Command

N/A

49 802.11b network rate

Use this command to configure a RF rate list for the 802.11b network.

802.11b network rate {1 | 2| 5] 11} { disabled | mandatory | supported }

Description
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Parameter

Description

Defaults

Command
Mode
Usage Guide

Configuration

Examples

Parameter Description

1 Indicates 1Mbps rate.
2 Indicates 2Mbps rate.
5 Indicates 5Mbps rate.
11 Indicates 11Mbps rate.
disabled Not supported
mandatory Supported

supported Optional

By default, 1Mbps, 2Mbps, 5.5Mbps, 11Mbps are mandatory.

AC configuration mode/AP configuration mode/AP group configuraiton mode

None

The following example disables 1Mbps for 802.11b users.

Ruijie (config) # ac-controller

Ruijie (config-ac)# 802.11b network rate 1 disabled
The following example disables 1Mbps for 802.11b users on AP0O001.
Ruijie (config) # ap-config AP0O1

Ruijie (config-ap)# 802.11b network rate 1 disabled

The following example disables 1Mbps for 802.11b users on default group.
Ruijie (config) # ap-group default
Ruijie (config-group)# 802.11b network rate 1 disabled

4.10 802.11g network rate

Parameter
Description

Use this command to configure a RF rate list for the 802.11g network.

802.11g network rate {1 |2|5]|6]9|11]|12|18|24|36|48 |54 }{disabled | mandatory |
supported }

Parameter Description

1 Indicates 1Mbps rate.
2 Indicates 2Mbps rate.
5 Indicates 5Mbps rate.
6 Indicates 6Mbps rate.
9 Indicates 9Mbps rate.

11 Indicates 11Mbps rate.
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12 Indicates 12Mbps rate.

18 Indicates 18Mbps rate.

24 Indicates 24Mbps rate.

36 Indicates 36Mbps rate.

48 Indicates 48Mbps rate.

54 Indicates 54Mbps rate.

disabled Not supported

mandatory Supported

supported Optional
Defaults By default, 1Mbps, 2Mbps, 5.5Mbps, 11Mbps are mandatory. The others are optional.
Command AC configuration mode/AP configuration mode/AP group configuration mode

Mode
Usage Guide None

The following example disables 1Mbps for 802.11g users..

Ruijie (config) # ac-controller

Ruijie (config-ac)# 802.11g network rate 1 disabled

The following example disables 1Mbps for 802.11g users on AP0001.
Configuration Ruijie (config) # ap-config AP001
Examples Ruijie (config-ap)# 802.11b network rate 1 disabled

The following example disables 1Mbps for 802.11g users on default group.

Ruijie (config) # ap-group default

Ruijie (config-group)# 802.11b network rate 1 disabled

4.11 {802.11a | 802.11b} network [disable | enable]

Use this command to configure whether to enable or disable the 2.4GHz or 5GHZ network. When the
2.4GHz or 5GHZ network is disabled, all the wireless users connected with this wireless network will go

offline.

{802.11a | 802.11b } network [ disable | enable ]

Parameter Parameter Description
Description
Defaults The default is enable.

4-8



Command Reference

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

ac configuration mode.

None

Example 1: Configure the 802.11a network disable
Ruijie (config-ac)# 802.1la network disable

Command Description

N/A

4.12 80.211n a-mpdu enable

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to enable the specified radio to support AMPDU. Use the no form of this
command to disable the radio to support AMPDU.

802.11n a-mpdu enable radio radio-id

no 802.11n a-mpdu enable radio radio-id

Parameter Description

radio-id Radio ID. The range is from 1 to 96.
AMPDU is enabled by default.

AP configuration mode

This command takes effect only when the radio operates in 802.11n or 802.11ac,

The following example enables radiol to support AMPDU.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# 802.11ln a-mpdu enable radio 1

Command Description
N/A N/A
N/A

WBS Commands
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4,13 80.211n mcs support

Use this command to configure the modulation and coding scheme (MCS) index of 802.11n. Use the
no form of this command to restore the default MCS of 802.11n.

802.11n mcs support num radio radio-id

no 802.11n mcs support radio radio-id

Parameter o
o Parameter Description

Description
num MCS index. The range is from 0 to 31.
radio-id Radio ID. The range is from 1 to 96.

Defaults The default MCS index of 802.11n is 31.

Command AP configuration mode

mode

Usage Guide  N/A

Configuration The following example configures the MCS index to 15 of 802.11n for radiol.
Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# 802.11n mcs support 15 radio 1

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

4.14 80.211ac mcs support

Use this command to configure the modulation and coding scheme (MCS) index of 802.11ac. Use the
no form of this command to restore the default MCS of 802.11ac.

802.11ac mcs support num radio radio-id

no 802.11ac mcs support radio radio-id

Parameter o
o Parameter Description
Description
num MCS index. The range is from 0 to 39.
radio-id Radio ID. The range is from 1 to 96.
Defaults The default MCS index of 802.11ac is 39.
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Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

AP configuration mode

N/A

The following example configures the MCS index to 19 of 802.11ac for radiol.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# 802.llac mcs support 19 radio 1

Command Description
N/A N/A
N/A

4.15 802.11ax mcs support

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Use this command to configure the maximum 802.11ax MCS index value. Use the no form of this
command to restore the default settings.

802.11ax mcs support num radio radio-id

no 802.11ax mcs support radio radio-id

Parameter Description
num MCS index. The range is from O to 95.
radio-id Radio ID. The range is from 1 to 96.

By default, the maximum 802.11 ax MCS index value is 95.

AP configuration mode, all-AP configuration mode

1. The configuration takes effect only when the AP radios operate in 802.11ax mode.

2. Number of spatial streams = Maximum MCS index value/12 +1.

For example, if the maximum MCS index value is 31, the maximum number of spatial streams is 3.

The following example sets the maximum 802.11ax MCS index value to 9 for radio 2.
Rui jie# configure terminal

Ruijie(config)# ap—config AP0001

Ruijie (config-ap)# 802.l1lax mcs support 9 radio 2
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Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

4.16 ampdu-retries

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

In a wireless network, AMPDU software retransmission is adopted to reduce the sub-frame loss. The
more retransmission attempts, the less the package loss. However excessive retransmission attempts
increase the workload of air interfaces, which reduce the immediacy of other packages. So, it is
recommended to configure more retransmission attempts when sub-frame loss frequently occurs.

ampdu-retries times radio radio_id

Parameter Description
times Retransmission times. The range is from 1 to 10.
radio-id Radio ID. The range is from 1 to 96.

By default, the retransmission times is 10.

AP configuration mode

N/A

The following example enters the configuration mode of AP0001 and sets the AMPDU software
retransmission times to 2.
Ruijie (config) #ap-config AP0001

Ruiejie (config-ap) #ampdu-retries 2 radio 1

Command Description
N/A N/A
N/A

4.17 ampdu-rts

Use this command to enable the Request to Send (RTS) protection mode for the AMPDU packets.
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Parameter
Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Use the no form of this command to disable the RTS mode.
ampdu-rts radio { radio-id | 802.11b | 802.11a }

no ampdu-rts radio { radio-id | 802.11b | 802.11a}

Parameter Description

radio-id Radio ID. The range is from 1 to 96.

802.11b Configures radios on all 2.4 GHz frequency band.
802.11a Configures radios on all 5.8 GHz frequency band.

This function is disabled by default.

AP configuration mode

N/A

The following example enters the configuration mode of AP0001 and enables the AMPDU RTS
protection on the radio 1.

Ruijie (config) # ap- config AP0001

Ruieji (config-ap) # ampdu-rts radio I

Command Description
N/A N/A
N/A

4.18 antenna receive

Parameter
Description

Defaults

Use this command to configure the receiving antenna type of the specified radio for the specified AP
or all APs of the specified AP group.
antenna receive value radio radio-id

Parameter Description
value Antenna mask. The range is from 1 to 255.
radio-id Radio ID. The range is from 1 to 96.

For AP configuration mode, the default receiving antenna type depends on device model.
For AP group configuration mode, there is no default setting.
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Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

AP configuration mode/AP group configuration mode

This command takes effect only on the AP device operating in 802.11n.

The following example configures the receiving antenna type to 5 for APOO1.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# antenna receive 5 radio 1

The following example configures the receiving antenna type to 5 for AP group.
Ruijie (config) # ap-group default

Ruijie (config-group)# antenna receive 5 radio 1

Command Description
N/A N/A
N/A

4.19 antenna transmit

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Use this command to configure the transmitting antenna type of the specified radio or all APs of the
specified AP group..
antenna transmit value radio radio-id

Parameter Description
value Antenna mask. The range is from 1 to 255.
radio-id Radio ID. The range is from 1 to 96.

For AP configuration mode, the default receiving antenna type depends on device model.
For AP group configuration mode, there is no default setting.

AP configuration mode/AP group configuration mode

This command takes effect only on the AP device operating in 802.11n.

The following example configures the transmitting antenna type to 7 on AP0O1.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# antenna transmit 7 radio 1

The following example configures the transmitting antenna type to 7 on the AP group (default).
Ruijie (config) # ap-group default

Ruijie (config—-group) # antenna transmit 7 radio 1
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Related

Commands

Platform
Description

Command Description
N/A N/A
N/A

4.20 antennatype

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Use this command to configure an omnidirectional antenna or a directional antenna for a specified radio
of a specified AP or of all APs in a specified AP group. Use the no form of this command to configure the
default antenna type for a specified radio of a specified AP or of all APs in a specified AP group. Use the
default form of this command to restore the default antenna type for a specified radio of a specified AP
or of all APs in a specified AP group.

antenna type { omnidirection | direction } [ radio radio-id ]

no antennatype [ radio radio-id ]

default antennatype [ radio radio-id ]

Parameter Description

omnidirection Indicates an omnidirectional antenna.

direction Indicates a directional antenna.

radio-id Specifies the ID of a radio. The value ranges from 1 to 96.

An omnidirectional antenna is used by default.

AP configuration mode, all-AP configuration mode, and AP group configuration mode

14

1. This configuration is valid only to radios supporting both omnidirectional antennas and directional
antennas.

2. If the internal antennas and external antennas can be switched, the configuration of internal and
external antennas takes effect prior to that of omnidirectional and directional antennas.

3. When no radio is specified, the configuration takes effect on all radios of an AP.

4. The antenna type omnidirection and antenna type direction radio radio-id commands cannot be
simultaneously configured for a specific AP/AP group/all APs; otherwise, the later configuration

overwrites the previous configuration.

The following example enables radio 1 to use a directional antenna in AP0001 configuration mode.

Ruijie (config) # ap-config AP0001
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Verification

Platform

Description

4.21 apsd

Parameter

Description

Ruijie (config-ap)# antenna type direction radio 1

The following example enables all radios to use directional antennas in AP group configuration mode
(default).

Ruijie (config)# ap-group default

Ruijie (config—-group) # antenna type direction

The following example enables all radios 2 to use directional antennas in all-AP configuration mode.
Ruijie (config)# ap-config all

Ruijie (config-ap)# antenna type direction radio 2

The following example configures the antenna type for all radios and a specified radio at the same time.

However, the later configuration overwrites the previous configuration.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# antenna type omnidirection
Ruijie (config-ap)# antenna type direction radio 1
Ruijie (config-ap)# antenna type direction radio 2
Ruijie (config-ap)# show ap-config running

|

ap-config AP0001

antenna type direction radio 1

antenna type direction radio 2 //The later configuration overwrites the previous
configuration, that is, the configuration of the specific radio prevails.

1. Run the show ap-config running ap-name command to display the transmit antenna configuration
for a specified AP radio.

2. Run the show running-config command to display the transmit antenna configuration for the radios
of an AP group.

This command is supported on ACs.

Use this command to enable the unscheduled-automatic power save delivery (U-APSD) mode for the
specified radio of an AP device.

apsd { enable | disable } radio radio-id

Parameter Description
enable Enables the U-APSD mode.
disable Disables the U-APSD mode.
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radio-id Radio ID. The range is from 1 to 96.
Defaults U-APSD mode is enabled by default.
Command AP configuration mode

mode
Usage Guide  N/A
Configuration The following example enables the U-APSD mode for radiol.

Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap) #apsd enable radio 1

Related

Command Description
Commands
N/A N/A
Platform N/A
Description
4.22 autowifi
Use this command to enable one-click WLAN configuration on an unconfigured device. Use the no
form of this command to remove the one-click WLAN configuration.
autowifi
no autowifi
Parameter Parameter Description
Description N/A N/A
Defaults N/A
Command AC global configuration mode
Mode

One-click WLAN configuration function is provided for fast configuration on an unconfigured device,

Usage Guide A In general, this function aims at helping the scenario investigator to improve efficiency and
helping the channel distributors to test WLAN performance in a more convenient way.

Configuration  The following example configures one-click WLAN configuration.
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Related

Commands

Platform
Description
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Ruijie (config) # autowifi

Command Description
N/A N/A
N/A

4.23 assoc-rssi

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the minimum RSSI for the STA to associate with the specified AP.
Use the no form of this command to restore the default setting.

response-rssi rssi radio radio-id

no response-rssi radio radio-id

Parameter Description
rssi Specifies the RSSI. The range is from 0 to 100. The unit is dBm.
radio-id Radio ID. The range is from 1 to 96.

The default RSSI is 0, namely, the STA any RSSI can associate with the AP.

AP configuration mode

This command is used to clear sticky STAs in roaming scenario, It is recommended to set RSSI to a
value in the range from 15 to 30.

The following example enters AP0001 configuration mode and sets the minimum RSSI for the STA to
associate with AP0O001 to 15.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# assoc-rssi 15 radio 1

Command Description
N/A N/A
N/A
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4.24 beacon dtim-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the period of delivery transmission indication messages (DTIM) for the

specified radio.

beacon dtim-period period-num radio radio-id

Parameter Description

period-num DTIM period, which indicating the beacon periods. The
range is from 1 to 255.

radio-id Radio ID. The range is from 1 to 96.

The default DTIM period is 1 (namely, 1 beacon period).

AP configuration mode.

N/A

The following example configures the DTIM period of radio 1 of AP0O001 to 30 beacon periods.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# beacon dtim-period 30 radio 1

Command Description
N/A N/A
N/A

4.25 beacon period

Parameter

Description

Defaults

Command
Mode

Use this command to configure the beacon period forthe specified radio of the specified AP.

beacon period milliseconds radio radio-id

Parameter Description

milliseconds Beacon period. The range is from 20 to 1,000. The unit is
millisecond.

radio-id Radio ID. The range is from 1 to 96.

The default is beacon period is 100 milliseconds.

AP configuration mode.

4-19



Command Reference WBS Commands

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

N/A

The following example configures the beacon period of radio 1 of APO001 to 200 milliseconds.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# beacon period 200 radio I

Command Description

N/A

4.26 beacon rate

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related
Commands

Use this command to configure the beacon rate for the specified radio. Use the no form of this
command to restore the default beacon rate.

beacon rate rate-Mbps radio {radio-id | 802.11b | 802.11a}

no beacon rate radio {radio-id | 802.11b | 802.11a}

Parameter Description

Specifies the beacon rate.
1, The rate blocked in the rate set cannot be set as a beacon rate.

rate-Mbps
2. The rates of 1Mbps, 2Mbps, 5.5Mbps and 11 Mbps are not
supported by the radios on 5 GHz.

radio-id Radio ID. The range is from 1 to 96.

802.11b Configures radios on all 2.4 GHz frequency band.

802.11a Configures radios on all 5.8 GHz frequency band.

No beacon rate is configured by default.

AP configuration mode

N/A
The following example configures the beacon rate of radiol to 12Mbps.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# beacon rate 12.0 radio 1

Command Description

N/A N/A
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Platform
Description
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N/A

4.27 chan-width

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Use this command to set the bandwidth of the specified radio.
chan-width {20 | 40 | 80 | 160 } radio { radio-id | 802.11b | 802.11a }

Parameter Description

20 Sets the radio width to 20 Mbps.

40 Sets the radio width to 40 Mbps.

80 Sets the radio width to 80 Mbps.

160 Sets the radio width to 160 Mbps.

radio-id Sets radio ID. The range is from 1 to 96.

802.11b Configures radios on all 2.4 GHz frequency band.
802.11a Configures radios on all 5.8 GHz frequency band.

The default channel bandwidth of 5.8G radio on 802.11ax new products is 40 Mbps.
The default channel bandwidth of the other radio is 20 Mbps.

AP configuration mode

The radio bandwidth configuration takes effect only for the AP device operating at 802.11n mode.

The following example sets the radio width of radiol to 40 Mbps.

Examples Ruijie(config)# ap-config AP0001
Ruijie (config-ap)# chan-width 40 radio 1
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description
4.28 channel

Use this command to configure a channel for the specified radio of the specified AP.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

WBS Commands

channel { global | channel-id } radio { radio-id | 802.11b | 802.11a }

Parameter
chan-id

global

radio-id
802.11b

802.11a

By default, the global parameter is used.

AP configuration mode.

N/A

Description

Specifies the channel ID.

Indicates that the channel is specified through the radio
resource management (RRM) function.

Sets radio ID. The range is from 1 to 96.

Configures radios on all 2.4 GHz frequency band.

Configures radios on all 5.8 GHz frequency band.

The following example specifies channel 6 for radio 1.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# channel 6 radio 1

Command

N/A

4.29 channel-switch

Parameter

Description

Defaults

Command
Mode

Usage Guide

Description

Use this command to specify two radio for channel switch.

channel-switch radio-id1 radio-id2

Parameter
radio-id1
radio-id2

N/A

AP configuration mode.

N/A

Description
Specifies the first radio ID, in the range from 1 to 96.

Specifies the first radio ID, in the range from 1 to 96.
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The following example enters AP0001 configuration mode and specifies radio 1 and radio 3 for
Configuration  channel switch.
Examples Ruijie (config)# ap-config AP0001

Ruijie (config-ap)# channel-switch 1 3

Related Command Description
Commands - -

Platform N/A

Description

4.30 country

Use this command to specify a country code for an AC device. Use the no form of this command to

remove the country code settings for an AC device.

country country-code

no country country-code

Use this command to specify a country code for the specified radio of an AP device.

country country-code radio radio-id | [ 802.11b | 802.11a]}

Parameter Description
Parameter
o country-code Country code.
Description : :
radio-id Sets radio ID. The range is from 1 to 48.
802.11b Configures radios on all 2.4 GHz frequency band.
802.11a Configures radios on all 5.8 GHz frequency band.
Default By default, the country code supported by an AC device is CN, and the country code used by an AP
efaults
device is CN.
Command AC/AP configuration mode.
Mode
1. The country code "CN" supported by an AC cannot be deleted.
2. This command cannot be configured for all APs at the same time.
Usage Guide 3. Before configuring a country code for an AP, add the country code to the country code set

supported by the AC. If the country code used by an AP changes, the radio band, channel, and
power of the AP change accordingly.

4. 1f802.11b is specified, the country code is configured for all 2.4 GHz radios; the configuration
takes effect when the AP goes online for the first time, and it takes effect on the specified radios
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Configuration
Examples

Related

Commands

Platform
Description

only. When 802.11a is specified, the country code is configured for all 5.8 GHz radios; the
configuration takes effect when the AP goes online for the first time and it takes effect on the
specified radios only.

5. 2.4 GHzradios do not support channel 14.

The following example configures a country code supported by an AC device to US.
Ruijie (config) # ac-controller

Ruijie (config- ac)# country US

Ruijie (config- ac)# exit

The following example configures a country code for radio 1 of APO001 to US.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# country US radio 1

Command Description

N/A

4.31 country-code

Parameter

Description

Defaults

Command

mode

Usage Guide

Use this command to specify a country code for an AC device. Use the no form of this command to
remove the country code settings for an AC device.

country-code country-code

no country country-code

Parameter Description

country-code Sets the country code.

By default, the country code supported by an AC device is CN, and the country code used by an AP
device is CN.

Global configuration mode

The country codes that are currently supported include:

AE United Arab Emirates
AM Armenia
AR Argentina
AT Austria
AU Australia
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Azerbaijan
Belgium
Bulgaria
Bahrain
Brunei Darussalam
Bolvia
Brazil
Belarus
Belize
Canada
Switzerland
Chile
China
Colombia
Costa Rica
Cyprus
Czech Republic
Germany
Denmark
Dominican Republic
Ecuador
Estonia
Egypt
Spain
Finland
France
United Kingdom
Georgia
Greece
Guatemala
Hong Kong
Honduras
Croatia
Hungary
Indonesia
Ireland
Israel

India

Iraq

Iran
Iceland
Italy

Jordan
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P
KP
KR
KW
KZ
LB
LI
LK
LT
LU
LV
MA
MC
MK
MO
MT
MX
MY
NG
NL
NO
NZ
oM
PA
PE
PH
PK
PL
PR
PT
QA
RO
RU
SA
SE
SG
si
SK
sv
Y%
TH
N
TR

Japan
North Korea
Korea ROC
Kuwait
Kazakhstan
Lebanon
Liechtenstein
Sri Lanka
Lithuania
Luxembourg
Latvia
Morocco
Monaco
Macedonia
Macau
Malta
Mexico
Malaysia
Nigeria
Netherlands
Norway
New Zealand
Oman
Panama
Peru
Philippines
Pakistan
Poland
Puerto Rico
Portugal
Qatar
Romania
Russia
Saudi Arabia
Sweden
Singapore
Slovenia
Slovak Republic
El Salvador
Syria
Thailand
Tunisia

Turkey
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TT
TW
UA
us
uy
uz
VE
VN
YE
ZA
ZW

Trinidad & Tobago
Taiwan

Ukraine

United States
Uruguay
Uzbekistan
Venezuela
Vietnam

Yemen

South Africa

Zimbabwe

Radio, channel and transmit power vary with the country code.

Channel 14 is not supported for 2.4G.

Configuration

The following example configures a country code supported by an AC device to US.

Examples
Ruijie (config) # country-code US
Ruijie(config)# exit
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

4.32 coverage-area-control

WBS Commands

Use this command to set the coverage area control power. Use the no form of this command to

restore the default coverage area control power.

coverage-area-control power [ radio { radio-id | 802.11b | 802.11a }]

no coverage-area-control [ radio { radio-id | 802.11b | 802.11a } ]

Parameter
o Parameter
Description
power
radio-id
802.11b
802.11a
Defaults The default value is 0.

Description

Specifies the coverage area control power. The unitis dBm. The

range is from 0 to 32.
Sets radio ID. The range is from 1 to 96.
Configures radios on all 2.4 GHz frequency band.

Configures radios on all 5.8 GHz frequency band.
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Command

mode
Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

4.33 ebag

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

AP configuration mode/AP group configuration mode

N/A

The following example enters APO001 configuration mode and sets the coverage area control power
to 20.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# coverage-area-control 20

The following example enters AP group configuration mode and sets the coverage area control power
to 20.

Ruijie (config) # ap-group default

Ruijie (config-group) # coverage-area-control 20

Command Description
N/A N/A
N/A

Use this command to enable ebag network optimization. Use the no form of this command to disable
ebag network optimization.

ebag

no ebag

Parameter Description
N/A N/A

N/A

AP configuration mode

This command is generally used in e-bag scenario. Use this function with caution in other scenarios.

The following example enables ebag network optimization.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# ebag
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Related

Commands

Platform
Description
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Command Description
N/A N/A
N/A

4.34 enable-radio

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable a/all radio for an AP device. Use the no form of this command to disable

a/all radios.
enable-radio { radio-id | all }

no enable-radio { radio-id | all }

Parameter Description
radio-id Radio ID. The range is from 1 to 96.
all Enables all radios.

By default, all radios of the AP device are enabled.

AP configuration mode.

Note:

This operation may result in offline of all the wireless users connected to the specified radio.
The following example enters the configuration mode of APO001 and disables radio 1.

Ruijie (config) # ap- config AP0001

Ruieji (config-ap)# no enable-radio I

Command Description
N/A N/A
N/A

4.35 eth-schd

Use this command to configure maximum number of Ethernet packets received on the AP device for
one time. Use the no form of this command to restore the default number of packets received for one

time.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

eth-schd limit

no eth-schd

Parameter Description

limit The maximum number of Ethernet packets received for one

time. The range is from 1 to 256.

The default limit value varies by AP model.

AP configuration mode

You can improve the network performance by raising the received Ethernet packets limit for every
time on an AP, at the cost of reducing immediacy of packets of key services. With regard to
applications which are multi-user concurrent and real-time sensitive, such as electronic schoolbag,
requiring only ordinary networks, you are recommended to decrease the value of received Ethernet
packets limit per time to 25.

The following example enters the configuration mode of APO001 and sets the maximum number of
the Ethernet packets received per time to 50.

Ruijie (config) # ap- config AP0001

Ruieji (config-ap)# eth-schd 50

Command Description
N/A N/A
N/A

4.36 external-antenna enable

Parameter

Description

Defaults

Command

Use this command to enable the external antenna and disable the built-in antenna on the AP device.
external-antenna enable radio radio-id
no external-antenna enable radio radio-id

Parameter Description

radio-id Specifies the radio ID in the range from 1 to 96.

By default, the built-in antenna is enabled, and the external antenna is disabled.

AP configuration mode

4-30



Command Reference WBS Commands
mode

Usage Guide  N/A

Configuration The following example enables the external antenna and disables the built-in antenna on AP0O01.

Examples Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# external-antenna enable radio 1

Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

4.37 extra-coverage

Use this command to enable client access to the third radio. Use the no or default form of this
command to restore the default settings.

extra-coverage enable

no extra-coverage enable

default extra-coverage enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AP configuration mode/AP group configuration mode
mode

Usage Guide  N/A

Configuration The following example enters AP0O001 configuration mode and enables client access to the third

Examples radio.

Ruijie (config) # ap-config AP0001
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Related

Commands

Platform
Description

Ruijie (config-ap)# extra-coverage enable

The following example enters AP0001 configuration mode and disables client access to the third
radio.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no extra-coverage enable

The following example enters AP0001 configuration mode and restores the default settings.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# default extra-coverage enable

Command Description
N/A N/A
N/A

4.38 fragment-threshold

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related

Use this command to set a fragment threshold for a radio. Use the no form of this command to
restore the default fragment threshold.

fragment-threshold value radio radio-id

no fragment-threshold radio radio-id

Parameter Description

Specifies the fragment threshold. The value is an even number
ranging from 256 to 2.346.

value

radio-id Radio ID. The range is from 1 to 96.

The default fragment threshold is 2,346.

AP configuration mode

N/A

The following example sets the fragment threshold of radiol to 1,538.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# fragment-threshold 1538 radio 1

Command Description
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Commands

Platform
Description

N/A

N/A

4.39 green-field enable

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

4.40 hap-poe enable radio

N/A

WBS Commands

Use this command to enable the green-field protection mode for the specified radio. Use the no form

of this command to disable the green-field protection mode.

green-field enable radio radio-id

no green-field enable radio radio-id

Parameter

radio-id

Description

Radio ID. The range is from 1 to 96.

By default, the green-field protection mode is disabled.

AP configuration mode

This command is supported only for the radio on 2.4 GHz.

The following example enables the green-field protection mode for radiol.

Ruijie (config)# ap-config AP0001

Ruijie (config-ap)# green-field enable radio 1

Command

N/A

N/A

Description

N/A

Use this command to switch the radio when the power supply is insufficient. Use the no form of this

command to restore the default setting.
hap-poe enable radio {802.11a | 802.11b }

default hap-poe enable
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Parameter e
o Parameter Description
Description
802.11a Switches to 5G when the power supply is insufficient.
802.11b Switches to 2.4G when the power supply is insufficient.
Defaults This function is disabled by default.
Command AP configuration mode, AP group configuration mode and all-AP configuration mode
mode

Usage Guide If the power supply is sufficient, there is no limit to the working radio.

Configuration The following example switches to 5G when the power supply is insufficient. .
Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap)# hap-poe enable radio 802.1lla

Related —
Command Description
Commands
N/A N/A
Platform N/A
Description
4.41 ldpc
Use this command to enable low density parity check (LDPC) coding for the specified radio. Use the no
form of this command to disable LDPC coding.
Idpc radio radio-id
no ldpc radio radio-id
Parameter Parameter Description
Description radio-id Radio ID. The range is from 1 to 96.
Defaults By default, LDPC coding is enabled.
Command AP configuration mode
Mode

Usage Guide N/A
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The following example enters the configuration mode of APO001 and enables LDPC coding on radio
Configuration 1.
Examples Ruijie (config) # ap-config AP000I

Ruieji (config-ap)# ldpc radio I

Related Command Description
Commands N/A N/A
Platform N/A

Description

4.42 link-check

Use this command to enable/disable link check.. Use the no form of this command to restore the
default setting.

link-check { enable | disable }

no link-check { enable | disable }

Parameter Parameter Description

Description enable Enables link check.
disable Disables link check.

Defaults Link check is disabled by default.

Command Global configuration mode

mode

Usage Guide  N/A

Configuration The following example enables link check.

Examples Ruijie (config) # link-check enable

The following example disables link check.
Ruijie (config)# link-check disable
or

Ruijie (config) # no link-check enable

Related o
Command Description
Commands
N/A N/A
Platform N/A
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Description

4.43 linktest
Use this command to display the link information about a wireless client.
linktest H.H.H

Parameter Parameter Description

Description H.H.H MAC address of the wireless client.

Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the link information about a wireless client.
Ruijie# linktest cca2.2352.768d
Link test station(cca2.2352.768d):

Signal strength in the form of RSSI : 55
Configuration Signal quality in the form of SNR: =37
Examples Total number of packets that are retried: 9

Maximum retry count for a single packet: 16

Number of lost packets: 0

Data rate of a successfully transmitted packet: 0

Related Command Description
Commands N/A N/A
Platform N/A

Description

4.44 mcast-rate

Use this command to configure the multicast rate for WLAN. Use the no form of this command to
restore the default multicast rate of WLAN.

mcast-rate mcast-num

no mcast-rate

Parameter o
o Parameter Description
Description
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WLAN multicast rate.

mcast-num )
The available rates: 1Mbps, 6Mbps, 11Mbps, 24Mbps, 54Mbps.
Defaults The default WLAN multicast rate is 24Mbps.
Command WLAN configuration mode

mode
Usage Guide  N/A
Configuration The following example configures the multicast rate of WLAN2048 to 11Mbps.

Examples Ruijie (config) # wlan-config 2048

Ruijie (config-wlan)# mcast-rate 11

Related —
Command Description
Commands
N/A N/A
Platform N/A
Description
4.45 mcell
Use this command to enable mcell for the specified radip. Use the no form of this command to
remove the configuration.
mcell enable radio radio-id
no mcell enable radio radio-id
Parameter o
o Parameter Description
Description
radio-id Specifies a radio ID, in the range from 1 to 96.
Defaults This function is disabled by default.
Command AP configuration mode
mode
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Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

N/A

The following example enables mcell for radio 1.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# mcell enable radio 1

Command Description
N/A N/A
N/A

4.46 mu-mimo enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to enable MU-MIMO for the specified radio. Use the no or default form of this
command to restore the default setting.

mu-mimo enable radio radio-id

no mu-mimo enable radio radio-id

default mu-mimo enable radio radio-id

Parameter Description

radio-id Specifies a radio, in the range from 1 to 96.

MU-MIMOis enabled by default.

AP configuration mode/ All-AP configuration mode/AP group configuration mode

The following example enters AP0001 configuration mode and enable MU-MIMO for radiol.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# mu-mimo enable radio 1

The following example enters AP0001 configuration mode and disables MU-MIMO for radio2.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no mu-mimo enable radio 2

The following example enters AP0001 configuration mode and restores MU-MIMO setting for radio3.
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Related

Commands

Platform
Description

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# default mu-mimo enable radio 3

The following example enters All-AP configuration mode and enables MU-MIMO for radiol.
Ruijie (config) # ap-config all

Ruijie (config-ap)# mu-mimo enable radio 1

The following example enters default configuration mode and enables MU-MIMO for radiol.
Ruijie (config)# ap-group default

Ruijie (config-group) # mu-mimo enable radio 1

Command Description
N/A N/A
N/A

4.47 ofdma enable

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Use this command to enable RF OFDMA. Use the no form of this command to restore the default
settings.

ofdma enable radio radio-id

no ofdma enable radio radio-id

Parameter Description

Specifies the IDs of the radios enabled with RF OFDMA. The value
ranges from 1 to 96.

radio-id

OFDMA is enabled by default.

AP configuration mode/all-AP configuration mode/AP group configuration mode

Only OFDMA-supported radio can be enabled with OFDMA.

The following example enters AP001 configuration mode and disables OFDMA for radio2.
Ruijie# configure terminal

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# no ofdma enable radio 2

The following example enters all-AP configuration mode and disables OFDMA for radio2.
Ruijie# configure terminal

Ruijie (config) # ap-config all

Ruijie (config-ap)# no ofdma enable radio 2

The following example enters default configuration mode and disables OFDMA for radio2.
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Related

Commands

Platform
Description

Ruijie# configure terminal
Ruijie (config)# ap-group default

Ruijie (config-group)# no ofdma enable radio 2

Command Description
N/A N/A
N/A

4.48 peer-distance

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the maximum distance between the specified radio and the peer.
peer-distance val radio radio-id

Parameter Description

The maximum distance between the radio and the peer. The range is
from 1,000 to 25,000. The unit is meter.
radio-id Radio ID. The range is from 1 to 96.

val

The default distance between the radio and the peer is 1,000 meters.

AP configuration mode

N/A

The following example configures the maximum distance between radio and the peer to 3,000
meters.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# peer-distance 3000 radio 1

Command Description
N/A N/A
N/A
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4.49 power local

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure trasmit power for the specified radio of the specified AP.

power local { global | power } radio { radio-id | 802.11b | 802.11a}

Parameter Description

power Indicates the percentage of transmit power. The range is
from 1 to 100.

Global Indicates that the transmit power is specified through
RRM for the specified AP or all APs of the specified AP
group.

radio-id Radio ID. The range is from 1 to 96.

802.11b Configures 2.4GHz radio.

802.11a Configures 5.8GHz radio.

By default, the global parameter is used.

AP configuration mode/AP group configuration mode

N/A

The following example configures the transmit power of radiol of APO001 to 50%.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# power local 50 radio 1

The following example configures the transmit power of radio 1 of AP group (default) to 50%.
Ruijie (config) # ap-group default

Ruijie (config-group) # power local 50 radio 1

Command Description
N/A N/A
N/A

4.50 preamable

Use this command configure the preamable attribute for the specified radio of the specified AP.

preamable {long | short } radio radio-id
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

WBS Commands

Parameter Description

radio-id Radio ID. The range is from 1 to 96.

long Indicates that the AP transmits only frames of long
preamable.

short Indicates that the AP transmits frames of short or long

preamable.

By default, is short parameter is used.

AP configuration mode.

N/A

The following example configures the preamable attribute of radio 1 of APO001 to long.
Ruijie (config) # ap-config AP0001
Ruijie (config-ap) # preamable long radio I

Command Description
N/A N/A
N/A

4.51 radio-type

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to configure the RF mode for the specified radio of the specified AP.

radio-type radio-id {802.11a | 802.11b}

Parameter Description

radio-id Radio ID. The range is from 1 to 96.
802.11a Indicates the 5GHz band is used.
802.11b Indicates the 2.4GHz band is used.

By default, the AP device with single radio (namely, radiol) operates in 2.4 GHz, while the AP device
with dual radios can operate in 2.4 GHz (radiol) and 5 GHz (radio2).

AP configuration mode.

N/A

The following example configures radio 1 of APO001 to operates in 2.4 GHz.
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Examples

Related

Commands

Platform
Description

Ruijie (config) # ap-config AP000I
Ruijie (config-ap)# radio-type 1 802.1l1la

Command Description
N/A N/A
N/A

4.52 response-rssi

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to set the minimum received signal strength indication (RSSI) for wireless client to
associate with the AP. Use the no form of this command to restore the default setting.

response-rssi rssiradio { radio-id | 802.11b | 802.11a }

no response-rssi radio radio-id { radio-id | 802.11b | 802.11a }

Parameter Description

rssi Specifies the RSSI. The range is from 0 to 100. The unit is dBm.
radio-id Radio ID. The range is from 1 to 96.

802.11b Configures radios on all 2.4 GHz frequency band.

802.11a Configures radios on all 5.8 GHz frequency band.

The default RSSI is 0, namely, the wireless client of any RSSI can associate with the AP.

AP configuration mode

N/A

The following example configures the minimum access RSSI to 20.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# response-rssi 20 radio 1

Command Description
N/A N/A
N/A
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4 .53 rts-threshold

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Use this command to configure the RTS threshold of the specified radio. Use the no form of this
command to restore the default RTS threshold.

rts-threshold value radio radio-id

no rts-threshold radio radio-id

Parameter Description
value RTS threshold. The unit is byte. The range is from 257 to 2,347.
radio-id Radio ID. The range is from 1 to 96.

The default RTS threshold is 2,347.

AP configuration mode

N/A

The following example configures the RTS threshold of radiol to 1,539.

Examples Ruijie (config)# ap-config AP0001
Ruijie (config-ap)# rts-threshold 1539 radio 1
Related -
Command Description
Commands
N/A N/A
Platform N/A
Description
4.54 short-gi
Use this command to enable the radio to support short-gi. Use the no form of this command to disable
the radio to support short-gi.
short-gi enable radio radio-id chan-width {20 | 40 | 80 |160 }
no short-gi enable radio radio-id chan-width {20 | 40 | 80 |160 }
Parameter Description
Parameter radio-id Radio ID. The range is from 1 to 96.
Description 20 Configures the channel bandwidth to 20 Mbps.
40 Configures the channel bandwidth to 40 Mbps.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

WBS Commands

80 Configures the channel bandwidth to 80 Mbps.
160 Configures the channel bandwitdth to 160 Mbps.

By default, 20Mbps, and 40Mbps at 2.4GHz radio are enabled. 20Mbps, 40Mbps, 80Mbps and
160Mbps at 5.8GHz radio are enabled.

AP configuration mode

N/A

The following example enables radiol to support the short-gi of 20Mbps.
Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# short-gi enable radio 1 chan-width 20
The following example disables radio2 to support the short-gi of 40Mbps.
Ruijie (config) #ap-config AP0001

Ruijie (config-ap)# no short-gi enable radio 2 chan-width 40

Command Description
N/A N/A
N/A

4 .55 short-slot-time

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Use this command to enable short slot time for the AP device. Use the no form of this command to
disable short slot time.

short-slot-time radio radio-id

no short-slot-time radio radio-id

Parameter Description

radio-id Radio ID. The range is from 1 to 96.

By default, short slot time is enabled on the AP device.

AP configuration mode

Short slot time takes effect only on the AP working in 5GHz.

The following example enables short slot time on radiol.

Ruijie (config) #ap-config AP0001
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Related

Commands

Platform
Description

4.56 stbc

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Ruijie (config-ap)# short-slot-time radio 1

Command Description
N/A N/A
N/A

Use this command to enable space-time block code (STBC) for the specified radio. Use the no form of
this command to disable STBC.

stbc radio radio-id
no stbc radio radio-id

Parameter Description
radio-id Radio ID. The range is from 1 to 96.

By default, STBC is enabled.

AP configuration mode

N/A

The following example enters the configuration mode of APO001 and enable STBC for radiol.

Ruijie (config) # ap- config AP0001
Ruieji (config-ap)# stbc radio I

Command Description
N/A N/A
N/A

4.57 show ac-config { 802.11a | 802.11b } summary

Use this command to display the AP devices supporting in 802.11a/b on the AC device.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

show ac-config { 802.11a | 802.11b } summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the AP devices supporting 802.11a on the AC device.
Ruijie#show ac-config 802.l1la summary
slot id Radio Base MAC

Index Ap name state

load (%) noise (dBm) interfere (%)

1 ap320v1.0 2 0000.0000.0000 Enable
0 -110 0

2 00d0.fb88.7812 2 00d0.fb88.7815 Enable
0 -110 0

Command Description

N/A N/A

N/A

4 .58 show antenna all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to display antenna status of all APs.

show antenna all

Parameter Description
N/A N/A
N/A

Privileged EXEC Mode.

Use this command to display the antenna status.
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Configuration The following example displays the antenna status of all APs.

Examples Ruijie# show antenna all
ap's antenna state R1 R2
R3 R4 R5 R6
ap 0123 0123 O

123 0123 0123 0123

APD-M4 -NN- -NY- -
NN- -NN- - --- - - - -
Related L
Command Description
Commands
N/A N/A
Platform N/A
Description

4.59 show antenna single

Use this command to display antenna status of the specified AP.

show antenna single ap-name

Parameter -
o Parameter Description
Description
ap-name AP device name.
Defaults N/A
Command Privileged EXEC Mode.
Mode

Usage Guide  Use this command to display the antenna status of the specified AP.

Configuration The following example displays the antenna status of “APD-M4”:

Examples L .
P Ruijie# show antenna single APD-M4

ap[APD-M4] antenna state
Rl1-1: N

R1-2: N
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R2-1: N
R2-2: N
R3-1: N
R3-2: N
R4-1: N
R4-2: N
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

4.60 show ap-config radio

Use this command to display the radio configuration of all APs .

show ap-config radio

Parameter Parameter Description
Description N/A N/A
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the radio configuration of all AP devices.
Ruijie#show ap-config radio

Show all AP radios:

AP Name MAC Address Radio MAC
Radio MAC
Configuration .~~~
Examples
AP0001 N/A N/A N/A
Field Description
AP Name AP Name
MAC Address AP MAC address
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Related

Commands

Platform

Description

Radio MAC MAC address of odd Radio ID
Radio MAC MAC address of even Radio ID
Command Description
N/A N/A
N/A

4.61 show ap-config radio ap-name

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Use this command to display the radio configuration of all APs.

show ap-config radio ap-name ap-name

Parameter Description
ap-name AP device name
N/A

Privileged EXEC mode

N/A

The following example displays the radio configuration of all APs.
Rui jie#tshow ap—config radio ap—name

Radio ID Radio Type STA NUM Channel Power Radio Base MAC Status

1 802. 11b/g/n 10 6% 100 000c. 3067. fbd7 Enable
2 802.1la/n/ac/ax 0 149% 100 000c.3067.fbd8 Disable
Field Description
Radio ID RF port ID
Radio Type Radio band
STA NUM STA number
Channel Channel
Power Power

Radio Base MAC MAC address of RF port

Status RF port status

Command

Description
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Commands

Platform

Description

WBS Commands
N/A N/A

N/A

4.62 show ap-config radio config

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to display the radio configuration of the specified AP.

show ap-config radio radio-id config ap-name

Parameter Description

ap-name AP device name

radio-id Radio ID. The range is from 1 to 96.
N/A

Privileged EXEC mode

N/A

The following example displays the radio configuration of the specified AP.

Ruijie# show ap-config radio 1 config 220em

Admin State.......oiiiiiiiii i e Enable
Currenit TR POWEE: o 0ooco000000000000000000000 Global
Num @ BSSIDSo 00oo0oo00o0000000000000000000000 1

DTIM Period. ... .iu it inninnnneeenns 1
Beacon Period(millisecondsS) .....uoueeeeeenn. 100
Country Code. . ittt iiie ittt it eeeneeenens CN
Currenic Chamael, cooococooocoooooooaoo00000000 Global

Command Description
N/A N/A
N/A

4.63 show ap-config radio info

Use this command to display radio information of the specified AP.

show ap-config radio info ap-name
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Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Parameter Description
ap-name Specifies an AP
N/A

Privileged EXEC mode

N/A

The following example displays radio information of all APs.

Rui jie#tshow ap—config radio info ap—name

Radio ID Radio Type MU-MIMO OFDMA Radio Base MAC Status

1 802. 11b/g/n Nonsupport Nonsupport 000c. 3067. fbd7 Enable

2 802.11la/n/ac/ax DL DL/UL 000c.3067.fbd8 Disable
Command Description

N/A N/A

N/A

4.64 show ap-config radio radio-id status

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to display details about the radio configuration of the specified AP device.

show ap-config radio radio-id status ap-name

Parameter Description

radio-id Radio ID. The range is from 1 to 96.
ap-name AP device name.

N/A

Privileged EXEC mode

N/A

4-52

WBS Commands



The following example displays details about the radio configuration of the specified AP.
Ruijie# show ap-config radio 1 s 220em

Admin State. ...ttt i e Enable

Oper State..ii i ittt ie it ie et eeeeneeeeenns Normal

WTP Radio Statistics

Last Fail TyP . e oot teeeenseneeeeeeneans Statistic Not Supported
RESEE COUWAEc 0 00o0000000000000000000000000 0

W Fadlure COunto ooooocooooooocooocooooo 0

B Failuee@ COUREs coooocooooooocoonooooooo 0

Other Failure Count...........coceeeee.. 0

Unknown Failure Count................... 0

Config Update Count........c.oouiueenn.. 0

Channel Change Count........c.oceuueenn.. 2

Band Change Count.........c.oiiiiuiuieeeo.. 197

Current Noise Floor..........vvvevuennn. -102

Assigned WTP BSSID
WILYAN ID6 6 66 00000000000000000000000060000 0 0
MAC AddreSS .. vttt inn et enennnnenenns 0000.0000.0000

MIC Countermeasures

WILYAN ID6 6 66 000000000000000000000000600060 0 0

MAC AddreSS .. vt it inieeeneeeenenennnnnn 0000.0000.0000
Configuration '

RSNA Error Report From Station
Examples ,

Cliemt MAC ACEliF®S8ccooocooooooooooooooooo 0000.0000.0000

Radio Base MAC. .. ..t iiiiitnenennenennnn 0000.0000.0000

2 e @ 1

WIYAY] ILD)6 6 006 0000000000 00060000000000600060 0 0

TKIAP ICY BEEOES 00 0000000000000000000000 0 0

TKIP Local MIC Failures................. 0

TKIP Remote MIC Failures................ 0

CCMP REP LAY S . t ettt e te et et teeeennnneenens 0

CCMP DecCcrypt ErrOrS.....c.ceeenennneeenens 0

TKIP RePlaAyS . e i iiie ettt ennnneeeeennnns 0

Statistics

Tx Fragment Count..........oeueeeeeneennnn 0

MuliEleasit TR COWAT. coaooocooocnoocoo00000 0

Fallael COUWRAE: 00 0 oooooooocoooo0000000000a 0

Retry Count ... v it ie ittt ennnneenens 0

Multiple Retry Count............coouu... 0

Frame Duplicate Count................... 0

RIS Sueerss COURE oo o0oooo0oc00000000000000 0

RIS Faldlue® COURE o o0o0oco0o00c00000000000000 0

ACK Failluwr@ COUWRAE.ccooocooooo000000000000 0

Rx Fragment Count.........oueeueeeeeen. 0
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Multicast RX COURto ocooooooooooooooooo00a
BCS EBreoE COUME- ccoocooooooccoocooocooc o
Iz Brame COUME ccocoococococococcoocooocooco
Decryption ErrorS.......eeeeeeeeeeennen.
Discarded QoS Fragment Count............
Associated Station Count................
QoS CF Polls Received Count.............
QoS CF Polls Unused CoUunt.....oeeeeeeene..
QoS CF Polls Unusable Count.............
CuEremit MR POWEL . 0 cooocooooo0000000000000 0
Current Tx Power Value.............cc....
Tx Power Level Num.........ccoeeeeeuenennnn
WebAuth online sta Count..................
DOT1x online sta Count....................

Security sta Count..........oeiuiiiinnnnnn.

WTP Radio Fail Alarm Indication

WTP Radio Informati
Radio Type.........
WTP Radio Config

Short Preamble....
Number of BSSIDs..
DTIM Period.......
Radio Base MAC....

on

Beacon Period (milliseconds) ....uoueeeueenen.

Country String....
Direct Sequence Con
Current Channel...

Current CCA.......

trol

Energy Detect Threshold.................

MAC Operation
RTS Threshold.....
Short Retry.......

Long Retry........

Fragmentation Threshold.................

Tx MSDU Lifetime..
Rx MSDU Lifetime..
Multi-Domain Capabi
First Channel.....
Number of Channels
Max Tx Power Level

OFDM Control

lity
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Current CAAMRAL 0 000000000000 00000000000 0
Band Supported. .. ...t ittt 0
T Taeesa©lels oo ooooooooooocooo0000000000 0
Capability
P DREELE o0 oo cooooocooocoooocooooaoo 28
PEHRE MEVZc 0 0 0000000000000000000000000000 28
PERE ML 0 0 0000000 000000000000000000000 1
Power Per Default..........oiiiiinnnon. 100
Poijer PeE MESKo o coooocooooo0c0000000000000 100
Power Per Min........ooiiiiiieenenennnnn. 4
Related Command Description
Commands N/A N/A
Platform N/A

Description

4.65 show ap-config radio status

Use this command to display the radio list of an AP device.

show ap-config radio status ap-name

Parameter Parameter Description
Description ap-name AP device name.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the radio list of the specified AP.

Ruijie# show ap-config radio status 220em

Radio Slot Radio Type Sub Band Admin Status Oper Status Regulary
Domain Radio Base MAC
Configuration
Examples
1 802.11b/g/n = Enable =
Supported 00d0.£822.33da
2 802.11a/n = Enable = Supported

00d0.£822.33db
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Related Command Description
Commands N/A N/A
Platform N/A

Description

4.66 show ap-config summary radio

Use this command to display all APs on the specified radio.

show ap-config summary radio [ radio-id ]

Parameter e
o Parameter Description
Description
radio-id Specifies a radio, in the range from 1 to 96.
Defaults N/A
Command Privileged EXEC mode
mode

Usage Guide  N/A

Configuration The following example displays all APs on radio 1.

Examples Ruijie#sh ap-config summary radio 1
Ap Name Radio Base MAC STA NUM Radio Type AP IP
AP530-I1.01 0014.4b74.d427 O 802.11b
172.18.57.195
APfloorl 0014.4b6d.el8f 8 802.11b/n/ax

172.18.57.227

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

4.67 show client details

Use this command to display the information of the specified wireless client.

4-56



show client details sta-mac

Parameter Parameter Description

Description sta-mac MAC address of the wireless client. The format is H.H.H.
Defaults N/A

Command Privileged EXEC mode

Mode

Usage Guide N/A

The following example displays the information of wireless client “0025.9c9b.aeb5”.
Ruijie# show client details 0025.9c9b.aeb5
The Details of Client 0025.9c9b.aeb5:

RSST..ciiiiiiiiiiinn. 28

EINiRs s 6co0c0c0a0c00000000 A -67

IAID6 6 6000000006000000000 0 1

RX DBEA c coocoocooo000a0o0 51

RX Management........... 0

RX CoOMEROLo 6000000000000 0

RX Unicast.............. 25

RX Multicast............ 0

RX Bytes................ 6174
Configuration TX Data...eeeeeeennnnnn. 3
Examples TX Management........... 0

TX Unicast.............. 3

TX Multicast............ 0

TX Bytes. ..o nnnn.. 228

T PEEIOBc 60 ccooooooooaoa 0

T AS80Cc 0cooccooocooocooaaa 0

TX Assoc Fail........... 0

TX Auth................. 0

TX Auth Fail............ 0

T DRAUEN ., 6 6 cooooooooaan 0

TR Di8a880€occcoooooooooo 0

Paelk@t L©&Elccoooosoooooo 51216
Related Command Description
Commands N/A N/A
Platform N/A

Description
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4.68 show smart bad radio

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the bad radio on AP5280.

show smart bad radio

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the bad radio on AP5280.

AC#show smart bad radio

Ap-name ap-mac radio
AP5280-1 00d0.1234.4565 1,2,3,4,
AP5280-2 00d0.1234.4568 7,8,

Field description

Field Description
Ap name AP Name
Ap-mac AP MAC Address
radio Bad Radio ID
Command Description
N/A N/A
N/A

4.69 update-key-tsc enable

WBS Commands

Use this command to enable the AP device to update key TSC during 802.1x reauthentication. Use

the no form of this command to disable the AP device to update the key TSC..
update-key-tsc enable
no update-key-tsc enable
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Parameter e
o Parameter Description
Description
N/A N/A
Defaults N/A
Command AP configuration mode/ AP group configuration mode.
Mode

Usage Guide  N/A

Configuration The following example enables the AP device to update key TSC during 802.1x reauthentication.

Examples Ruijie (config) # ap-config AP0001
Ruijie (config-ap) # update-key-tsc enable
Related —
Command Description
Commands
N/A N/A
Platform N/A
Description
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5 WLAN-WBS-FWD Commands

5.1 central dhcp enable

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Use this command to forward the DHCP packet through the wireless access controller in local
forwarding mode. Use the no form of this command to restore the default setting.

central dhcp enable

no central dhcp enable

Parameter Description

N/A N/A

By default, the DHCP packets are sent in local forwarding mode, namely the packets are forwarded
through the access point.

WLAN configuration mode

Ruijie recommends enabling this function for easy management of the DHCP address pool in WLAN

and simplification of the DHCP topology.

The following example enables this function.

Examples Ruijie (config) #wlan-config 100 ruijie wlan
Ruijie (config-wlan) #tunnel local
Ruijie (config-wlan) #central dhcp enable
Related -
Command Description
Commands
N/A N/A
Platform N/A
Description
5.2 local fwip
Use this command to specify the local forwarding mode for the data of the specified user. Use the no
form of this command to restore the default setting.
local fw ip [ ip address ]
no local fw ip [ ip address ]
Parameter Parameter Description
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Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

WLAN-WBS-FWD Commands

ip address IP address of the specified user.
No IP address is specified by default. The forwarding mode is the same as that of the tunnel
configuration.

AC-controller configuration mode

The flexible forwarding function can identify the data access condition automatically to adopt either
local forwarding or centralized forwarding. With this command configured, the forwarding mode is
determined by the user IP address.

The following example specifies the local forwarding mode for the data of user192.168.1.1.
ruijie (config) #ac-controller

ruijie (config-ac)#local fw ipl92.168.1.1

Command Description
N/A N/A
N/A

5.3 tunnel

Parameter

Description

Defaults

Command
mode

Use this command to configure separate MAC mode or local MAC mode for the WLAN tunnel. Use
the no form of this command to restore the default setting.
tunnel { 8023 | local | local-auth }

no tunnel
Parameter Description
8023 The AP encapsulates the wireless data into the 802.3 frame and
forwards the frame to the AC.
local The AP adopts local forwarding.
The AP adopts local forwarding and the STA performs authentication
local-auth

on the AP end.

The default is 8023.

WLAN configuration mode
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Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

The local-auth command can be used only in the RIPT scenario. Otherwise, WLAN is not available.

The following example sets the tunnel mode to local.

Ruijie (config-wlan) #tunnel local

The following example sets the tunnel mode to 8023.

Ruijie (config-wlan) #tunnel 8023

The following example restores the tunnel mode to the default setting.

Ruijie (config-wlan) #no tunnel

Command Description
N/A N/A
N/A

5.4 tunnel 8023 wlan

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Use this command to specify the centralized forwarding mode for the packets of a specified VLAN.
Use the no form of this command to restore the default setting.

tunnel 8023 wlan [ wlan-id ] vlan [ vlan-id ]

no tunnel 8023 wlan [ wlan-id ] vlan [ vian-id ]

Parameter Description

The ID of the WLAN for centralized forwarding, in the range from 1 to
4094. The WLAN must have been created,
The ID of the VLAN for centralized forwarding, in the range from 1 to
4094. The VLAN must have been created,

wlan-id

vlan-id

No VLAN is specified by default. The forwarding mode is the same as that of the tunnel configuration.

AP-group configuration mode

The tunnel-local command is used to specify the local forwarding mode for the whole WLAN. The
tunnel 8023 wlan command is used to specify the centralized forwarding mode for a certain VLAN.

The following example specifies the centralized forwarding mode for VLAN 2 in WLAN1. The other
VLAN packets apply local forwarding.

Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #tunnel local

Ruijie (config-wlan) fexit

Ruijie (config) #ap-group default
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Ruijie (config-ap-group) #tunnel 8023 wlan 1 vlan 2

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

5.5 tunnel local wlan

Use this command to specify the local forwarding mode for the packets of a specified VLAN. Use the
no form of this command to restore the default setting.
tunnel local wlan [ wlan-id ] vlan [ vlan-id ]

no tunnel local wlan [ wlan-id ] vlan [ vlan-id ]

Parameter o
Description Parameter Description
) The ID of the WLAN for local forwarding, in the range from 1 to 4094.
wian-id The WLAN must have been created,
) The ID of the VLAN for local forwarding, in the range from 1 to 4094.
vian-id The VLAN must have been created,
Defaults No VLAN is specified by default. The forwarding mode is the same as that of the tunnel configuration.
Command AP-group configuration mode
mode

Usage Guide  The tunnel-8023 command can be used to specify the centralized forwarding mode for the whole
WLAN. The tunnel local wlan command can be used to specify the local forwarding mode for a
certain VLAN.

Configuration The following example specifies the local forwarding mode for VLAN 2 in WLAN1. The other VLAN
Examples packets apply centralized forwarding.

Ruijie (config) #wlan-config 1

Ruijie (config-wlan) #tunnel 8023

Ruijie (config-wlan) #exit

Ruijie (config) #ap-group default

Ruijie (config-ap-group) #tunnel local wlan 1 vlan 2

Related o
Command Description
Commands

N/A N/A
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Platform
Description

N/A

5.6 tunnel-mode

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Use this command in AC configuration mode to set the tunnel mode of an AC to hybrid forwarding mode
or local forwarding mode. Use the no or default form of this command to restore the default mode.
tunnel-mode { hybrid | local }

{ default | no } tunnel-mode

Parameter Description

Indicates the AC hybrid forwarding mode. In this mode, WLANSsS
support both the centralized forwarding mode and local forwarding

hybrid mode, that is, some WLANSs use centralized forwarding while other
WLANSs use local forwarding.
Indicates AC local forwarding mode. In this mode, WLANSs support
local only local forwarding mode or local authentication forwarding

mode.

The hybrid forwarding mode is used by default.

AC configuration mode

14

1. The AC forwarding mode switching takes effect only after the configuration is saved and the device is
restarted. Mode switching does not trigger device restart and you need to manually restart the device.

2. If the device is restarted after the AC forwarding mode configuration is added to or modified in the
config.text file, the configuration takes effect only after the device is restarted again. It is invalid to
delete the AC forwarding mode configuration from the config.text file.

3. The AC forwarding mode configuration is preconfigured in the system, that is, the configuration takes
effect after the device is restarted even if the write command is not executed.

4. If the tunnel mode is set to hybrid for an AC, the AC is explicitly configured to adopt the hybrid
forwarding mode. After configuration, the tunnel mode is unchanged when the default configuration is
updated due to the AC version upgrade.

5. When an AC switches from hybrid forwarding mode to local forwarding mode, WLANs using
centralized forwarding automatically switch to local forwarding mode after the device restart.

6. When an AC switches from local forwarding mode to hybrid forwarding mode, the forwarding mode of
WLANSs does not change automatically after the device restart.

7. In local forwarding mode, service configurations that need to be supported by centralized forwarding
keep unchanged but their functions do not take effect. Such configurations include but are not limited to

5-5
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Configuration
Example

Platform

Description

the broadcast forwarding proportion and token bucket configuration of the data plane, WQoS AC-based
rate limit, WIDS AC-based/AC-SSID-based layer-2 isolation, and application identification.

8. The maximum number of manageable APs and STAs changes accordingly after the AC forwarding
mode is changed.

9. The AC forwarding mode does not support default configuration restoration using the reset button.

The following example sets the tunnel mode of the AC to local forwarding mode.

Ruijie (config-ac) #tunnel-mode local

The following example sets the tunnel mode of the AC to hybrid forwarding mode.

Ruijie (config-ac) #tunnel-mode hybrid

The following example restores the default tunnel mode of the AC.

Ruijie (config-wlan)#default tunnel-mode

This command is supported by ACs.
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6 ETH-MNG Commands

6.1 ap-subif

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to enable the AP to create the sub interface of the WAN port. Use the no form of
this command to remove the configuration.

ap-subif enable

no ap-subif enable

Parameter Description
N/A N/A
N/A

AP configuration mode

If the AP obtains its address through PPPOE, the sub interface of the WAN port is removed
automatically. This command cannot enable the AP to create the sub interface of the WAN port in
PPPOE mode.

The following example enables AP1 to remove the sub interface from the WAN port.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# no ap-subif enable

Command Description
N/A N/A
N/A

6.2 ap-vlan

Parameter

Use this command to set the Native VLAN for the AP. Use the no form of this command to
restore the default setting.

ap-vlan vlan-id

no ap-vlan

Parameter Description

6-1
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Description

Defaults

Command Mode

Usage Guide

Configuration
Examples

Related Commands

Platform

Description

ETH-MNG Commands

vlan-id Specifies the VLAN on the wired network port, in the range from 1 to
4094.

The defaultis 1.

AP configuration mode

The AP untags the frame of the Native VLAN before forwarding it. In local forwarding mode, if
the user VLAN is the same as the Native VLAN, the frame is forwarded untagged and the
access switch determines the VLAN where the user resides.

QA? This command forces the online AP to go offline and enables reconnection.

QAV In WDS deployment, when ROOT-BRIDGE and NONROOT-BRIDGE devices are
configured with local forwarding, they should reside in the same AP-VLAN. Otherwise,
the NONROOT-BRIDGE device cannot share the address pool with the ROOT-BRIDGE

device; packet forwarding on the NONROOT-BRIDGE device may even be affected.

EA This command needs to be configured only in the following case: In local forwarding
mode, STAs and an AP belong to a same subnet and VLANs have been configured for
the STAs and the AP. This command is not required in other cases.

EA If the static DHCP address pool is configured, and BVI 1 port number is used as client ID,

this configuration will bring changes to the BVI port. In this case, the DHCP server

configuration should be modified. Otherwise, the address cannot be obtained.

A\ When the AP obtains the address through PPPoE and CAPWAP selects dialer 1 as the

source port, the STA traffic is forwarded untagged even if this command is configured.

The following example sets the Native VLAN for AP 1 to 20.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# ap-vlan 20

Command Description
N/A N/A
N/A
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6.3 pass-vian

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to configure the transmission VLAN for the AP. Use the no form of this command
to remove the setting.
pass-vlan vilan-range

no pass-vlan vlan-range

Parameter Description

vlan-range Indicates the VLAN ID range. Multiple VLAN IDs can be specified.
Separate two VLAN IDs by a comma (,) and separate two VLAN 1D

ranges by a hyphen (-).

No transmission VLAN is configured by default.

AP configuration mode

1. This command can be configured for all APs but takes effect only on the i-Share+ master AP.

2. When this command is run, the transmission VLAN will be created on the i-Share+ master AP, so
that the master AP can forward packets based on the transmission VLAN. In addition, the
transmission VLAN will be automatically pruned on the downlink port of the master AP, to prevent
broadcast and multicast packets of other master APs from being flooded to mini APs connected to the
master AP.

The transmission VLAN cannot conflict with the VLANs specified by the interface-mapping, ap-vlan,

and wired-vlan commands, and cannot be VLAN 2444,

The following example sets the transmission VLAN to 20 for AP1.
Ruijie (config) # ap-config APl
Ruijie(config-ap)# pass-vlan 20

Command Description
N/A N/A
N/A

6.4 show ap-config port-priority

Use this command to display priority of the WAN port on the AC.

show ap-config port-priority { all | single ap-name }
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Parameter

all
single

ap-name

N/A

Privileged EXEC mode

N/A

Description

Indicates all APs.
Indicates one single AP.

Indicates the name of AP.

The following example display priority of the WAN port of an AP.

Rui jie# show ap—config port—priority simple 00d0. £822. 3383

ETH-MNG Commands

AP Name Interface Default

Running

00d0. £822. 3383 TenGigabitEthernet 0/1 2 10
TenGigabitEthernet 0/2 3 3
GigabitEthernet 0/3 1 B
GigabitEthernet 0/4 No Support

No Support

The following example display priority of the WAN port of all APs.

Rui jie#tshow ap—config port-priority all

AP Name Interface Default

Running

00d0. £822. 3383 TenGigabitEthernet 0/1 2 10
TenGigabitEthernet 0/2 3 3
GigabitEthernet 0/3 1 5

Support

00d0. £822. 33ae

GigabitEthernet 0/4

TenGigabitEthernet 0/1
TenGigabitEthernet 0/2
GigabitEthernet 0/3

GigabitEthernet 0/4

6-4
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Related

Commands

Platform
Description

No Support

Command Description
N/A N/A

N/A

6.5 show port-mode

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to display the port mode.

show port-mode

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the port mode.

Ruijie#show port-mode

Current port mode: mixed

Configure port mode: copper

Command Description
N/A N/A

N/A

6.6 show port-priority

Use this command to display priority of the WAN port on the AP.

show port-priority

6-5
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Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays priority of the WAN port on the AP.

Examples Rui jie#tshow port—priority
Interface Default Running
TenGigabitEthernet 0/1 2 10
TenGigabitEthernet 0/2 3 3
GigabitEthernet 0/3 1 5
GigabitEthernet 0/4 No Support No Support

Related -
Command Description

Commands
N/A N/A

Platform N/A

Description

6.7 switch port-mode

Use this command to switch the port mode.

switch port-mode { copper | fiber | mixed }

Parameter
o Parameter Description
Description
copper 4 Gigabit copper mode
fiber 40 Gigabit fiber mode
mixed 2 Gigabit copper & 20 Gigabit fiber port
Defaults The default port mode is mixed.
Command Privileged EXEC mode
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Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

4 Gigabit copper mode applies to port 25-28. 40 Gigabit fiber mode applies to port 29-32. Mixed mode
applies to port 27, 28, 31, 32.

The following example switches the port to fiber.

Ruijie# switch port-mode fiber

Command Description
N/A N/A
N/A

6.8 wired-interface

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to enable the wired network port on the AP. Use the no form of this command to
disable the wired port. Use the default form of this command to restore the default setting.
wired-interface [ slot slot-id [ secondary ] ][ port port-id ] enable

no wired-interface [ slot slot-id [ secondary ] ] [ port port-id ] enable

default wired-interface [ slot slot-id [ secondary | ] [ port port-id | enable

Parameter Description

slot Indicates the slot to which a Mini AP belongs.

slot-id Indicates the slot ID. The value ranges from 1 to 24.

secondary Applies to the secondary device.

port Configures the wired network port.

port-id Specifies the wired network port number, in the range from 1 to 4.
enable Enables the wired network port.

The wired network port is enabled by default.

AP configuration mode/all-AP configuration mode/AP group configuration mode

1. This command can be configured on all APs, but it takes effect only on the APs with wired
network port.

2. If this command involves no port configuration, all wired network ports share the same
configuration; if the four ports are disabled, no port configuration is displayed. The slot parameter
takes effect only for i-Share+ APs. If no slot is specified, the configuration applies to all Mini APs.

3. The fit AP obtains its configuration from the AC. The AP saves the wired port configuration
automatically. When disconnected from the AC, the AP can restore the configuration after
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restart. If the wired port is disabled through configuration, the port remains disabled even after
AP restart.

fA If the wired port on the AP is disabled, you cannot manage the AP through the wired port even
after AP restart. It is recommended to long press the reset button on the AP to restore the

factory setting.

Configuration The following example disables the wired network port on AP1.
Examples Ruijie (config) # ap-config APl

Ruijie (config-ap)# no wired-interface

Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

6.9 wired-rate

Use this command to configure the maximum bandwidths for various LAN interfaces and slots.

wired-rate value [ port port-id ] [ slot slot-id [ secondary ]]

Parameter o
Description Parameter Description
Specifies the maximum bandwidth in the unit of IMbps. The
value default for AC, AP120-W and AP130-W are 1000, 100 and
1000 respectively.
) Specifies the interface, in the range from 1to 4.There is no
port-id default and this parameter is not available on the fat AP.
Specifies the slot, in the range from 1 to 24. There is no
slot-id default and this parameter is only available on the i-Share+
AP.
secondary Applies to the secondary device.
Defaults The maximum bandwidths of various LAN interfaces are not limited by default.

Command Modes AP configuration mode/AP group configuration mode

Usage Guide If no port is specified, all LAN port bandwidths are configuredd
The slot parameter takes effect only for i-Share+ APs. If no slot is specified, the configuration
applies to all Mini APs.

Configuration The following example sets the maximum bandwidth for interface0/2of an AP to 50 Mbps.
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Examples

Related

Commands

Platform

Description

ETH-MNG Commands

Ruijie (config) #ap-config [ap-name]

Ruijie (config-ap)# wired-rate 50 interface 2

The following example sets the maximum bandwidth for interface 0/3for all APs to 30 Mbps.
Ruijie (config) #ap-config all

Ruijie (config-ap)# wired-rate 30 interface 3

The following example sets the maximum bandwidth for interface0/1 of an AP group to 80 Mbps.
Ruijie (config) #ap-group default

Ruijie (config-group) #wired-rate 80 port 1

The following example sets the maximum bandwidth for all LAN ports of an AP group to 90 Mbps.
Ruijie (config) #ap-group default

Ruijie (config-group) #wired-rate 90

The following example sets the maximum bandwidth for slot 3 of the i-Share+ AP to 90 Mbps.
Ruijie (config) #ap-config am5528

Ruijie (config-ap) #wired-rate 90 slot 3

Command Description
show run Displays the current configuration.
N/A

6.10 wired-vlan

Parameter

Description

Defaults

Use

this command to configure the VLAN for the for the wired network port on the AP. Use the no

form of this command to restore the default setting.

wired-vlan vlan-id [ slot slot-id [ secondary ]] [ port port-id ] auto-save

no wired-vlan [ vlan-id [ slot slot-id [ secondary ] ] [ port port-id ] ] auto-save

Parameter Description

Specifies the VLAN where the wired network port resides, in the

vlan-id
range from 1 to 4094.
slot Indicates the slot to which a Mini AP belongs.
slot-id Indicates the slot ID. The value ranges from 1 to 24.
secondary Applies to the secondary device.
port Configures the wired network port.
port-id Specifies the wired network port number, in the range from 1 to 4.
Saves the configuration. The AP restores the configuration after
auto-save
restart.
The wired network port and the AP are in the same VLAN by default.
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Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

AP configuration mode/ AP group configuration mode

1. This command can be configured on all APs, but it takes effect only on the APs with wired
network port.

2. If this command involves no port configuration, all wired network ports are in the same VLAN; if
the four ports are configured in the same VLAN, no port configuration is displayed. The slot
parameter takes effect only for i-Share+ APs. If no slot is specified, the configuration applies to
all Mini APs.

3. Inaccess AP mode (the AP does not assign IP addresses), when the wired network port and the
AP are configured in the same VLAN, the VLAN where the wired network port resides is
determined by the access switch rather than by this configuration. If the packet on the wired
network port should be tagged, the Native VLAN of the access switch must be different from the
VLAN where the wired network port resides. Otherwise, the packet cannot be forwarded to the
wired network port.

4. In wireless routing mode (the AP assigns IP addresses), wired users obtain IP addresses from
the DHCP address pool on the AP. The VLAN where the address pool interface resides must be
consistent with the VLAN specified in this command.

5. The fit AP obtains its configuration from the AC. The auto-same parameter enables the AP to
save the wired port configuration automatically. When disconnected from the AC, the AP can
restore the configuration after restart to enable users to access the network through wired
network port.

A\ When the wired network port is enabled with the auto-same function and the VLAN where the
wired network port resides is different from the Native VLAN of the AP, the AP cannot obtain the
IP address after restart. It is recommended to long press the reset button on the AP to restore

the factory setting.

The following example configures VLAN 20 for the wired network port on AP1.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# wired-vlan 20

Command Description
N/A N/A
N/A
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7 DATA-PLANE Commands

7.1 data-plane

Parameter

Description

Defaults

DATA-PLANE Commands

Use this command to configure the forwarding weights of different packets.

Use the no form of this command to restore the default setting.

data-plane queue-weight unicast-packet-weight multicast-packet-weight broadcast-packet-weight

unknown-multicast-packet-weight unknown-unicast-packet-weight

no data-plane queue-weight

Use this command to configure the update interval and token rate of token bucket.

Use the no form of this command to restore the default setting.

data-plane token token-interval token-base-rate

no data-plane token

Use this command to enable or disable the wireless broadcast function.

Use the no form of this command to restore the default setting.

data-plane wireless-broadcast { enable | disable }

no data-plane wireless-broadcast

Parameter

gueue-weight

wireless-broadcast

unicast-packet-weight

multicast-packet-weight

broadcast-packet-weight

unknown-multicast-packet-weight

unknown-unicast-packet-weight
token

token-interval

token-base-rate

Description

Configures the forwarding weights for different packets.
Configures the wireless broadcast function.

Sets the forwarding weight of unicast packets. The range is from
1 to 100. The default value is 16.

Sets the forwarding weight of multicast packets. The range is
from 1 to 50. The default value is 4.

Sets the forwarding weight of broadcast packets. The range is
from 1 to 50. The default value is 2.

Sets the forwarding weight of unknown multicast packets. The
range is from 1 to 25. The default value is 1.

Sets the forwarding weight of unknown unicast packets. The
range is from 1 to 25. The default value is 1.

Configures the update interval and token rate of token bucket.
Sets the update interval of the token bucket. The default value is
1 in the unit of 10 milliseconds.

Sets the token rate of the token bucket. The default value is 64
for AC and 5 for AP.

The forwarding weight configuration for different types of packets is enabled by default.

The wireless broadcast function is disabled by default.
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Command Global configuration mode
Modes

Usage Guide  N/A

Configuration The following example configures the forwarding weights of different packet types and enables the
Examples wireless broadcast function.

Ruijie (config) #data-plane queue-weight 100 50 50 25 25

Ruijie (config) #data-plane token 10 10

Ruijie (config) #data-plane wireless-broadcast enable

Platform
o N/A.
Description
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8 WLOG Commands

8.1 ap-probe ap enable

Use this command to enable the hotspot snooping function for an AP.

ap-probe ap enable

Use the no form of this command to disable the hotspot snooping function for an AP.

no ap-probe ap enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults The function is disabled by default.
Command AP configuration mode and AP group configuration mode
Mode

Default Level 15
Usage Guide Enable the hotspot snooping function for an AP.

Configuration  The following example enables the hotspot snooping function for AP 1.
Examples Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config AP1
Ruijie (config-ap)# ap-probe ap enable

Platform ) )
o This command is supported on ACs.
Description

8.2 ap-probe sta enable

Use this command to enable the STA snooping function for an AP.

ap-probe sta enable

Use the no form of this command to disable the STA snooping function of an AP.
no ap-probe sta enable

Parameter o
o Parameter Description
Description
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Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Platform
Description

WLOG Commands

N/A N/A
The function is disabled by default.

AP configuration mode and AP group configuration mode

15

Enable the STA snooping function for an AP.

The following example enables the STA snooping function for AP 1.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# ap-probe sta enable

This command is supported on ACs.

8.3 ap-probe cache-time

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Use this command to configure the time for caching snooped information for an AP.

ap-probe cache-time num

Use the no form of this command to cancel the configured time for caching snooped information of an AP.
no ap-probe cache-time

Parameter Description

Specifies the time for caching snooped information of an AP, in
num
seconds. The value ranges from 0 to 3600.

The default value is 120.

AP configuration mode and AP group configuration mode

15

Configure the time for caching snooped information for an AP.

The following example sets the time for caching snooped information to 60 seconds for AP 1.

Ruijie# configure terminal
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Platform
Description

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config APl

Ruijie (config-ap)# ap-probe cache-time 60

This command is supported on ACs.

8.4 ap-probe upload-time

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Platform

Description

Use this command to configure the interval for reporting snooped information for an AP.
ap-probe upload-time num

Use the no form of this command to restore the default interval for reporting snooped information for an AP.
no ap-probe upload-time

Parameter Description

Specifies the interval for reporting snooped information for an AP, in
num
seconds. The value ranges from 1 to 300.

The default value is 5.

AP configuration mode and AP group configuration mode

15

Configure the interval for reporting snooped information for an AP.

The following example sets the interval for reporting snooped information to 6 seconds for AP 1.
Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) # ap-config APl

Ruijie (config-ap)# ap-probe upload-time 6

This command is supported on ACs.

8.5 ap-probe limit

Use this command to configure the maximum number of snooped information records cacheable on an AP.

ap-probe limit num
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Examples

Platform

Description

WLOG Commands

Use the no form this command to restore the default maximum number of snooped information records
cacheable on an AP.

no ap-probe limit

Parameter Description

Specifies the number of snooped information records cacheable on an
num

AP.
100

AP configuration mode and AP group configuration mode

15

Configure the maximum number of snooped information records cacheable on an AP.

The following example sets the maximum number of cacheable snooped information records to 200 for AP 1.
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # ap-config APl

Ruijie (config-ap) # ap-probe limit 200

This command is supported on ACs.

8.6 show wlan diag ap

Parameter

Description

Defaults
Command
Mode

Usage Guide

Configuration

Use this command to display AP records on an AC.
show wlan diag ap [ ap-mac AP_MAC ] [ number NUMBER ]

Parameter Description

AP_MAC Specifies the MAC address of an AP to be displayed.
NUMBER Specifies the maximum number of records to be displayed.
N/A

Privileged EXEC mode

N/A

The following example displays AP records.
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Examples Ruijie# show wlan diag ap ap-mac 00d0.f822.33b0 number 10
ap record: ruijieAP[00d0.£822.33b0/1.1.1.2],down/up:2
IP Address:1.1.1.2

2012-05-28 09:30:00 [TIMER] AP UP Time:00:00:18:54
Wired port five in rate/out rate stat:612kbits/sec(in) 1208kbits/sec (out)

Unicast: 84595 Dbytes(in) 86625 Dbytes (out)
Multicast: 7 bytes (in) 4 bytes (out)
Broadcast: 2145 bytes (in) 117 bytes (out)
Error Frame:0 bytes (in) 0 bytes (out)
Radio channel power Active STAWEB Auth DOT1X Rssi ErrorPkt
RetryPkt
1 11 100 2 1 0 0 0 0
2 157 100 0 0 0 0 0 0

IP Address:1.1.1.2
2012-05-28 09:49:18 [CW-DOWN] AP UP Time:00:00:38:12
Wired port five in rate/out rate stat:187kbits/sec(in) 905kbits/sec (out)

Unicast: 84789 bytes (in) 86810 bytes (out)
Multicast: 7 bytes (in) 5 bytes (out)
Broadcast: 2148 bytes (in) 133 bytes (out)
Error Frame:0 bytes (in) 0 bytes (out)
Radio channel power Active STA WEB Auth DOT1X Rssi ErrorPkt
RetryCnt
1 11 100 2 1 0 0 0 0
2 157 100 0 0 0 0 0 0

CAPWAP DOWN REASON:echo expired

Field Description
ap_record Specifies AP records.

Specifies the IP address of an AP whose information is
IP Address

collected.
TIMER Specifies information collected by a timer.

Specifies information collected when a CAPWAP
CW-DOWN

connection is interrupted.
Specifies the input or output rate on a wired port for the

Wired port five in rate/out rate stat ) )
recent five minutes.
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Related
Commands

Platform

Description

8.7 show wlan diag network

Parameter

Description

Defaults

Unicast

Multicast

Broadcast

Error Frame

Radio
channel

power

Active STA

WEB_AUTH

DOT1X

ErrorPkt

RetryCnt

CAPWAP DOWN REASON

Command

N/A

WLOG Commands

Specifies statistics about unicast packets on a wired
port.

Specifies statistics about multicast packets on a wired
port.

Specifies statistics about broadcast packets on a wired
port.

Specifies statistics about incorrect frames on a wired

port.

Specifies a radio ID.
Specifies the working channel of the radio.

Specifies the emission frequency of the radio.
Specifies the number of STAs associated with the
radio.

Specifies the number of STAs associated with the radio
and get online through the web interface.

Specifies the number of STAs associated with the radio
and get online through 802.1X authentication.
Specifies the number of incorrect frames received by
the radio.

Specifies the number of times that packets from the
radio are retransmitted.

Specifies the reason for CAPWAP disconnection. This

item is displayed only when CW_DOWN is set.

Description

N/A

This command is supported on AC devices.

Use this command to display the record information about the entire network.

show wlan diag network

Parameter

N/A

N/A

Description



Command Reference

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Privileged EXEC mode

N/A

WLOG Commands

Ruijie# show wlan diag network

Time:2012-05-28 09:10:00

AC uptime: 1 h
Online AP:1

Online AP Version:

PID[AP220-E] :hwver[2.00]

Offline AP:7

AP Number:1

ssid Active STA WEB Auth Dotlx Free STA

1T17-wlog-testl
1T17-wlog-test2

Field

Time

AC Running Time

Current Online Number of AP
Online AP Version

Offline Number of AP

ssid

Active STA

WEB Auth

Dotlx

Free STA

Command

N/A

0 0 0 0
0 0 0
Description

Specifies the time for colleting a record.

Specifies the running time of an AC connection.
Specifies the number of online APs.

Specifies the version of online APs.

Specifies the number of pre-configured but offline APs.
Specifies the SSID of a WLAN.

Specifies the total number of active STAs.

Specifies the number of STAs that get online through
web authentication.

Specifies the number of STAs that get online through
802.1x authentication.

Specifies the number of STAs free of authentication.

Description

N/A

This command is supported on AC devices.

8.8 show wlan diag sta

Use the following command to display STA statistics on an AC:
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuratio
n Examples

show wlan diag sta [ sta-mac STA_MAC ][ ip-range IP_PREFIX ] [ action ACTION [ result
RESULT ] ][ number NUMBER ]

Use the following command to display STA statistics on an AP:

show wlan diag sta [ sta-mac STA_MAC ] [ number NUMBER ]

Parameter Description
STA_MAC Specifies the MAC address of an STA.
Specifies the range of IP addresses for the STA, which is limited by an IP
IP_PREFIX _
prefix.
ACTION Specifies the type of STA action records.
RESULT Specifies the result of STA action records.
NUMBER Specifies the maximum number of records to be displayed.
N/A

Privileged EXEC mode

N/A

This example displays STA statistics on an AC:
Ruijie# show wlan diag sta

sta record: c83a.35c6.0c72

[STA-DOWN] STA UP Time: 2018-04-19 22:06:05 STA DOWN Time: 2018-04-19
22:11:17

Time IP Address RSSI/Link Rate DEV ID/AP MAC/SSID/Radio
Action Result Reason

09:59:28 0.0.0.0 0/0.0M 1/00d0.£822.33b0/1xh-ssid/1
STA UP BY APMG SUCCESS

10:12:07 192.168.248.2  -88/13.0M 1/00d0.f822.33b0/Ixh-ssid/1

STA DOWN BY APMG AP circular AC user is offline This example displays STA

statistics on an AP:
Ruijie# show wlan diag sta

sta mac: c¢83a.35¢c6.0c72

2012-05-28 19:31:08
wlan id state rssi rt rs rate mcs tx frm cnts rx frm cnts tx frm flow

rx frm flow tx cnts error tx flow error mgmt cnts mgmt flow
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1 3 23 80
0 0 3
tx/rxmcs mcs0, mcsl

mcsl0, mcsll

txmcspercent : O 0

rxmcspercent : 0O 0

tx/rxrate 1, 2 5.5,

16 0
57 3

txratepercent:

rxratepercent:
Field
sta_record

TIME
IP Address

Rssi

Link Rate

AP MAC

SSID

RADIO
Action
Result

Reason

Related

Command Description

Commands

N/A N/A

Platform This command is supported on ACs.

Description

mcs2, mcs3

WLOG Commands

5967

mcs4, mcsS mcs8, mcs9

mcsl2, mcsl3 mcsl4d, mcslb

0 0 0 0 0 0

0 0 0 0 0 0
6, 9 12, 18 24, 36 48, 54 == ==
0 7 50 27 0 0
0 5 13 22 0 0
Description

Specifies STA records.

Specifies the time when STA records are collected.

Specifies the IP address of an STA whose statistics are
collected.

Specifies signal strength.

Specifies a connection rate.

Specifies the MAC address of an AP associated with
the STA.

Specifies the SSID of the WLAN associated with the
STA.

Specifies the ID of the radio associated with the STA.
Specifies the type of STA action records.
Specifies the result of STA action records.

Specifies the reason for STA action records.
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8.9 wlan diag enable

Use this command to enable the WLAN log (WLOG) . Use the no form of this command to disable
WLOG.

wlan diag enable

no wlan diag enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults The WLOG function is disabled on ACs and APs.
Command Global configuration mode
Mode

Usage Guide  The memory pre-allocation is performed when the WLAN-WLOG function is enabled. If the memory is
insufficient, the WLAN-WLOG function cannot be enabled.
Memories of all saved information and pre-allocated memories are set free when the WLOG function
is disabled.

Configuration The following example enables and disables the WLOG function:

Examples Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #wlan diag enable

Ruijie (config) #no wlan diag enable

Related -
Command Description
Commands
N/A N/A
Platform This command is supported on ACs.
Description

8.10 web-server enable api-path assoc-sta url

Use this command to configure the Elog server URL for the associated STA. Use the no form of this
command to remove the setting.

web-server enable api-path assoc-sta url url

Use this command to delete an Elog server URL.

no web-server enable api-path assoc-sta url url

Use this command to delete Elog server URLs.

no web-server enable api-path assoc-sta url
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Parameter o
o Parameter Description
Description
url Sets the Elog server URL
Defaults No Elog server is configured by default.
Command Global configuration mode
Mode

Usage Guide  Up to eight Elog server URLs can be configured.

Configuration The following example configures an Elog server URL and removes the settings.
Examples Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #web-server enable api-path assoc-sta url
http://172.18.155.14:8080/elog/service/dc/updateSta
Ruijie (config) #no web-server enable api-path assoc-sta url
http://172.18.155.14:8080/elog/service/dc/updateSta
The following example configures two Elog server URLs .
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #web-server enable api-path assoc-sta url
http://172.18.155.14:8080/elog/service/dc/updateSta
Ruijie (config) #no web-server enable api-path assoc-sta url

http://172.18.155.15:8080/elog/service/dc/updateSta

Related o
Command Description
Commands
N/A N/A
Platform This command is supported on ACs.
Description

8.11 web-server enable api-path probe-ap url

Use this command to configure the address of the ELOG server to which the snooped hotspot information
is to be uploaded.

web-server enable api-path probe-ap url url

Use this command to delete an ELOG server to which the snooped hotspot information is to be uploaded.

no web-server enable api-path probe-ap url url
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Prompt

Common
Errors

Platform

Description

WLOG Commands

Use this command to delete all ELOG servers to which the snooped hotspot information is to be uploaded.

no web-server enable api-path probe-ap url

Parameter Description

url Specifies the complete address of the ELOG server.

The snooped hotspot information is not uploaded to the ELOG server by default.

Global configuration mode

15

Up to eight Elog servers are supported.

The following example configures and removes an ELOG server to which the snooped hotspot information
is to be uploaded.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) # web-server enable api-path probe-ap url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSsid

Ruijie (config) # no web-server enable api-path probe-ap url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSsid

The following example configures and removes all Elog servers to which the snooped hotspot information
is to be uploaded.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) # web-server enable api-path probe-ap url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSsid
Ruijie (config) # web-server enable api-path probe-ap url
http://172.21.155.132:8080/elog/service/dc/updateAcCapturedSsid

Ruijie (config) # no web-server enable api-path probe-ap url

N/A

N/A

N/A

This command is supported on ACs.
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8.12 web-server enable api-path probe-sta url

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Prompt

Use this command to configure the address of the ELOG server to which the snooped STA information is to
be uploaded.
web-server enable api-path probe-sta url url

Use this command to delete an ELOG server to which the snooped STA information is to be uploaded.
no web-server enable api-path probe-sta url url

Use this command to delete all Elog servers to which the snooped STA information is to be uploaded.
no web-server enable api-path probe-sta url

Parameter Description

url Specifies the complete address of the ELOG server.

The snooped STA information is not uploaded to the ELOG server by default.

Global configuration mode

15

Up to eight Elog servers are supported.

The following example configures and removes an Elog server to which the snooped STA information is to
be uploaded.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) # web-server enable api-path probe-sta url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSta

Ruijie (config) # no web-server enable api-path probe-sta url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedStaThe following
example configures and removes all Elog servers to which the snooped STA information is to be uploaded.
Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config)# web-server enable api-path probe-sta url
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSta

Ruijie (config)# web-server enable api-path probe-sta url
http://172.21.155.132:8080/elog/service/dc/updateAcCapturedSta

Ruijie (config)# no web-server enable api-path probe-sta url

N/A

N/A

8-13


http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSta
http://172.21.155.131:8080/elog/service/dc/updateAcCapturedSta
http://172.21.155.132:8080/elog/service/dc/updateAcCapturedSta

Command Reference
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Common
N/A
Errors
Platform ) )
o This command is supported on ACs.
Description
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9 Roaming Commands

9.1 keepalive-count

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Use this command to set the maximum number of times that the keep-alive request is can be sent.
Use the no form or default form of this command to restore the default keep-alive count.
keepalive-count counts

no keepalive-count

default keepalive-count

Parameter Description

counts Indicates the keep-alive count. The range is from 2 to 30.

The default keepalive count is 4.

Mobility group configuration mode.

In an unstable network, the keepalive request times can be increased to avoid interruption.

The following example configures the keepalive request times to 5.
Ruijie (config) #mobility-group mgroup name

Ruijie (config-mobility) # keepalive-count 5

Command Description

o Indicates the interval of sending a keep-alive
keepalive-interval
request.

N/A

9.2 keepalive-interval

Parameter

Use this command to set the interval of sending a keep-alive request. Use the no form or default
form of this command to restore the default keep-alive interval.

keepalive-interval seconds

no keepalive-interval

default keepalive-interval

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

9.3 list

Parameter

Description

Defaults

Command
Mode

Roaming Commands

Indicates the interval of sending a keep-alive request. The range is
seconds .
from 1 to 30. The unit is second.

The default interval is 10 seconds.

Mobility group configuration mode.

If there are many mobility members, you can increase the keepalive request interval to reduce the
times of sending keepalive request.

The following example sets a mobility group named Mgroup_name. The mobility group sends a
keep-alive request to another AC in the mobility group at a regular interval of 20 seconds.
Ruijie (config) #mobility-group mgroup name

Ruijie (config-mobility) #keepalive-interval 20

Command Description

keepalive-count Configures the keepalive request times.

N/A

Use this command to configure members of a mobility list. Use the no form or default form of this
command to delete a member of the mobility list.

list (ip-address | ipv6-address )

no list (ip-address | ipv6-address )

default list { ip-address | ipv6-address }

Parameter Description

o add Indicates the IP address of the member AC of mobility group. The IP
ip-address
P address is the loopback 0 interface address of the AC.

) IPv6 address of the member AC of the mobility group, which is the
ipv6-address )
IPv6 address of loopback 0 interface of the AC.

N/A

Mobility group configuration mode.
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Usage Guide

Configuration
Examples

Roaming Commands

The mobility list is configured based on a mobility group. To configure a mobility list, you need to

create a mobility group first and then enter mobility group configuration mode to add members of the

mobility list in the mobility group. You can configure multiple mobility list members on the AC. Usually,

these members do not belong to the same mobility group as the AC because the subscribers

connected to the AC in the same mobility group can roam more efficiently. Therefore, the ACs

configured in the mobility list and the current AC should belong to different mobility groups. You can

add a maximum of 72 mobility list members to each AC. If the IPv4 or IPv6 address on the loopback 0

interface of the AC is changed, the multicast tunnel interface (MTI) established with the former IP

address will disconnect in the next keep-alive interval, and a new MTI tunnel will be established with a

new IP address.

(B; When configuring an AC as both an IPv4 and IPv6 member, the roaming only accepts one MTI

tunnel, and the other one is not effective. When an abnormality occurs and the MTI tunnel is

disconnected, the AC will automatically switch to the other MTI tunnel.

When configuring the IPv6 member list of a mobility group, if the current AC has no IPv6 control

address, the establishment of the IPv6 roaming tunnel will fail.

The following example configures a mobility list in the mobility group Mgroup_name on the current
AC. The mobility list comprises the AC1 and AC2 members. The IP address of AC1 is 192.168.2.1,
and the IP address of AC2 is 192.168.2.2 and the IPv6 address of AC3is 2002:1::1.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) # mobility-group mgroup name
Ruijie (mobility- mobility)# list 192.168.2.1
Ruijie (mobility- mobility)# list 192.168.2.2
Ruijie (mobility- mobility)# list 2002:1::1

Ruijie# show mobility status mgroup name

Mobility Group mgroup name

Multicast Mode . ...ttt ittt innneennns Disable
Multicast AdAresSsS. ...t ii i it ininneneneennns 0.0.0.0
Mobility Keepalive Interval..........c.oeeieeenen.. 10
Mobility Keepalive CoOUNT ...t i et eeeeeeenenennn. 3
Mobility Group StatuS. .. ..ot it eeeeeeeeenennns Fast Mode

Mobility Members:

IP Address Client/Server Data Tunnel Ctrl Tunnel
Client OK OK
192.168.1.2 Client OK OK

Mobility List Members:

IP Address Client/Server Data Tunnel Ctrl Tunnel
192.168.2.2 Client OK OK
IP Address Client/Server Data Tunnel Ctrl Tunnel
192.168.2.1 Client OK OK
IP Address Client/Server Data Tunnel Ctrl Tunnel
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200231 g5l Client
Related
Command
Commands
N/A
Platform N/A
Description

9.4 member

Roaming Commands

OK

Description

N/A

Use this command to add AC members to the mobility group. Use the no form or default form of this

command to delete the specified AC members.
member (ip-address | ipv6-address )
no member ( ip-address | ipv6-address )

default member { ip-address | ipv6-address }

Parameter
o Parameter Description

Description
o add Indicates the IP address of the member AC of the mobility group. The
ip-address
P IP address is the loopback 0 interface address of the AC.
) IPv6 address of the member AC of the mobility group, which is the
ipv6-address )

IPv6 address of loopback 0 interface of the AC.

Defaults N/A

Command Mobility group configuration mode.

Mode

Usage Guide  To configure a mobility group, perform the two steps: 1) Create a mobility group; 2) Add the

corresponding AC members to the mobility group. You need to configure every AC in the mobility

group. The address of a member of the mobility group is the IPv4 or IPv6 address of the loopback 0

interface of the corresponding AC. If the IPv4 or IPv6 address of the loopback O interface of the

current AC is changed, the MTI tunnel established with the former IP address will disconnect in the

next keep-alive interval, and a new MTI tunnel will be established with a new IP address.

fA When configuring an IPv4 or IPv6 roaming AC, if the AC is not configured with an corresponding

IPv4 or IPv6 address on the loopback 0 interface, the establishment of the roaming tunnel will

fail.

When configuring an AC as both an IPv4 and IPv6 member, the roaming only accepts one MTI

tunnel, and the other one is not effective. When an abnormality occurs and the MTI tunnel is

disconnected, the AC will automatically switch to the other MTI tunnel.

Configuration The following example creates the mobility group named mgroup_name, and add members to the
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Examples

Related

Commands

Platform
Description

mobility group.

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #mobility-group mgroup name

Ruijie (config-mobility) #member 192.168.1.1

Ruijie (config-mobility) #member 2002:1::1

Command Description

N/A N/A

The command is supported only on ACs.

9.5 mobility-fast

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Use this command to enable active information exchange of the mobility group. Use the no form or
default form of this command to disable active information exchange of the mobility group.
mobility-fast

no mobility-fast

default mobility-fast

Parameter Description

N/A N/A

By default, active information exchange is disabled.

Mobility group configuration mode.

You can enable active information exchange to reduce time cost of mobility when there are a very few
STAs. However, enabling active information exchange may increase the workload of AC devices

when there are many STAs.

The following example enables active information exchange of the mobility group.
Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #mobility-group mgroup name

Ruijie (config-mobility) # mobility-fast

Command Description

N/A N/A
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Platform

Description

N/A

9.6 mobility-group

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to add a mobility group and enter mobility group configuration. Use the no form or
default form of this command to remove a mobility group.

mobility-group group-name

no mobility-group group-name

default mobility-group group-name

Parameter Description

group-name Mobility group name containing up to 63 characters.

No mobility group is configured by default.

Global configuration mode.

The mobility group must be created when AC mobility is performed.

The following example creates a mobility group named mgroup_name:

Examples Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #mobility-group mgroup name
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description
9.7 mti-ping
Use this command to check the connectivity between mobility members.
mti-ping (ip-address | ipv6-address)
Parameter o
o Parameter Description
Description
ip-address The format is A.B.C.D. The parameter indicates the IP address of the
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

destination AC to be pinged. The format is A.B.C.D. The IP address is
the loopback 0 interface address of the AC.
IPv6 address of the destination AC to be pinged. The address is the

ipv6-address )
IPv6 address of loopback 0 interface of the AC.

N/A

Mobility group configuration mode.

You can use this command to check the tunnel connectivity between the mobility members.

The AC with the IP address of 192.168.1.1 is a member of the same mobility group. Check whether
the AC is reachable through the MTI.

Ruijie (config) #mobility-group my group name

Ruijie (config-mobility) #mti-ping 192.168.1.1

Sending 4, MTI packet to 192.168.1.1, timeout is 2 seconds:

rrn

Success rate is 100 perc

The AC with the IP address of 2001::1 is a member of the same mobility group. Check whether the
AC is reachable through the MTI.

Ruijie (config) #mobility-group my group name

Ruijie (config-bobility) #mit-oing 2001::1

Sending 4, MTI packet to 2001::1, timeout is 2 seconds:

e

Success rate is 100 perc

Command Description
N/A N/A
N/A

9.8 roaming logging rate-limit

Parameter

Description

Use this command to configure the maximum number of roaming syslogs displayed per second. Use
the no or default form of this command to restore the default setting.

roaming logging rate-limit limit-num

no roaming logging rate-limit

default roaming logging rate-limit

Parameter Description
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

imi The maximum number of roaming syslogs displayed per second. The
imit-num
range is from 1 to 10,000.

By default, the maximum number of roaming syslogs displayed per second is 5.

Global configuration mode.

N/A

The following example configures the maximum number of roaming syslogs displayed per second to
100.

Ruijie (config) # roaming logging rate-limit 100

Command Description
N/A N/A
N/A

9.9 roaming support wlan

\

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to allow or deny STA roaming within the target WLAN. Use the no or default form
of this command to restore the default setting.

No roaming support wlan wlan-id

roaming support wlan wlan-id

default roaming support wlan wlan-id

Parameter Description

wlan-id The target WLAN, in the range from 1 to 4094.

STA roaming is allowed by default.

Global configuration mode

N/A

The following example denies STA roaming within WLAN1.

Ruijie (config) # no roaming support wlan 1
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Related

Commands

Platform
Description

Command

N/A

N/A

9.10 show mobility statistics

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Description

N/A

Use this command to display the roaming statistics.

show mobility statistics

Parameter Description
N/A N/A
N/A

Roaming Commands

Privileged EXEC mode, global configuration mode and mobility group configuration mode.

N/A

The following example displays information about roaming statistics.

Ruijie#show mobility statistics

Global Mobility Statistics

RX BEEQES c ccoccoooocoonacoonnooo
TR BEEOESc ccoccoooocooooooo0000o0
Response Retransmitted.......
Handoff Requests Received....
Handoff End Requests Received
State Transitions Disallowed.

Resource Unavailable.........

Mobility Initiator Statistics
Handoff Request Sent.........
Handoff Reply Received.......
Handoff As Local Received....
Handoff As Foreign Received..
Anchor Request Sent..........
Anchor Deny Received.........
Anchor Grant Received........

Anchor Transfer Received.....
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Mobility Responder Statistic

Handoff Request Ignored..........eeeeeeenennns 0
Handoff Request Dropped.........ccoviiiueenn.. 0
Handoff Request Deny.......couiitinienneennn. 0
Client Handoff As Iocal..........ccocueeenn.n 0
Client Handoff As Foreign..............co.o... 0
Anchor Request Received...............cio.n.. 0
Anchor Requests Deny. ... .ottt eneeenanennns 0
Anchor Requests Granted...................... 0
Anchor Transfered..........c.iieiiiinnnnnn. 0
Related
Command Description
Commands
N/A N/A
Platform N/A
Description

9.11 show mobility status

Use this command to display the status of the specified mobility group.

show mobility status group-name

Parameter o
o Parameter Description
Description
group-name Mobility group name.
Defaults N/A
Command Privileged EXEC mode, global configuration mode and mobility group configuration mode.
Mode

Usage Guide  N/A

Configuration The following example displays the status of a mobility group named mgroup name.
Examples Ruijie# show mobility status mgroup name

Mobility Group mgroup name

Mobitliitey Keepalliive NTnite myvalii i i . 10
Mobility Keepalive COUNT ..ot it ittt veeeeeeeennnnn. 3
Mobility Group StatuUS.....c.c.oiiiiineneeeeeennnnn. normal

Mobility Members:

9-10
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IP Address Client/Server

192.168.1.2 Client

Mobility List Members:

IP Address Client/Server
Related
Command
Commands
N/A
Platform N/A
Description

9.12 show mobility summary

Roaming Commands

Data Tunnel Ctrl Tunnel

OK OK

Data Tunnel Ctrl Tunnel

Description

N/A

Use this command to display the summary of mobility groups.

show mobility summary

Parameter o

o Parameter Description
Description

N/A N/A

Defaults N/A
Command
Mode
Usage Guide  N/A

Configuration
Examples Ruijie# show mobility summary

Mobility Group mgroup name

Mobility Keepalive Interval......
Mobility Keepalive Count.........
Mobility Group Status............

Mobility Members:
IP Address Client/Server
192.168.1.2 Client
Mobility List Members:

IP Address Client/Server

Mobility Group mgroup name2

Mobility Keepalive Interval......
Mobility Keepalive Count.........

Privileged EXEC mode, global configuration mode and mobility group configuration mode.

The following example displays the summary of mobility groups.

normal

Data Tunnel Ctrl Tunnel
OK OK

Data Tunnel Ctrl Tunnel
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Mobility Group StatuUsS. .. ..ot iiinenneeeeeeennnns normal
Mobility Members:

IP Address Client/Server Data Tunnel Ctrl Tunnel
Mobility List Members:

IP Address Client/Server Data Tunnel Ctrl Tunnel
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

9.13 show mobility user

Use this command to display the information about mobility users.

show mobility user [ mac ]

Parameter o
o Parameter Description
Description
Specifies the MAC address of the mobility user. This parameter is
mac .
optional.
Defaults N/A
Command Privileged EXEC mode, global configuration mode and mobility group configuration mode.
Mode

Usage Guide  N/A

Configuration The following example displays information about the specified STA.
Examples Ruijie# show mobility user 00:26:0c:ef:6d:12

MAC: 0026.0cef.6dl2

IPv4-Address: 20.0.0.2

IPv6-Address: 2001::2

WLAN: 1

TYPE: LRC

ROC-AC: N/A

ROC-AP: 004c.0Ocef.6dll

ROC-VLAN: 2

RIC-AC: N/A

RIC-AP: 004c.0Ocef.6dl2

9-12
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Related

Commands

Platform
Description

RIC-VLAN: 3
The following example displays information about all STAs.

Ruijie# show mobility user

STA-MAC IPv4-Address IPv6-Address WLAN TYPE ROC-VLAN
RIC-VLAN

0026.0cef.6dl2 20.0.0.2 N/A 1 LRC 2 2
0040.0cef.6d33 20.0.0.5 N/A 2 RIC 3 3
0040.0cef.6d44 20.0.0.6 N/A 3 ROC 2 4
Command Description

N/A N/A

N/A

9.14 show mobility user roam-track

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Use this command to display the information of mobility user track.

show mobility user roam-track mac

Parameter Description
mac Specifies the MAC address of the mobility user.
N/A

Privileged EXEC mode, global configuration mode, mobility group configuration mode.

N/A

The following example displays the track information of mobility user d85d.4c7e.d4cO.

Ruijie#show mobility user roam-track d85d.4c7e.d4cO

ID AC-Info AP-Info Online-time (d:h:m:s)
1 -LOCAL- 00la.a9%4e.d41E/1 0:00:00:12

2 192.168.170.12 00la.a94e.d40d/1 0:00:00:24

3 -LOCAL- 00la.a9%4e.d42A/1 0:00:00:24
Command Description

9-13
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Commands

N/A N/A
Platform N/A
Description
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1 RRM Commands

1.1 advanced 802.11 channel

Use this command to add or delete a channel for the DCA algorithm.

Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } channel { add | delete } channel-id

no advanced { 802.11a | 802.11b } channel { add | delete }

default advanced {802.11a | 802.11b } channel { add | delete }

Parameter o
Description Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
add Adds a channel for the DCA algorithm.
delete Deletes a channel for the DCA algorithm.
Channel number. The range for a 5GHz network is as follows: 36, 40,
44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132,
channel-id 136, 140, 149, 153, 157, 161, and 165.
The range for a 2.4GHz network is as follows: 1, 2, 3, 4,5, 6, 7, 8, 9,
10, 11, 12, and 13.
Defaults See the Limitation and Specifications manual.
Command Global configuration mode
Mode

Usage Guide  The command can be used to add or delete only one channel value. If the subscriber knows that a
radio client cannot support a specific channel number, the subscriber can modify the scope of

optional channels in the environment by running this command.

Configuration The following example adds channel 4 and channel 8 for the DCA algorithm on a 2.4GHz network.
Examples Ruijie (config) # advanced 802.11lb channel add 4
Ruijie (config)# advanced 802.11b channel add 8

The following example deletes channel 6 for the DCA algorithm on a 2.4GHz network.

Ruijie (config) # advanced 802.11lb channel delete 6

Related -
Command Description
Commands
advanced 802.11 channel dca interval Configures the interval of the DCA algorithm.

show advanced 802.11 channel Displays the related information of the DCA
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Platform

Description

algorithm.

N/A

1.2 advanced 802.11 channel clients

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the client number threshold for the DCA algorithm.
Use the no or default form of this command to restore the default setting.
advanced {802.11a | 802.11b } channel clients clients-num

no advanced { 802.11a | 802.11b } channel clients

default advanced {802.11a | 802.11b } channel clients

Parameter Description
802.11a A 5 GHz network.
802.11b A 2.4 GHz network.

Sets the client number threshold, in the range from 0 to 128. When the
) client number in a frequency band exceeds the client number threshold
clients-num ) ]
on the AP, the channel remains unchanged to prevent clients from

getting offline.

The default is 0, that is, the channel remains unchanged when any client is associated with AP.

Global configuration mode

N/A

The following example sets the client number threshold for the DCA algorithm on a 2.4 GHz network to
5.
Ruijie (config) #advanced 802.11b channel clients 5

Command Description
Displays the current client threshold for the

show advanced { 802.11a | 802.11b } channel )
DCA algorithm.

N/A

1.3 advanced 802.11 channel countered-switch

Use this command to configure the AP to switch channels through the DCA algorithm when it is



Command Reference

RRM Commands

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

contained.

Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } channel countered-switch { enable | disable }
no advanced { 802.11a | 802.11b } channel countered-switch

default advanced {802.11a | 802.11b } channel countered-switch

Parameter Description

802.11a A 5 GHz network.

802.11b A 2.4 GHz network.

enable Enables the DCA channel switch when AP is contained.
disable Disables the DCA channel switch when AP is contained.

This function is disabled by default.

Global configuration mode

N/A

The following example enables the AP to switch channels through the DCA algorithm when it is
contained.

Ruijie (config) #advanced 802.11b channel countered-switch enable

Command Description

Checks whether the DCA channel switch is

show advanced { 802.11a | 802.11b } channel
enabled.

N/A

1.4 advanced 802.11 channel dca anchor-time

Parameter

Description

Use this command to set the start time and duration for the DCA algorithm.
Use the no or default form of the command to restore the default setting.
advanced {802.11a | 802.11b } channel dca anchor-time start-hour duration
no advanced { 802.11a | 802.11b } channel dca anchor-time

default advanced { 802.11a | 802.11b } channel dca anchor-time

Parameter Description

802.11a
802.11b

A 5GHz network.
A 2.4GHz network.
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Sets the hour at which the DCA algorithm begins to run in a day, in

start-hour
the range from 0 to 23.
durati The period during which the DCA algorithm runs consecutively, in the
uration
range from 1 to 24 in the unit of hours.
Defaults The default start-hour is 02:00, and the default duration is 2 hours, indicating that the DCA algorithm

runs consecutively from 02:00 to 04:00.

Command Global configuration mode
Mode

Usage Guide  The command can be used to specify the start hour and duration of the DCA algorithm in a day. The
start hour value is 0 to 23, indicating 00:00am to 11:00pm. The duration value ranges from 1 to 24. If

duration is set to 24, it indicates that the DCA algorithm runs consecutively around the clock.

Configuration The following example sets the start hour of the DCA algorithm on the 2.4GHz network to 08:00, and
Examples the duration to 4 hours.

Ruijie (config)# advanced 802.11b channel dca anchor-time 8 4

Related -
Command Description
Commands
) Specifies the running period of the DCA
advanced 802.11 channel period )
algorithm.
advanced 802.11 channel interval Configures the interval of the DCA algorithm.
Displays the related information of the DCA
show advanced 802.11 channel )
algorithm.
Platform N/A
Description

1.5 advanced 802.11 channel dca chan-width-11n

Use this command to configure the frequency band used by the DCA algorithm in an 802.11n
network. Use the no or default form of the command to restore the default setting.
advanced {802.11a | 802.11b } channel dca chan-width-11n { 20 | 40 }

no advanced { 802.11a | 802.11b } channel dca chan-width-11n

default advanced {802.11a | 802.11b } channel dca chan-width-11n

Parameter o
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

20 Configures the frequency band of 20 MHz for the channels in the
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DCA algorithm.

Configures the frequency band of 40 MHz for the channels in the

40 )
DCA algorithm.
Defaults The default is 20 MHz.
Command Global configuration mode

Mode

Usage Guide  To use the frequency band of 40 MHz in an 802.11n network, run the advanced 802.11{a | b}
channel dca chan-width-11n command. In addition, ensure that there are two consecutive channels
(for example, 149 and 153) among the channels used by the DCA algorithm.

Configuration The following example configures the frequency band used by the DCA algorithm in a 5GHz network
Examples to be 40 MHz.

Ruijie (config) #advanced 802.11la channel add 149

Ruijie (config) #advanced 802.1la channel add 153

Ruijie (config) #advanced 802.1la channel dca chan-width-11n 40

Related -
Command Description
Commands
Indicates the channels used for the DCA
advanced 802.11 channel )
algorithm are added or deleted.
Displays the related information of the DCA
show advanced 802.11 channel )
algorithm.
Platform N/A
Description

1.6 advanced 802.11 channel dca interval

Use this command to specify the running interval of the DCA algorithm. Use the no or default form of
this command to restore the default setting.

advanced {802.11a | 802.11b } channel dca interval value

no advanced { 802.11a | 802.11b } channel dca interval

default advanced {802.11a | 802.11b } channel dca interval

Parameter e
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

| Configures the running interval of the DCA algorithm in the range
value
from 3 to 1440 in the unit of minutes.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

The default is 20 minutes.

Global configuration mode

@ The interval value here is also used as the running interval of the TPC algorithm.

The following example configures the DCA algorithm in a 2.4GHz network to run once an hour.

Ruijie(config) # advanced 802.11b channel dca interval 60

Command

Description

Specifies the running period of the DCA

advanced 802.11 channel period

algorithm.

Configures the time at which the DCA algorithm

advanced 802.11 channel dca anchor-time

is enabled.

Displays the related information of the DCA

show advanced 802.11 channel

N/A

algorithm.

1.7 advanced 802.11 channel dca period

Parameter

Description

Use this command to specify the running period of the DCA algorithm. Use the no or default form of

this command to restore the default setting.

advanced {802.11a | 802.11b } channel dca period day0-of-the-week [ to dayl-of-the-week ]
no advanced { 802.11a | 802.11b } channel dca period

default advanced { 802.11a | 802.11b } channel dca period

Parameter
802.11a

802.11b

day-of-the-week0

day-of-the-week1

Description

A 5GHz network.

A 2.4GHz network.

The day on which the DCA algorithm begins to run in a week. The
valid value is as follows:

{Sunday | Monday | Tuesday | Wednesday | Thursday | Friday |
Saturday}

The day on which the DCA algorithm stops running in a week. The
valid value is as follows:

{Sunday | Monday | Tuesday | Wednesday | Thursday | Friday |
Saturday}
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

By default, the DCA algorithm runs all over the week (from Sunday through to Saturday).

Global configuration mode

The command can be used to specify the running period of the DCA algorithm in a week. The
command can be configured repeatedly, and the seven days of a week can be combined at will. If you

use the default configurations, the DCA algorithm runs every day.

The following example configures the running period of the DCA algorithm in the 2.4GHz network to
Monday, Wednesday, and Friday.

Ruijie (config)# advanced 802.11b channel dca period Monday

Ruijie (config)# advanced 802.11b channel dca period Wednesday

Ruijie (config)# advanced 802.11b channel dca period Friday

The following example configures the running period of the DCA algorithm in the 2.4GHz network to
Monday, Tuesday, Wednesday, Thursday, and Friday.
Ruijie (config)# advanced 802.11b channel dca period Monday to Friday

Command Description

advanced 802.11 channel interval Configures the interval of the DCA algorithm.
Displays the related information of the DCA

show advanced 802.11 channel )
algorithm.

N/A

1.8 advanced 802.11 channel dca sensitivity

Parameter

Description

Use this command to specify the sensitivity of the DCA algorithm to the environmental changes when
channel allocation is considered. Use the no or default form of this command to restore the default
setting.

advanced {802.11a | 802.11b } channel dca sensitivity { low | medium | high }

no advanced { 802.11a | 802.11b } channel dca sensitivity

default advanced {802.11a | 802.11b } channel dca sensitivity

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

| Indicates that the DCA algorithm is of low sensitivity to the
ow
environmental changes.
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Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

] Indicates that the DCA algorithm is of medium sensitivity to the
medium ]
environmental changes.
hiah Indicates that the DCA algorithm is of high sensitivity to the
i
9 environmental changes.

The DCA algorithm is of medium sensitivity to the environmental changes by default.

Global configuration mode

N/A

The following example configures the DCA algorithm in a 2.4GHz network to be highly sensitive to the

environmental changes.

Ruijie (config)# advanced 802.11b channel dca sensitivity high

Command Description

Displays the related information of the DCA
show advanced 802.11 channel )
algorithm.

N/A

1.9 advanced 802.11 channel foreign

Parameter

Description

Defaults

Use this command to determine whether the external AP interference is considered or ignored when
the DCA algorithm allocates channels. Use the no form of this command to delete the configuration.
Use the default form of this command to restore the default setting.

advanced {802.11a | 802.11b } channel foreign { enable | disable }

no advanced { 802.11a | 802.11b } channel foreign

default advanced {802.11a | 802.11b } channel foreign

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates that the AP interference factor is considered by the DCA
algorithm.

disable Indicates that the AP interference factor is ignored by the DCA

algorithm.

This function is enabled by default.
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Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Global configuration mode

N/A

The following example configures the DCA algorithm in a 2.4GHz network to consider the AP
interference factor.

Ruijie (config) # advanced 802.11b channel foreign enable

Command Description

Determines whether the load factor is
advanced 802.11 channel load ) .
considered by the DCA algorithm.

] Determines whether the noise factor is
advanced 802.11 channel noise ) )
considered by the DCA algorithm.

Displays the related information of the DCA

show advanced 802.11 channel )
algorithm.

N/A

1.10 advanced 802.11 channel global

Parameter

Description

Defaults

Command
Mode

Use this command to configure the running mode of the DCA algorithm. Use the no or default form of
this command to restore the default setting.

advanced {802.11a | 802.11b } channel global { auto | once | off }

no advanced { 802.11a | 802.11b } channel global

default advanced {802.11a | 802.11b } channel global

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

auto Configures the running mode of the DCA algorithm as periodical.
once Configures the running mode of the DCA algorithm as triggered.
off Indicates that the DCA algorithm is disabled.

The running mode of the DCA algorithm is specified as periodical running by default.

Global configuration mode
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Usage Guide  The DCA algorithm can be run in three modes: periodical, triggered, and disabled. The command can
be used to modify the running mode of the DCA algorithm according to the needs of channel
allocation. The DCA algorithm is run in triggered mode by default. When AP gents online or radio of
the AP is enabled, the radio is triggered to adjust the channel. It will not change the AP's channel
afterwards. After the DCA algorithm is configured to run in periodical mode, channel allocation is

performed on all APs every 20 minutes by default.

Configuration The following example disables the DCA algorithm in a 2.4GHz network.

Examples Ruijie (config)# advanced 802.11b channel global off
Related o

Command Description
Commands

Displays information related to the DCA
show advanced 802.11 channel )
algorithm.

Platform N/A

Description

1.11 advanced 802.11 channel load

Use this command to determine whether the load factor is considered or ignored when the DCA
algorithm allocates channels. Use the no or default form of this command to restore the default
setting.

advanced {802.11a | 802.11b } channel load { enable | disable }

no advanced { 802.11a | 802.11b } channel load

default advanced {802.11a | 802.11b } channel load

Parameter o
Description Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
enable Indicates the load factor is considered by the DCA algorithm.
disable Indicates the load factor is ignored by the DCA algorithm.
Defaults This function is disabled by default.
Command Global configuration mode
Mode

Usage Guide  N/A

Configuration The following example configures the DCA algorithm in a 2.4GHz network to consider the load factor.
Examples Ruijie (config) # advanced 802.11b channel load enable
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Related
Commands

Platform

Description

Command Description

Determines whether the interference factor is
advanced 802.11 channel interference ) )
considered by the DCA algorithm.

Determines whether the noise factor is
advanced 802.11 channel noise ) )
considered by the DCA algorithm.

Displays the related information of the DCA

show advanced 802.11 channel ]
algorithm.

N/A

1.12 advanced 802.11 channel noise

Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Use this command to determine whether the ambient noise is considered or ignored when the DCA
algorithm allocates channels. Use the no or default form of this command to restore the default
setting.

advanced {802.11a| 802.11b } channel noise { enable | disable }

no advanced { 802.11a | 802.11b } channel noise

default advanced {802.11a | 802.11b } channel noise

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates the noise factor is considered by the DCA algorithm.
disable Indicates the noise factor is ignored by the DCA algorithm.

This function is disabled by default.

Global configuration mode

N/A

The following example configures the DCA algorithm in a 2.4GHz network to consider the noise
factor.

Ruijie(config) # advanced 802.11lb channel noise enable

Command Description

advanced 802.11 channel interference Determines whether the interference factor is
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Platform
Description

considered by the DCA algorithm.

Determines whether the load factor is
advanced 802.11 channel load ) )
considered by the DCA algorithm.

Displays the related information of the DCA

show advanced 802.11 channel ]
algorithm.

N/A

1.13 advanced 802.11 channel pkt-loss-rate-threshold

Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Use this command to configure the threshold of packet loss rate on the air interface for the DCA
algorithm during channel allocation. Use the no or default form of this command to restore the default
setting.

advanced {802.11a | 802.11b } channel pkt-loss-rate-threshold threshold

no advanced { 802.11a | 802.11b } channel pkt-loss-rate-threshold

default advanced {802.11a | 802.11b } channel pkt-loss-rate-threshold

Parameter Description
802.11a A 5 GHz network.
802.11b A 2.4 GHz network.

Sets the threshold of packet loss rate on the air interface, in the range
from O to 100.

threshold When the packet loss rate in a frequency band exceeds the threshold,
the AP switched to another channel through the DCA algorithm to avoid
high packet loss rate. The range is from 0 to 100.

The default is 100, that is, the threshold of packet loss rate is not configured by default.

Global configuration mode

N/A

The following example sets the threshold of packet loss rate on the air interface for the DCA algorithm
on a 2.4GHz network to 10%.
Ruijie (config) #advanced 802.11b channel pkt-loss-rate-threshold 10

Command Description

Displays the threshold of packet loss rate on
show advanced { 802.11a | 802.11b } channel o ]
the air interface for the DCA algorithm.
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Platform
o N/A
Description

1.14 advanced 802.11 channel update

Use this command to enable the DCA algorithm once manually and select channels automatically
through the DCA algorithm.
advanced {802.11a | 802.11b } channel update

Parameter o
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Defaults N/A
Command Global configuration mode
Mode

Usage Guide  The command takes effect only when the running mode of the DCA algorithm is configured to
triggered. When the running mode of the DCA algorithm is configured to triggered, you can run this
command to enable the DCA algorithm once and the running time of the DCA algorithm is the next

running period.

Configuration The following example configures the running mode of the DCA algorithm in a 2.4GHz network to
Examples once and enables the DCA algorithm once.

Ruijie (config)# advanced 802.11b channel global once

Ruijie (config) # advanced 802.11b channel update

Related -
Command Description
Commands
Configures the running mode of the DCA
advanced 802.11 channel global ]
algorithm.
Displays the related information of the DCA
show advanced 802.11 channel ]
algorithm.
Platform N/A
Description

1.15 advanced 802.11 coverage

Use this command to enable or disable the blind spot detection and repair algorithm. Use the no form
of this command to delete the configuration. Use the default form of this command to restore the
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

default setting.

advanced {802.11a | 802.11b } coverage { enable | disable }
no advanced { 802.11a | 802.11b } coverage

default advanced { 802.11a | 802.11b } coverage

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates the blind spot detection and repair function is enabled.
disable Indicates the blind spot detection and repair function is disabled.

This function is enabled by default.

Global configuration mode

If the blind spot detection and repair algorithm is enabled, the radio AC judges whether there exists a
weak-signal coverage area in the current environment according to the signal status of the mobile

subscriber.

The following example enables the blind spot detection and repair algorithm in a 2.4GHz network.

Ruijie (config)# advanced 802.11lb coverage enable

Command Description

) Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global ) ) )
blind spot detection algorithm.

) Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) )
spot detection algorithm.

Sets the limit of subscriber failure count in the
advanced 802.11 coverage level global ) ) )
blind spot detection algorithm.

Sets the limit of packet failure count in the blind
advanced 802.11 coverage packet-count . .
spot detection algorithm.

) Sets the packet signal limit in the blind spot
advanced 802.11 coverage rssi-threshold ] ]
detection algorithm.

Displays the related information of the blind

show advanced 802.11 coverage ) ]
detection algorithm.

N/A



Command Reference RRM Commands

1.16 advanced 802.11 coverage exception global

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to specify the limit of the subscriber failure rate in the blind spot detection and
repair algorithm. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } coverage exception global percent

no advanced { 802.11a | 802.11b } coverage exception global

default advanced { 802.11a | 802.11b } coverage exception global

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

. Indicates the percentage of the failed subscribers in the range from
ercen
P 1% to 100%.

The default percent is 25%.

Global configuration mode

If the strength of signals transmitted by a mobile subscriber is lower than the specified limit or if the
count/rate of voice/data packets reaches the limit, the blind spot detection and repair algorithm
considers the mobile subscriber to be a failed subscriber. In the running period of the blind spot
detection and repair algorithm: If the subscriber failure count/rate reaches the specified limit, the blind
spot detection and repair algorithm determines that there exists a blind spot in the current
environment; if the transmit power does not reach the maximum level, the blind spot detection and

repair algorithm increments the transmit power of the radio AP by one level.

The following example configures the limit of subscriber failure rate in the blind spot detection and
repair algorithm in a 2.4GHz network to 50%.
Ruijie (config) # advanced 802.11b coverage exception global 50

Command Description

Enables or disables the blind spot detection
advanced 802.11 coverage ] .
and repair algorithm.

] Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) )
spot detection algorithm.

Sets the limit of subscriber failure count in the
advanced 802.11 coverage level global ) ) )
blind spot detection algorithm.

Sets the limit of packet failure count in the blind
advanced 802.11 coverage packet-count ) )
spot detection algorithm.

advanced 802.11 coverage rssi-threshold Sets the packet signal limit in the blind spot
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Platform

Description

detection algorithm.
Displays the related information of the blind

show advanced 802.11 coverage ] ]
detection algorithm.

N/A

1.17 advanced 802.11 coverage fail-rate

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to specify the limit of data/voice packet failure rate in the blind spot detection and
repair algorithm. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } coverage { data | voice } fail-rate percent

no advanced { 802.11a | 802.11b } coverage { data | voice } fail-rate

default advanced { 802.11a | 802.11b } coverage { data | voice } fail-rate

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

data Specifies the limit of failure rate for data packets.

voice Specifies the limit of failure rate for voice packets.

percent Indicates the percentage of failure rate in the range from 1% to 100%.

The default is 20%.

Global configuration mode

If the strength of signals transmitted by a mobile subscriber is lower than the limit or if the count/rate
of voice/data packets reaches the specified limit, the blind spot detection and repair algorithm
considers the mobile subscriber to be a failed subscriber. In the running period of the blind spot
detection and repair algorithm: If the subscriber failure count/rate reaches the specified limit, the blind
spot detection and repair algorithm determines that there exists a blind spot in the current
environment; if the transmit power does not reach the maximum level, the blind spot detection and
repair algorithm increments the transmit power of the radio AP by one level.

The following example configures the limit of data packet failure rate in the blind spot detection and
repair algorithm in a 2.4GHz network to 50%.

Ruijie (config)# advanced 802.11b coverage data fail-rate 50

The following example configures the limit of voice packet failure rate in the blind spot detection and
repair algorithm in a 5GHz network to 30%.

Ruijie (config)# advanced 802.1la coverage voice fail-rate 30
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Related
Commands

Platform

Description

Command Description

Enables or disables the blind spot detection
advanced 802.11 coverage ] )
and repair algorithm.

) Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global ) ] )
blind spot detection algorithm.

Sets the limit of failed subscriber count in the
advanced 802.11 coverage level global ) ] )
blind spot detection algorithm.

Sets the limit of failed packet count in the blind
advanced 802.11 coverage packet-count ) )
spot detection algorithm.

) Sets the packet signal limit in the blind spot
advanced 802.11 coverage rssi-threshold ] )
detection algorithm.

Displays the related information of the blind

show advanced 802.11 coverage ] )
detection algorithm.

N/A

1.18 advanced 802.11 coverage level global

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to specify the limit of subscriber failure count in the blind spot detection and repair
algorithm. Use the no or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } coverage level global clients-num

no advanced { 802.11a | 802.11b } coverage level global

default advanced { 802.11a | 802.11b } coverage level global

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Specifies the limit of the failed subscriber count in the rangefrom 1 to
75.

clients-num

The default is 3.

Global configuration mode

If the strength of signals transmitted by a mobile subscriber is lower than the limit or if the count/rate
of voice/data packets reaches the specified limit, the blind spot detection and repair algorithm
considers the mobile subscriber to be a failed subscriber. In the running period of the blind spot
detection and repair algorithm: If the subscriber failure count/rate reaches the specified limit, the blind

spot detection and repair algorithm determines that there exists a blind spot in the current
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environment; if the transmit power does not reach the maximum level, the blind spot detection and

repair algorithm increments the transmit power of the radio AP by one level.

Configuration The following example configures the limit of failed subscriber count in the blind spot detection and
Examples repair algorithm in a 2.4GHz network to 10.
Ruijie (config)# advanced 802.11b coverage level global 10

Related o
Command Description
Commands
Enable or disables the blind spot detection and
advanced 802.11 coverage ) )
repair algorithm.
] Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global ) ] )
blind spot detection algorithm.
] Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) )
spot detection algorithm.
Sets the limit of failed packet count in the blind
advanced 802.11 coverage packet-count ) )
spot detection algorithm.
) Sets the packet signal limit in the blind spot
advanced 802.11 coverage rssi-threshold ) )
detection algorithm.
Displays the related information of the blind
show advanced 802.11 coverage ] )
detection algorithm.
Platform N/A
Description

1.19 advanced 802.11 coverage packet-count

Use this command to specify the limit of data/voice packet failure count in the blind spot detection and
repair algorithm. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } coverage { data | voice } packet-count packets

no advanced { 802.11a | 802.11b } coverage { data | voice } packet-count

default advanced { 802.11a | 802.11b } coverage { data | voice } packet-count

Parameter -
o Parameter Description

Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
data Specifies the limit of failure rate for data packets.
voice Specifies the limit of failure rate for voice packets.
packets Specifies the limit of failed packets in the range from 1 to 255.

Defaults The default is 10.
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Command Global configuration mode
Mode

Usage Guide If the strength of signals transmitted by a mobile subscriber is lower than the limit or if the count/rate
of voice/data packets reaches the specified limit, the blind spot detection and repair algorithm
considers the mobile subscriber to be a failed subscriber. In the running period of the blind spot
detection and repair algorithm: If the subscriber failure count/rate reaches the specified limit, the blind
spot detection and repair algorithm determines that there exists a blind spot in the current
environment; if the transmit power does not reach the maximum level, the blind spot detection and

repair algorithm increments the transmit power of the radio AP by one level.

Configuration The following example configures the limit of failed data packet count in the blind spot detection and
Examples repair algorithm in a 2.4GHz network to 30.
Ruijie (config)# advanced 802.11b coverage data packet-count 30

Related -
Command Description
Commands
Enables or disables the blind spot detection
advanced 802.11 coverage ] )
and repair algorithm.
] Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global . ] ]
blind spot detection algorithm.
] Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) ]
spot detection algorithm.
Sets the limit of failed subscriber count in the
advanced 802.11 coverage level global ) ) )
blind spot detection algorithm.
) Sets the packet signal limit in the blind spot
advanced 802.11 coverage rssi-threshold ) )
detection algorithm.
Displays the related information of the blind
show advanced 802.11 coverage ) )
detection algorithm.
Platform N/A
Description

1.20 advanced 802.11 coverage profile

Use this command to specify the limit of SNR for a subscriber that the blind spot detection and repair
algorithm considers to be at a blind spot. Use the no or default form of this command to restore the
default setting.

advanced { 802.11a | 802.11b } coverage profile value

no advanced { 802.11a | 802.11b } coverage profile

default advanced { 802.11a | 802.11b } coverage profile

Parameter o
o Parameter Description
Description
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the limit of SNR for the data packets received by a customer

value ) ) ) )
in the range from 1 to 30 in the unit of decibels.

In a 5 GHz network, the default is 16 decibels, and in a 2.4 GHz network, the default is 12 decibels.

Global configuration mode

If the SNR of the data/voice packets transmitted by a mobile subscriber is lower than the specified
threshold, the blind spot detection and repair algorithm considers the mobile subscriber to be a failed
subscriber. In the running period of the blind spot detection and repair algorithm: If the subscriber
failure count/rate reaches the specified limit, the blind spot detection and repair algorithm determines
that there exists a blind spot in the current environment; if the transmit power does not reach the
maximum level, the blind spot detection and repair algorithm increments the transmit power of the
radio AP by one level.

The following example configures the limit of SNR for a subscriber in the blind spot detection and
repair algorithm in a 2.4GHz network to 20 decibels.
Ruijie(config)# advanced 802.11b coverage profile 20

Command Description

Enables or disables the blind spot detection
advanced 802.11 coverage ) )
and repair algorithm.

) Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global ) ) )
blind spot detection algorithm.

] Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) )
spot detection algorithm.

Sets the limit of failed subscriber count in the
advanced 802.11 coverage level global ) ) )
blind spot detection algorithm.

Sets the limit of failed packet count in the blind
advanced 802.11 coverage packet-count ) )
spot detection algorithm.

Sets the packet signal limit in the blind spot

advanced 802.11 coverage rssi-threshold ] ]
detection algorithm.

N/A

1.21 advanced 802.11 coverage rssi-threshold

Use this command to specify the limit of RSSI for the data/voice packets in the blind spot detection



Command Reference RRM Commands

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

and repair algorithm. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } coverage { data | voice } rssi-threshold value

no advanced { 802.11a | 802.11b } coverage { data | voice } rssi-threshold

default advanced { 802.11a | 802.11b } coverage { data | voice } rssi-threshold

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

data Specifies the limit of RSSI for data packets.
voice Specifies the limit of RSSI for voice packets.

Specifies the limit of RSSI in the range from -90 to -60 in the unit of
dBm.

value

The default for data packets is -80 dBm.
The default for voice packets is -75 dBm.

Global configuration mode

If the strength of signals transmitted by a mobile subscriber is lower than the limit or if the count/rate
of voice/data packets reaches the specified limit, the blind spot detection and repair algorithm
considers the mobile subscriber to be a failed subscriber. In the running period of the blind spot
detection and repair algorithm: If the subscriber failure count/rate reaches the specified limit, the blind
spot detection and repair algorithm determines that there exists a blind spot in the current
environment; if the transmit power does not reach the maximum level, the blind spot detection and
repair algorithm increments the transmit power of the radio AP by one level.

The specified limit of RSSI is used to analyze whether there exists a blind spot. When the RSSI value
for the received data/voice packets is lower than the specified limit, there may exist a potential blind

spot.

The following example configures the limit of RSSI for data packets in the blind spot detection and
repair algorithm in a 2.4GHz network to -75 dBm.
Ruijie (config)# advanced 802.11b coverage data rssi-threshold -75

Command Description

Enables or disables the blind spot detection
advanced 802.11 coverage ] )
and repair algorithm.

] Sets the limit of subscriber failure rate in the
advanced 802.11 coverage exception global ) ) ]
blind spot detection algorithm.

] Sets the limit of packet failure rate in the blind
advanced 802.11 coverage fail-rate ) )
spot detection algorithm.
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Platform

Description

advanced 802.11 coverage level global

advanced 802.11 coverage packet-count

show advanced 802.11 coverage

N/A

1.22 advanced 802.11 factory

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Sets the limit of failed subscriber count in the
blind spot detection algorithm.

Sets the limit of failed packet count in the blind
spot detection algorithm.

Displays the related information of the blind

detection algorithm.

Use this command to restore all RRM configurations to the default settings.

advanced { 802.11a | 802.11b } factory

Parameter

802.11a
802.11b

N/A

Global configuration mode

N/A

Description

Restores the configurations of a 5GHz network.

Restores the configurations of a 2.4GHz network.

The following example restores all RRM configurations of a 2.4GHz network to the default values.

Ruijie (config)# advanced 802.11b factory

Command

show advanced 802.11 channel

show advanced 802.11 coverage

show advanced 802.11 logging

show advanced 802.11 monitor

show advanced 802.11 profile global

show advanced 802.11 txpower

Description

Displays the related information of the DCA
algorithm.

Displays the related information of the blind
spot detection and repair algorithm.
Displays the related information of the RRM
log.

Displays the related information of RRM
monitoring.

Displays the related information of the RRM
limit.

Displays the related information of the TPC
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Platform

Description

algorithm.

N/A

1.23 advanced 802.11 group-leader

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to configure the group leader of RRM, which is to manually specify the leader of
the RF group for the current device. Use the no or default form of this command to restore the default
setting.

advanced { 802.11a | 802.11b } group-leader ip-address

no advanced { 802.11a | 802.11b } group-leader

default advanced { 802.11a | 802.11b } group-leader

Parameter Description

802.11a A 5 GHz network.

802.11b A 2.4 GHz network.

) Configures the IP address of the RF group leader, which must be the
ip-address

IP address of loopback 0 interface on the group leader device.

The device itself is configured as the group leader by default.

Global configuration mode

Use this command to configure the RF group leader. If the group leader is not configured, ACs will
consider themselves as the group leader. The running of the RRM algorithm is managed by the group
leader after it is configured.

Note that if another AC is configured as the group leader of the frequency range where the current
device locates, you cannot add other ACs as members of the RF group on the device.

The following example configures the RF group leader of a 2.4 GHz network as 1.1.1.1.
Ruijie (config) # advanced 802.11b group-leader 1.1.1.1

Command Description

show advanced 802.11 group Displays RF group information.

advanced 802.11 group-member Configures RF group members.

N/A
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1.24 advanced 802.11 group-member

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure RF group members of RRM, which is to manually add group member
devices of the current AC. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } group-member ip-address

no advanced { 802.11a | 802.11b } group-member

default advanced { 802.11a | 802.11b } group-member

Parameter Description

802.11a A 5 GHz network.

802.11b A 2.4 GHz network.

) IP address of the RF group member device, which must be the IP
ip-address

address of loopback 0 interface on the device.

No RF group member of RRM is configured by default.

Global configuration mode

Use this command to configure the RF group member list. The AC member devices need to configure
the device as the group leader and then form the same RF group after reaching a consensus.

Note that when an AC adds group member devices, which means the AC will perform the RRM group
computing as the group leader. Therefore, it cannot configure other ACs as the group leader of itself.
Different group leaders and group members can be configured for 802.11a and 802.11b networks.

The following example configures the RF group members of a 2.4 GHz network as 1.1.1.2 and 1.1.1.3
and the RF group leader of a 5 GHz network as 1.1.1.2.

Ruijie (config)# advanced 802.11b group-member 1.1.1.2

Ruijie (config) # advanced 802.11b group-member 1.1.1.3

Command Description

show advanced 802.11 group Displays RF group information.

advanced 802.11 group-leader Configures the RF group leader.

N/A

1.25 advanced 802.11 logging channel

Use this command to open/close the log about channel allocation. Use the no or default form of this

command to restore the default setting.



Command Reference RRM Commands

advanced { 802.11a | 802.11b } logging channel { on | off }
no advanced { 802.11a | 802.11b } logging channel
default advanced { 802.11a | 802.11b } logging channel

Parameter .
Description Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
on Indicates the log about channel allocation is opened.
off Indicates the log about channel allocation is closed.
Defaults The log about channel allocation is closed by default.
Command Global configuration mode
Mode

Usage Guide  N/A

Configuration  The following example opens the log about channel allocation in a 2.4GHz network.

Examples Ruijie (config)# advanced 802.11b logging channel on
Related —

Command Description
Commands

Configures the running mode of the DCA
advanced 802.11 channel global ]
algorithm.

show advanced 802.11 logging Displays the on/off information of the log.

Platform N/A

Description

1.26 advanced 802.11 logging coverage

Use this command to open/close the log about the limit of subscriber quantity. Use the no or default
form of this command to restore the default setting.

advanced { 802.11a | 802.11b } logging coverage { on | off }

no advanced { 802.11a | 802.11b } logging coverage

default advanced { 802.11a | 802.11b } logging coverage

Parameter "
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

on Indicates the log about the limit of subscriber quantity is opened.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

off Indicates the log about the limit of subscriber quantity is closed.

The log about the limit of subscriber quantity is closed by default.

Global configuration mode

N/A

The following example opens the log about the limit of subscriber quantity in a 2.4GHz network.

Ruijie (config)# advanced 802.11b logging coverage on

Command Description

advanced 802.11 profile clients Configures the limit of subscriber quantity.
show advanced 802.11 logging Displays the on/off information of the log.
N/A

1.27 advanced 802.11 logging foreign

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to open/close the log about the AP interference threshold-crossing report. Use the
no or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } logging foreign { on | off }

no advanced { 802.11a | 802.11b } logging foreign

default advanced { 802.11a | 802.11b } logging foreign

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the log about the AP interference threshold-crossing report
on is opened.
off Indicates the log about the AP interference threshold-crossing report

is closed.

The log about the AP interference threshold-crossing report is closed by default.

Global configuration mode

N/A
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Configuration
Examples

Related
Commands

Platform

Description

The following example opens the log about the AP interference threshold-crossing report in a 2.4GHz
network.

Ruijie (config) # advanced 802.11b logging foreign on

Command Description

advanced 802.11 profile foreign Configures the AP interference limit.
show advanced 802.11 logging Displays the on/off information of the log.
N/A

1.28 advanced 802.11 logging load

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to open/close the log about the load threshold-crossing report. Use the no or
default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } logging load { on | off }

no advanced { 802.11a | 802.11b } logging load

default advanced { 802.11a | 802.11b } logging load

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

on Indicates the log about the load threshold-crossing report is opened.
off Indicates the log about the load threshold-crossing report is closed.

The log about the load threshold-crossing report is closed by default.

Global configuration mode

N/A

The following example opens the log about the load threshold-crossing report in a 2.4GHz network.
Ruijie (config) # advanced 802.11b logging foreign on

Command Description

advanced 802.11 profile utilization Configures the load limit.

show advanced 802.11 logging Displays the on/off information of the log.
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Platform
Description

N/A

1.29 advanced 802.11 logging noise

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to open/close the log about the channel noise threshold-crossing report. Use the
no or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } logging noise { on | off }

no advanced { 802.11a | 802.11b } logging noise

default advanced { 802.11a | 802.11b } logging noise

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the log about the channel noise threshold-crossing report is
on opened.
off Indicates the log about the channel noise threshold-crossing report is

closed.

The log about the channel noise threshold-crossing report is closed by default.

Global configuration mode

N/A

The following example opens the log about the channel noise threshold-crossing report in a 2.4GHz
network.

Ruijie(config) # advanced 802.11b logging foreign on

Command Description

advanced 802.11 profile noise Configures the channel noise limit.
show advanced 802.11 logging Displays the on/off information of the log.
N/A

1.30 advanced 802.11 logging performance

Use this command to open/close the log about the performance threshold-crossing report. Use the no

or default form of this command to restore the default setting.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

advanced { 802.11a | 802.11b } logging performance { on | off }
no advanced { 802.11a | 802.11b } logging performance
default advanced { 802.11a | 802.11b } logging performance

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the log about the performance threshold-crossing report is
on opened.
off Indicates the log about the performance threshold-crossing report is

closed.

The log about the performance threshold-crossing report is closed by default.

Global configuration mode

N/A

The following example opens the log about the performance threshold-crossing report in a 2.4GHz
network.

Ruijie (config) # advanced 802.11b logging performance on

Command Description

advanced 802.11 profile performance Configures the performance limit.

show advanced 802.11 logging Displays the on/off information of the log.
N/A

1.31 advanced 802.11 logging txpower

Parameter

Description

Use this command to open/close the log about power allocation. Use the no or default form of this
command to restore the default setting.

advanced {802.11a | 802.11b } logging txpower { on | off }

no advanced { 802.11a | 802.11b } logging txpower

default advanced {802.11a | 802.11b } logging txpower

Parameter Description

802.11a A 5GHz network.
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802.11b A 2.4GHz network.
on Indicates the log about power allocation is opened.
off Indicates the log about power allocation is closed.
Defaults The log about power allocation is closed by default.
Command Global configuration mode

Mode

Usage Guide  N/A

Configuration The following example opens the log about the power allocation event in a 2.4GHz network.

Examples Ruijie (config)# advanced 802.11b logging txpower on
Related o

Command Description
Commands

Configures the running mode of the TPC
advanced 802.11 txpower global ]
algorithm.

show advanced 802.11 logging Displays the on/off information of the log.

Platform N/A
Description

1.32 advanced 802.11 monitor channel-list

Use this command to set the scope of monitored channels. Use the no or default form of this
command to restore the default setting.

advanced { 802.11a | 802.11b } monitor channel-list { all | country | dca }

no advanced { 802.11a | 802.11b } monitor channel-list

default advanced {802.11a | 802.11b } monitor channel-list

Parameter o
Description Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
all Indicates all channels are monitored.
country Indicates the channels with the specified country code are monitored.
dca Indicates the channels used by the DCA algorithm are monitored.
Defaults The channels with the specified country code are monitored by default.
Command Global configuration mode

Mode
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Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

The command can be used to set the list of channels to be monitored by the AP.

When you select all, the RRM monitors all channels including:

802.11a: 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140, 149,
153, 157, 161, and 165.

802.11b/g: 1,2, 3,4,5,6,7,8,9, 10, 11, 12, and 13.

The following example only monitors the channels used by the DCA algorithm in a 2.4GHz network.

Ruijie(config) # advanced 802.11lb monitor channel-list dca

Command Description
show advanced 802.11 monitor Displays the monitoring-related information.
N/A

1.33 advanced 802.11 monitor coverage

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to set the interval of monitoring the subscriber information. Use the no or default
form of this command to restore the interval to the default value.

advanced { 802.11a| 802.11b } monitor coverage seconds

no advanced { 802.11a | 802.11b } monitor coverage

default advanced {802.11a | 802.11b } monitor coverage

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Indicates the monitoring interval in the range from 60 to 3,600 in the
seconds ]
unit of seconds.

The default is 180 seconds.

Global configuration mode

& The interval here is also the running period of the blind spot detection and repair algorithm.

The following example configures the interval of monitoring the subscriber information in a 2.4GHz
network to 300 seconds.

Ruijie (config)# advanced 802.11b monitor coverage 300
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Related
Commands

Platform

Description

Command Description

show advanced 802.11 monitor Displays the monitoring-related information.

N/A

1.34 advanced 802.11 monitor load

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to set the interval of monitoring the load information. Use the no or default form of
this command to restore the default setting.

advanced {802.11a | 802.11b } monitor load seconds

no advanced { 802.11a | 802.11b } monitor load

default advanced {802.11a | 802.11b } monitor load

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the monitoring interval in the range from 60 to 3,600 in the
seconds

unit of seconds.

The default is 60 seconds.

Global configuration mode

N/A

The following example configures the interval of monitoring the load information in a 2.4GHz network
to 180 seconds.
Ruijie (config)# advanced 802.11b monitor load 180

Command Description

show advanced 802.11 monitor Displays the monitoring-related information.

N/A

1.35 advanced 802.11 monitor mode

Use this command to enable/disable the monitoring function of the radio AP. Use the no or default
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

form of this command to restore the default setting.

advanced { 802.11a | 802.11b } monitor mode { enable | disable }
no advanced { 802.11a | 802.11b } monitor mode

default advanced { 802.11a | 802.11b } monitor mode

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates the monitoring function of the AP is enabled.
disable Indicates the monitoring function of the AP is disabled.

The monitoring function of the AP is disabled by default.

Global configuration mode

N/A

The following example enables the monitoring function of the AP in a 2.4GHz network.

Ruijie (config)# advanced 802.11b monitor mode enable

Command Description

show advanced 802.11 monitor

N/A

1.36 advanced 802.11 monitor noise

Parameter

Description

Use this command to set the interval of monitoring the noise information. Use the no or default form

of this command to restore the interval to the default value.
advanced { 802.11a | 802.11b } monitor noise seconds
no advanced { 802.11a | 802.11b } monitor noise

default advanced { 802.11a | 802.11b } monitor noise

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Indicates the monitoring interval in the range from 60 to 3,600 in the
seconds

unit of seconds.

Displays the monitoring-related information.
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

The default is 180 seconds.

Global configuration mode

None

The following example configures the interval of monitoring the noise information in a 2.4GHz network
to 300 seconds.

Ruijie(config) # advanced 802.11lb monitor noise 300

Command Description
show advanced 802.11 monitor Displays the monitoring-related information.
N/A

1.37 advanced 802.11 monitor signal

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to set the interval at which the AP monitors the environmental signals. Use the no
or default form of this command to restore the interval to the default value.

advanced { 802.11a | 802.11b } monitor signal seconds

no advanced { 802.11a | 802.11b } monitor signal

default advanced { 802.11a | 802.11b } monitor signal

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Indicates the monitoring interval in the range from 60 to 3,600 in the
seconds ]
unit of seconds.

The default is 180 seconds.

Global configuration mode

N/A

The following example configures the interval of monitoring the environmental signals in a 2.4GHz
network to 120 seconds.
Ruijie (config) # advanced 802.11b monitor signal 120
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Related
Commands

Platform
Description

Command Description
show advanced 802.11 monitor Displays the monitoring-related information.
N/A

1.38 advanced 802.11 profile clients

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to configure the maximum number of subscribers associated with the radio AP in
the global configuration mode. Use the no or default form of this command to restore the default
setting.

advanced {802.11a | 802.11b } profile clients { global | ap-name } clients-num

no advanced { 802.11a | 802.11b } profile clients { global | ap-name }

default advanced {802.11a | 802.11b } profile clients { global | ap-name }

Use this command to configure the maximum number of subscribers associated with the radio AP in
the AP configuration mode. Use the no or default form of this command to restore the default setting.
advanced { 802.11a | 802.11b } profile clients clients-num

no advanced { 802.11a | 802.11b } profile clients

default advanced {802.11a | 802.11b } profile clients

Parameter Description
global Specifies the limit of subscriber quantity for all APs.
Specifies the limit of subscriber quantity for a specific AP, and this
ap-name parameter is not necessary in the AP configuration mode.
802.11a A 5GHz network.
802.11b A 2.4GHz network.
clients-num Specifies the limit of subscriber quantity in the range from 1 to 128.

The default is 32.

Global configuration mode/AP configuration mode

When configuring the limit of subscriber quantity for a specific AP, the configured parameters will be
saved in the template file of AP configuration. You can view the parameters configured during the AP

is running by the how ap-config running command.

The following example configures the limit of subscriber quantity for all APs in a 2.4GHz network to
20.
Ruijie (config)# advanced 802.11b profile clients global 20
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The following example configures the limit of subscriber quantity for an AP named ap2 in a 2.4GHz
network to 25.

Ruijie (config) #ap-config ap2

Ruijie (config-ap)# advanced 802.11b profile clients 25

Related o
Command Description
Commands
show advanced 802.11 profile Displays the limit-related information.
Platform N/A
Description

1.39 advanced 802.11 profile foreign

Use this command to configure the AP interference limit in the global configuration mode. Use the no
or default form of this command to restore the default setting.

advanced {802.11a | 802.11b } profile foreign { global | ap-name } percent

no advanced { 802.11a | 802.11b } profile foreign { global | ap-name }

default advanced {802.11a | 802.11b } profile foreign { global | ap-name }

Use this command to configure the AP interference limit in the AP configuration mode. Use the no or
default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } profile foreign percent

no advanced { 802.11a | 802.11b } profile foreign

default advanced {802.11a | 802.11b } profile foreign

Parameter o
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
lobal Specifies the interference limit for all APs in the global configuration
global
mode.
Specifies the interference limit for a specific AP in the global
ap-name configuration mode, and this parameter is optional in the AP
configuration mode.
Indicates the percentage of interference in the range from 1% to
percent
100%.
Defaults The default is 60%.
Command Global configuration mode/AP configuration mode

Mode
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

When configuring the interference limit for a specific AP, the configured parameters will be saved in

the template file of AP configuration.

The following example sets the interference limit for all APs in a 2.4GHz network to 30%.

Ruijie (config)# advanced 802.11b profile foreign global 30

The following example sets the interference limit for an AP named ap2 in a 2.4GHz network to 50%.
Ruijie(config)# ap-config ap2

Ruijie (config-ap)# advanced 802.11b profile interference 50

Command Description
show advanced 802.11 profile Displays the limit-related information.
N/A

1.40 advanced 802.11 profile noise

Parameter

Description

Defaults

Use this command to configure the channel noise limit in the global configuration mode. Use the no
or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } profile noise { global | ap-name } value

no advanced { 802.11a | 802.11b } profile noise { global | ap-name }

default advanced {802.11a | 802.11b } profile noise { global | ap-name }

Use this command to configure the channel noise limit in the AP configuration mode. Use the no or
default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } profile noise value

no advanced { 802.11a | 802.11b } profile noise

default advanced { 802.11a | 802.11b } profile noise

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

global Specifies the limit of channel noise for all APs in the global
configuration mode.
Specifies the limit of channel noise for a specific AP in the global

ap-name configuration mode, and this parameter is not necessary in the AP
configuration mode.

value Indicates the limit of channel noise in the range from -127 to 0 in the

unit of dBm.

The default is -70 dBm.
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Command Global configuration mode/AP configuration mode
Mode

Usage Guide  When configuring the limit of channel noise for a specific AP, the configured parameters will be saved
in the template file of AP configuration. You can view the parameters when AP is running by running

the show ap-config running command.

Configuration The following example configures the limit of channel noise for all APs in a 2.4GHz network to -80
Examples dBm.
Ruijie (config)# advanced 802.11b profile noise global -80

The following example configures the limit of channel noise for an AP named ap2 in a 2.4GHz
network to -65 dBm.

Ruijie (config)# ap-config ap2

Ruijie (config-ap)# advanced 802.11b profile noise -65

Related -
Command Description
Commands
show advanced 802.11 profile Displays the limit-related information.
Platform
Description

1.41 advanced 802.11 profile throughput

Use this command to configure the limit of data throughput on the AP in the global configuration
mode. Use the no or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } profile throughput { global | ap-name } value

no advanced { 802.11a | 802.11b } profile throughput { global | ap-name }

default advanced {802.11a | 802.11b } profile throughput { global | ap-name }

Use this command to configure the limit of data throughput on the AP in the AP configuration mode.
Use the no or default form of this command to restore the default setting.

advanced { 802.11a | 802.11b } profile throughput value

no advanced { 802.11a | 802.11b } profile throughput

default advanced {802.11a | 802.11b } profile throughput

Parameter "
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

lobal Specifies the throughput limit for all APs in the global configuration
globa
mode.

ap-name Specifies the throughput limit for a specific AP in the global
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

configuration mode and this parameter is not necessary in the AP
configuration mode.

Specifies the throughput limit in the range from 1,000 to
1,000,000,000 in the unit of bps.

value

The default is 150,000,000 Bps.

Global configuration mode/AP configuration mode

When configuring the throughout limit for a specific AP, the configured parameters will be saved in the
template file of AP configuration. You can view the parameters when AP is running by running the

show ap-config running command.

The following example configures the throughput limit for all APs in a 2.4GHz network to 10,000.
Ruijie (config)# advanced 802.11b profile throughput global 10000

The following example configures the throughput limit for an AP named ap2 in a 2.4GHz network to
20,000,000.

Ruijie (config)# ap-config ap2

Ruijie (config-ap) # advanced 802.11b profile throughput 20000000

Command Description

show advanced 802.11 profile Displays the limit-related information.

1.42 advanced 802.11 profile utilization

Parameter

Use this command to configure the limit of AP utilization rate in the global configuration mode. Use
the no or default form of this command to restore the default setting.

advanced {802.11a | 802.11b } profile utilization { global | ap-name } percent

no advanced { 802.11a | 802.11b } profile utilization { global | ap-name }

default advanced {802.11a | 802.11b } profile utilization { global | ap-name }

Use this command to configure the limit of AP utilization rate in the AP configuration mode. Use the
no or default form of this command to restore the default setting.

advanced {802.11a | 802.11b } profile utilization percent

no advanced { 802.11a | 802.11b } profile utilization

default advanced {802.11a | 802.11b } profile utilization

Parameter Description



Command Reference RRM Commands

Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Specifies the limit of utilization rate for all APs in the global
global configuration mode.
Specifies the limit of utilization rate for a certain AP in the global
ap-name configuration mode and this parameter is not necessary in the AP
configuration mode.
percent Indicates the utilization percentage in the range from 1% to 100%.
Defaults The default is 80%.
Command Global configuration mode/AP configuration mode
Mode

Usage Guide  When configuring the limit of utilization rate for a specific AP, the configured parameters will be saved
in the template file of AP configuration. You can view the parameters when AP is running by running

the show ap-config running command.

Configuration  The following example configures the utilization rate limit for all APs in a 2.4GHz network to 50%.
Examples Ruijie (config) # advanced 802.11b profile utilization global 50

The following example configures the utilization rate limit for an AP named ap2 in a 2.4GHz network
to 30%.
Ruijie (config) #fap-config ap?2

Ruijie (config-ap) # advanced 802.11b profile utilization 30

Related -
Command Description
Commands
show advanced 802.11 profile Displays the limit-related information.
Platform N/A
Description

1.43 advanced 802.11 txpower co-channel

Use this command to configure the TPC algorithm to consider only the neighbor AP in the same
channel. Use the no or default form of this command to restore the default setting.

advanced {802.11a | 802.11b } txpower co-channel { enable | disable }

no advanced { 802.11a | 802.11b } txpower co-channel

default advanced {802.11a | 802.11b } txpower co-channel

Parameter Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform
Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates that only the neighbor AP in the same channel is considered.
disable Indicates that all neighbor APs are considered.

All neighbor APs are considered by default.

Global configuration mode

N/A

The following example configures the TPC algorithm in a 2.4GHz network to consider only the neighbor

AP in the same channel.

Ruijie (config) #advanced 802.11b txpower co-channel enable

N/A

1.44 advanced 802.11 txpower dtpc

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to enable/disable the dynamic TPC algorithm. Use the no or default form of this
command to restore the default setting.

advanced {802.11a | 802.11b } txpower dtpc { enable | disable }

no advanced { 802.11a | 802.11b } txpower dtpc

default advanced { 802.11a | 802.11b } txpower dtpc

Parameter Description

802.11a A 5GHz network.

802.11b A 2.4GHz network.

enable Indicates the dynamic TPC algorithm is enabled.
disable Indicates the dynamic TPC algorithm is disabled.

The dynamic TPC algorithm is disabled by default.

Global configuration mode

N/A

The following example enables the TPC algorithm in a 2.4GHz network.
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Examples Ruijie (config)# advanced 802.11b txpower dtpc enable
Related o

Command Description
Commands

Configures the running mode of the TPC
advanced 802.11 txpower global ]

algorithm.

Displays the related information of the TPC

show advanced 802.11 txpower ]
algorithm.

Platform N/A

Description

1.45 advanced 802.11 txpower global

Use this command to specify the running mode of the TPC algorithm. Use the no or default form of this
command to restore the default setting.

advanced { 802.11a | 802.11b } txpower global { auto | once | power-level }

no advanced { 802.11a | 802.11b } txpower global

default advanced { 802.11a | 802.11b } txpower global

Parameter
Description Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
auto Specifies the running mode of the TPC algorithm as periodical
running.
Specifies the running mode of the TPC algorithm as triggered
onee running.
Disables the TPC algorithm and specify the power level (valid
power-value value: 1 to 8). The command takes effect only when the TPC
algorithm is enabled.
Defaults The running mode of the TPC algorithm is specified as periodical running by default.
Command Global configuration mode
Mode

Usage Guide  The TPC algorithm can be run in three modes: periodical, triggered, and disabled. If the running mode of
the TPC algorithm is set to auto or on-demand, the TPC algorithm has the opportunity to run only when
the TPC algorithm is enabled by running the advanced 802.11 txpower dtpc command. If the running
mode of the TPC algorithm is set to triggered, you can enable the TPC algorithm once by running the
advanced 802.11 txpower update command. If the TPC algorithm is disabled, you can specify the
power level for all APs by entering the power-value.

The following table lists the conversions between power levels and power values.
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Power Level Power Value (dBm) Power Value (mW)
1 20 100

2 17 50

3 14 25

4 11 12.5

5 8 6.5

6 5 3.2

7 2 1.6

8 -1 0.8

Configuration The following example configures the running mode of the TPC algorithm in a 2.4GHz network to
Examples trigger and enables the TPC algorithm once.

Ruijie (config)# advanced 802.11b txpower global once

Ruijie (config) # advanced 802.1lb txpower update

The following example disables the TPC algorithm in a 2.4GHz network, and specifies the power level
for all APs as 1.
Ruijie (config) # advanced 802.11lb txpower global 1

Related o
Command Description
Commands
advanced 802.11 txpower dtpc Enables the TPC algorithm.
advanced 802.11 txpower update Enables the TPC algorithm once.
Displays the related information of the TPC
show advanced 802.11 txpower .
algorithm.
Platform N/A
Description

1.46 advanced 802.11 txpower threshold

Use this command to specify the RSSI limit for the third largest neighbor used by the TPC algorithm.
Use the no or default form of this command to restore the default setting.

advanced {802.11a | 802.11b } txpower threshold value

no advanced { 802.11a | 802.11b } txpower threshold

default advanced { 802.11a | 802.11b } txpower threshold

Parameter "
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Specifies the RSSI limit in the range from -90 to -50 in the unit of
dBm.

value
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

The default is -60 dBm.

Global configuration mode

When the RSSI value of the third largest neighbor of the AP exceeds the specified limit, the TPC
algorithm adjusts the power level for the AP. Otherwise, the TPC algorithm restores the power level to
the highest level. When the environmental interference is very high, you can specify the RSSI limit to

a little smaller value so that the AP is more sensitive to the environmental interference.

The following example configures the RSSI limit of the third largest neighbor used by the TPC
algorithm in a 2.4GHz network to -65 dBm.
Ruijie (config)# advanced 802.11b txpower threshold -65

Command Description

advanced 802.11 txpower dtpc Enables the TPC algorithm.

Configures the running mode of the TPC
advanced 802.11 txpower global ]
algorithm.

Displays the related information of the TPC

show advanced 802.11 txpower )
algorithm.

N/A

1.47 advanced 802.11 txpower update

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to enable the TPC algorithm once manually.
advanced {802.11a | 802.11b } txpower update

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
N/A

Global configuration mode

When the running mode of the TPC algorithm is configured to once, you can run this command to
enable the TPC algorithm once and the running time of the TPC algorithm is the next running period.

The command takes effect only when the running mode of the TPC algorithm is configured to once.
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Configuration The following example configures the running mode of the TPC algorithm in a 2.4GHz network to
Examples once and enables the TPC algorithm once.

Ruijie (config)# advanced 802.11b txpower global once

Ruijie (config) # advanced 802.11b txpower update

Related o
Command Description
Commands
advanced 802.11 txpower dtpc Enables the TPC algorithm.
Configures the running mode of the TPC
advanced 802.11 txpower global ]
algorithm.
Displays the related information of the TPC
show advanced 802.11 txpower ]
algorithm.
Platform N/A
Description

1.48 network rf-network-name

Use this command to configure the RF group name for an AC. Use the no or default form of this
command to restore the default setting.

network rf-network-name group-name

no network rf-network-name

default network rf-network-name

Parameter o
o Parameter Description
Description
group-name Indicates the RF group name for an AC.
Defaults The default is rf-network.
Command Global configuration mode
Mode

Usage Guide  The command can be used to add a radio AC to a RF group. The ACs configured with the same RF
group name composes a global RF group, and implement the operations of the DCA and TPC
algorithms cooperatively.

Configuration The following example adds a radio AC to the RF group named rf-group.

Examples Ruijie (config) # network rf-network-name rf-group
Related o

Command Description
Commands

Displays the related information of the DCA
show advanced 802.11 channel ]
algorithm.
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Platform N/A

Description

1.49 show advanced 802.11 channel

Use this command to display the related information of the DCA algorithm.
show advanced { 802.11a | 802.11b } channel

Parameter o
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Command Privileged EXEC mode/Global configuration mode
Mode

Usage Guide  N/A

Configuration The following example displays the information on the DCA algorithm in a 2.4GHz network.
Examples Ruijie# show advanced 802.11b channel

Automatic Channel Assignment

2T B o T 74 oY 802.11b
Channel Assignment Mode..........oveiieennenn. AUTO

Channel Update Interval.........c.oecceeeeeecean. 120 seconds
Periodic Motion (Day of A Week)................ All days
Anchor Time (Hour of The Day) .....c.ccoiiiennnn.. 20

The Duration of DCA (By Hour) .................. 24

Consider Foreign FacCtor......uiiiieieeeeeenennsn yes

Congilcer Logel TaEEOE o cooooooooo0000000000000000 no

Clonachlelis NealSE 1BEIECIERIE S 66 6060000000600 00000060000d no

Switch Channel When Countered.................. disable

IPEleldSie IieR)s) ReheE MHaeEneilel; 6 66 6606000006000 0000 00 100%

Clicnts MaEresneLlelo coooooooooooooo0o000000000000 0 client
Channel Assignment Leader..........ccouueeeunenn. 192.168.1.2
LasSt RUN. ¢ttt ittt ittt ettt eaeeseeeeeennnennns 11 seconds ago
DCA Sensitivity Level..... ittt eennnnnns MEDIUM (15 dB)
DCA 802.11ln Channel Width............ ... oo, 20 MHz

Auto-RF Allowed Channel List...........coeeu... 1,6,11

Auto-RF Unused Channel List.......ceououieieeennn. 28,45, 7,6, 9,10, 1.2, 13

The show advanced 802.11 channel command is used to display the information description table.

Field Description
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Related
Commands

Platform
Description

Channel Assignment Mode

Channel Update Interval

Anchor time (Hour of the day)

Consider Foreign Factor

Consider Load Factor

Consider Noise Factor

Channel Assignment Leader
Last Run

DCA Sensitivity Level

DCA 802.11n Channel Width

Auto-RF Allowed Channel List
Auto-RF Unused Channel List

Command

advanced 802.11 channel

show advanced 802.11 group

N/A

Indicates the running mode of the DCA algorithm.

Indicates the running interval of the DCA algorithm.

Indicates the time at which the DCA algorithm begins to run in
a day.

Specifies whether the AP interference factor is considered by
the DCA algorithm.

Specifies whether the load factor is considered by the DCA
algorithm.

Specifies whether the channel noise factor is considered by
the DCA algorithm.

Indicates the MAC address of the leader of the RF group that
implements the DCA algorithm.

Indicates the last-running time of the DCA algorithm.
Indicates the sensitivity to the environment when the DCA
algorithm considers channel allocation.

Indicates the bandwidth used by the DCA algorithm in a 5GHz
network.

Indicates the channel number allowed by the DCA algorithm.

Indicates the channel number barred by the DCA algorithm.

Description

Configures the DCA algorithm.
Displays the RF group information.

1.50 show advanced 802.11 coverage

Parameter

Description

Command
Mode

Usage Guide

Use this command to display the related information of the blind spot detection and repair algorithm.
show advanced { 802.11a | 802.11b } coverage

Parameter

802.11a
802.11b

Description

A 5GHz network.
A 2.4GHz network.

Privileged EXEC mode/Global configuration mode

N/A
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Configuration

The following example displays the information on the blind spot detection and repair algorithm in a

Examples 2.4GHz network.
Ruijie# show advanced 802.11b coverage
Coverage Hole Detection
2K B T 7 oY 802.11b
802.11b Coverage Hole Detection Mode........... Enable
802.11b Coverage Voice Packet Count............ 10 packets
802.11b Coverage Voice Packet Percentage....... 20%
802.11b Coverage Voice RSSI Threshold.......... =75 dBm
802.11b Coverage Data Packet Count............. 10 packets
802.11b Coverage Data Packet Percentage........ 20%
802.11b Coverage Data RSSI Threshold........... -80 dBm
802.11b Global Coverage Exception Level........ 25%
802.11b Global Client Minimum Exception Level.. 3 clients
802.11b Global Coverage Profile Value.......... 12 dB
The show advanced 802.11 coverage command is used to display the information description table.
Field Description
) Specifies whether the blind spot detection and repair algorithm
Coverage Hole Detection Mode )
is enabled.
) Specifies the limit of failed voice packet count in the blind spot
Coverage Voice Packet Count ) ] )
detection and repair algorithm.
) Specifies the limit of failed voice packet percentage in the
Coverage Voice Packet Percentage ] ) ) ]
blind spot detection and repair algorithm.
) Specifies the minimum RSSI value for the voice packets in the
Coverage Voice RSSI Threshold ] ) ) ]
blind spot detection and repair algorithm.
Specifies the limit of failed data packet count in the blind spot
Coverage Data Packet Count ) ) )
detection and repair algorithm.
Specifies the limit of failed data packet percentage in the blind
Coverage Data Packet Percentage ) ) )
spot detection and repair algorithm.
Specifies the minimum RSSI value for the data packets in the
Coverage Data RSSI Threshold ] ) ) ]
blind spot detection and repair algorithm.
) Specifies the minimum failed subscriber percentage in the
Global Coverage Exception Level ) . . )
blind spot detection and repair algorithm.
Global Client Minimum Exception Specifies the minimum failed subscriber count in the blind spot
Level detection and repair algorithm.
Specifies the SNR threshold in the blind spot detection and
Global Coverage Profile Value repair algorithm, which is used to judge whether a subscriber
is at a blind spot.
Related .
Command Description
Commands

advanced 802.11 coverage

Configures the blind spot detection and repair
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Platform

Description

algorithm.

N/A

1.51 show advanced 802.11 group

Parameter

Description

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Use this command to the display the RF group information of the RRM function.
show advanced { 802.11a | 802.11b } group

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Privileged EXEC mode/Global configuration mode

N/A

The following example displays the RF group information in a 2.4GHz network.
Ruijie# show advanced 802.11b group

RF Group Information

Radio TyPe & ittt ittt e et ettt ettt e e e eeaeeeeeenns 802.11b

RE Group NamMe .. ii vt iiiie et teenneneeeeennnnnns rf-network

I'Mm leader ..ttt ittt ettt ettt eaneneeeenan yes

GrOoUP MEMDET & ittt ittt e ae ettt eeesenenaeeseeenns 192.168.1.3 (disconnected)
Last RUN &ttt ittt ettt et et ettt e e e eeeaaaeeeeeens 602 seconds ago

The show advanced 802.11 group command is used to display the information description table.

Field Description

RF Group Name Specifies the RF group name.

The current RF group member. Connect indicates that the

Group member group member is connected, while disconnect indicates that

the group member is not connected.

I'm leader Specifies whether the AC is the group leader.
Last Run Specifies the last-running time of the RF group.
Command Description
advanced 802.11 leader Configures the RF group leader.
advanced 802.11 member Configures the RF group member.

show advanced 802.11 channel Displays information related to the DCA
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Platform

Description

algorithm.
Use this command to display the related

show advanced 802.11 txpower ) ) i
information of the TPC algorithm.

N/A

1.52 show advanced 802.11 logging

Parameter

Description

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display the on/off information of the RRM log.
show advanced { 802.11a | 802.11b } logging

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Privileged EXEC mode/Global configuration mode

N/A

The following example Display the on/off status of the RRM log in a 2.4GHz network.
Ruijie# show advanced 802.11b logging

RF Event and Performance Logging

2 Lo I T 74 o 802.11b
Channel Update LOgging.......eeeneeeeeeeeeeennn Off
TxPower Update LOgging. .. ceeueeeeeeeeeeennnnnns Off
Coverage Profile LOogging.......ueueuueeeeeeeeeennsn Off
Foreign Profile LOGOINg. ..o eeenennnnnns Off
Load Profile LOgginNg. .. .eee et ienenneneeeeeeenenns Off
Noise Profile LOgging. ...ttt enenenanenns Off
Performance Profile Logging.......c.c.coueeuennnnn. Off

The show advanced 802.11 logging command is used to display the information description table.

Field Description

) Indicates the switch of the log about channel modification
Channel Update Logging )
performed by the DCA algorithm.

) Indicates the switch of the log about power modification
TxPower Update Logging )
performed by the TPC algorithm.

Indicates the switch of the log about the subscriber quantity

Coverage Profile Logging )
threshold-crossing report.
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Related

Commands

Platform
Description

Indicates the switch of the log about the AP interference

Foreign Profile Logging )
threshold-crossing report.

Indicates the switch of the log about the load

Load Profile Logging )
threshold-crossing report.

Indicates the switch of the log about the channel noise

Noise Profile Logging )
threshold-crossing report.

Indicates the switch of the log about the AP throughput

Performance Profile Logging )
threshold-crossing report.

Command Description

Use this command to modify the on/off status of

advanced 802.11 logging the RRM |
e 0g.

N/A

1.53 show advanced 802.11 monitor

Parameter

Description

Command
Mode

Usage Guide

Configuration
Examples

Use this command to display the monitoring-related information.
show advanced {802.11a | 802.11b } monitor

Parameter Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.

Privileged EXEC mode/Global configuration mode

N/A

The following example Display the monitoring information in a 2.4GHz network.
Ruijie# show advanced 802.11b monitor

Radio Resources Monitoring

2= Lo 1 I S o T 802.11b

MiemalieeiE MeelSo coo0o0o00000000000000000000000000000 0 disable

Monitor Channels. ... ...t teennnnnnneeens country channels
AP Coverage Interval.........oeeiiiiinnnnnnneen. 180 seconds

AP TLeael ITMEEEVEL o 0o00000000000000000000000000000 60 seconds

AP Nolse IRE@EVEIL: o0 o0000000000000000000000000000 180 seconds

AP Signal Strength Interval.................... 180 seconds
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Related
Commands

Platform

Description

The show advanced 802.11 monitor command is used to display the information description table.

Field Description

Monitor Mode Specifies whether RRM monitoring is enabled.
Monitor Channels Indicates the scope of monitored channels.

AP Monitor Interval Indicates the monitoring interval (unit: second).

Indicates the interval of monitoring the subscriber information
AP Coverage Interval )
(unit: second).

AP Load Interval Indicates the interval of monitoring the load (unit: second).
) Indicates the interval of monitoring the channel noise (unit:
AP Noise Interval
second).
) Indicates the interval of monitoring the environmental signals
AP Signal Strength Interval )
of the AP (unit: second).

) Indicates the interval at which the AP sends a neighbor
AP Neighbor Message Interval )
message (unit: second).

Command Description
advanced 802.11 monitor Configures RRM monitoring.
N/A

1.54 show advanced 802.11 profile

Parameter

Description

Command
Mode

Usage Guide

Configuration

Examples

Use this command to display the monitoring limit of the RRM.
show advanced { 802.11a | 802.11b } profile { global | ap-name }

Parameter Description

ap-name Indicates the monitoring limit for a single AP is displayed.
global Indicates the monitoring limit for all APs is displayed.
802.11a A 5GHz network.

802.11b A 2.4GHz network.

Privileged EXEC mode/Global configuration mode

N/A

The following example Display the global monitoring limits used by RRM in a 2.4GHz network.
Ruijie# show advanced 802.11lb profile global
AP Global Performance Profiles

2= Ko o T4 o1 802.11b
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Interierence MTheeshelel, . oocoooooooooooooooooooo 60%
Neilse Tneesinolel cooooooooocoooocoocooocaoooaoooao -70 dBm
RIF Utilllization Thieeshelel. . oooooocoooooooocoanooao 80%
Throughput Threshold...............iiiiinnn... 150000000 bps
Clients Thresnelels c cocoooocococoocococococoooocooooo 32 clients
Related
Command Description
Commands
advanced 802.11 profile Configures the limits for RRM monitoring.
Platform N/A
Description

1.55 show advanced 802.11 summary

Use this command to display the channels and power level used by the current AP.
show advanced { 802.11a | 802.11b } summary

Parameter A
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Command Privileged EXEC mode/Global configuration mode
Mode

Usage Guide  N/A

Configuration The following example displays the channels and power level used by the current AP in a 2.4GHz

Examples network.

Ruijie# show advanced 802.11lb summary

AP Name MAC Address Slot ID Channel TxPower Level
apl 00la.a9%4e.ded’? 1 1Lk 1*(100%)

ap2 00d0.£822.33aa 1 e 2*(50%)

ap3 00la.a9c5.8951 1 B 2*(50%)

The show advanced 802.11 summary command is used to display the information description table.

Field Description
AP Name Indicates the AP name.
MAC Address Indicates the MAC address of the current AP.
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Slot ID Indicates the radio id value of the current AP.
Channel Indicates the current working channel number.
TxPower Level Indicates the current transmit power level.

* indicates whether the channel number or power level can be modified by the RRM algorithm.

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

1.56 show advanced 802.11 txpower

Use this command to display the related information of the TPC algorithm.
show advanced { 802.11a | 802.11b } txpower

Parameter o
o Parameter Description
Description
802.11a A 5GHz network.
802.11b A 2.4GHz network.
Command Privileged EXEC mode/Global configuration mode
Mode

Usage Guide  N/A

Configuration The following example displays the related information of the TPC algorithm in a 2.4GHz network.
Examples Ruijie# show advanced 802.11lb txpower

Automatic Transmit Power Assignment

2 =T i o T 7 o 802.11b

Dynamic Transmit Power Control Support......... disable
Transmit Power Assignment Mode................. AUTO

Transmit Power Update Interval................. 120 seconds
Consider The Same Channel Neighbor Only........ No

Transmit Power Threshold....................... -60 dBm
Transmit Power Assignment Leader............... 192.169.33.2
Last RUN. .ttt ittt ittt ittt e ettt et eeeeaeeeeeennn 806 seconds ago

The show advanced 802.11 txpower command is used to display the information description table.

Field Description
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Related

Commands

Platform

Description

Dynamic Transmit Power Control
Support

Transmit Power Assignment Mode
Transmit Power Level
Transmit Power Update Interval

Transmit Power Threshold

Transmit Power Assignment Leader

Last Run

Command

advanced 802.11 txpower

show advanced 802.11 group

N/A

1.57 show ap auto-rf radio

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Specifies whether the TPC algorithm is enabled.

Indicates the running mode of the TPC algorithm.

Indicates the power level used by the AP when the TPC
algorithm is disabled.

Indicates the running interval of the TPC algorithm.
Indicates the limit of environmental signals used by the TPC
algorithm.

Indicates the MAC address of the leader of the group that
implements the TPC algorithm.

Specifies the last-running time of the TPC algorithm.

Description

Configures the TPC algorithm.

Display thes current RF group information.

Use this command to display the RF resource information of the AP.

show ap auto-rf radio radio-id ap-name

Parameter Description

radio-id Indicates the ID of the RF to be displayed.
ap-name Indicates the name of the AP to be displayed.
802.11a A 5GHz network.

802.11b A 2.4GHz network.

N/A

Privileged EXEC mode/Global configuration mode

N/A

The following example displays the information about the RF with the ID of 1 on the AP named ap1.

Ruijie#show ap auto-rf radio 1 apl

Number Of Slots ............



Command Reference

RRM Commands

Mae ACKIEE®SS co0o000000000000000000000000000000000600 00d0.£822.33aa
Radio TyPe « ittt ittt ettt e ettt ettt eeeaeeeenennn 802.11b
RAGLE SLOE ID o coocoo0o000000000000000000000000 1
Momeitier MeGl® ooocoococococoooocoooocoooooooaoooaoooao ENABLED
Noise Information

Noilise PreEillE® cccocoococoococooocaoocanooanooaona PASSED
(Information Updated 83 Seconds Ago)
Channel L 56 00000000000000000000000600000006 -98 dBm
Channel Z 6000000000000 000000000000060000000 -98 dBm
Channel €} 5000000000000 000000000000060000000 -98 dBm
Channel 4 600 0000000000000000000000080000000 -98 dBm
Channel 5} 5000000000000 000000000000060000000 -98 dBm
Channel (9 60000000000000000000000000003806003 -98 dBm
Channel 7/ 500000000000 000000000000000000000 -98 dBm
Channel ) 6000000 00000000000000000000000000 -98 dBm
Channel &) 500000000000000000000000000000000 -98 dBm
Coamm@l 10 coccoocoococoocoocoocooooooooooooooo00o0 -98 dBm
Coamm@l L1l cccoooococoocoooooooooo000000000000 -98 dBm
Coamm@l 12 cococoocoocoocoocoooocoooooo000000000000 -98 dBm
Coamm@l 13 cccoooocoocoocoooocoooooooo0o00000000 -98 dBm
Interfere Information
IRtErtere® PEOEILLE coocoooccooocconocanocanaoooe PASSED
(Information Updated 83 Seconds Ago)
Channel 566 000000000000000000000000000000 1%
Channel 2 500000000000 000000000000000000000 1%
Channel €} 5000000030000 00000000000000000000 1%
Channel A 000000030000 00000000000030008300 0 1%
Channel 5 5000000030000 00000000000000000000 1%
Channel (9 600000000000 000000000000000000000 1%
Channel 7/ 0000000030000 00000000000000000000 1%
Channel 2} 600000000000 000000000000000000000 1%
Channel &) 500000000000 00000000000000000000¢ 1%
Cogamm@l 10 ccocoooococoocoooocooooooooooo0000000 1%
Cogamm@l Ll cccooooocoocoooooooo0o000000000000 1%
Coaamm@l 12 cococoooocoocoocoooooooo00000000000000 1%
Coaamm@l 13 cccoooocoocoooooocoooooo000000000000 1%
Load Information
Legel PEEELLE® o00000000000000000000000000600000 PASSED
(Information Updated 16 Seconds Ago)
Receive Utilization ......c.eeeeeeeoenecacsns 0%
Tegmnsmlt UELLllZEElen oooco0ooo00o0000000000000000 0%
Clagmnel UEllilZaELleR ocoocoooooococosccooocooos 0%
Channel Throughput ..........oeuieiieeeeiennnnn. 164160 bps

Coverage Information
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Coverage Profile

(Information Updated 72 Seconds Ago)

Load Clients
Pool SNR Clients

Client Signal Strengths

RSST
RSST
RSST
RSST
RSST
RSST
RSST
RSST

Client

SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR

-100 dBm

=92
-84
-76
-68
-60
=52

0 dB
5 dB
10 dB
15 dB
20 dB
25 dB
30 dB
35 dB
40 dB
45 dB
50 dB
55 dB

Nearby RADs

(Information Updated 83 Seconds Ago)

RAD
RAD
RAD
RAD
RAD
RAD
RAD
RAD
RAD

fc8b.
del4.
c8d3.
c83a.
c83a.
bcfé6.
ace8.
a8ls.
940c.
940c.
940c.
221a.
lcfa.
lcfa.
l4e6.
1414.

973f.
4pb13.
a32a.
351a.
3517.
853e.
7b91.
4d2e.
6d61.
6d61.
6d61.
adc5.
68dd.
68c7.
edbc.
4b5c.

d863
9cde
c8ed
9d18
1e70
bdc0
7c53
6ef8
7e82
7d24
Tc8a
89£f3
b042
9056
1460
5£58

802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.

PASSED

11 clients

2 clients

0 clients

-61 dBm
-48 dBm
-53 dBm
-60 dBm
-60 dBm
-61 dBm
-55 dBm
-60 dBm
-54 dBm
-61 dBm
-55 dBm
-34 dBm
-55 dBm
-59 dBm
-61 dBm
-60 dBm

clients
clients
clients
clients
clients
clients

clients

clients
clients
clients
clients
clients
clients
clients
clients
clients
clients
clients

clients

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel

channel

I S e S O e T T o T = T~ S e N S S SO

w

o

o

w
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RAD 0c72.2cec.lbe8 802.
RAD 00ff.ffff.f£f0c 802.
RAD 0Oaa.aaaa.aaae 802.
RAD 0087.3298.cllc 802.
RAD 00la.a9c5.892d 802.
RAD 00la.a%94a.82b9 802.
RAD 00la.a916.967a 802.
RAD 00la.a916.95a2 802.

.................. -56 dBm on channel
.................. -56 dBm on channel
.................. -47 dBm on channel
.................. -57 dBm on channel
.................. -58 dBm on channel
.................. -49 dBm on channel

.................. -60 dBm on channel

o W o = B P o =

.................. -52 dBm on channel

The show ap auto-rf radio command is used to display the information description table.

Field

Number Of Slots
AP Name

Mac Address
Radio Type
Radio Slot ID

Noise Information
Noise Profile
Interfere Information
Interfere Profile
Load Information

Load Profile

Receive Utilization
Transmit Utilization
Channel Utilization

Channel Throughput
Coverage Information
Coverage Profile

Client Signal To Noise Ratios

Related

Command
Commands

show advanced 802.11 monitor
Platform

Description

Description

Indicates the number of RFs on the AP.

Indicates the AP name.

Indicates the MAC address of the current AP.

Indicates the type of the displayed RF.

Indicates the ID of the current RF.

Indicates that the system begins to display the information
about channel noise.

Indicates the threshold-crossing status of the noise.
Indicates that the system begins to display the information
about the AP interference factor.

Indicates the threshold-crossing status of AP interference.
Indicates that the system begins to display the load
information.

Indicates the threshold-crossing status of the load.
Indicates that the load is received.

Indicates that the load is sent.

Indicates the total load of the current channel.

Indicates the current throughput.

Indicates that the system begins to display the information
about subscriber quantity.

Indicates the threshold-crossing status of subscriber quantity.
Indicates that the system begins to display the information

about the subscriber SNR level.

Description

Displays the related information of RRM

monitoring.
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2 RF Resource Scheduling Commands

2.1 schedule session

Use this command to configure a scheduling session for a WLAN. Use the no form of this command
to remove the configuration.

schedule session sid

no schedule session sid

Use this command to apply a scheduling session to an AP or an AP group. Use the no form of this
command to remove the configuration.

schedule session sid [ radio radio-id ]

no schedule session sid [ radio radio-id ]

Parameter o
Description Parameter Description
) Specifies the ID of the scheduling session to be created or to be
sid applied to a WLAN. The range is from 1 to 64 for an AC
Specifies the radio ID of the scheduling session to be applied or
radio-id deleted, in the range from 1 to the total number of radios on the AP.
Defaults No scheduling session is configured by default.
No scheduling session is applied to a WLAN or a radio by default.
Command Global configuration mode/WLAN configuration mode/AP configuration mode/AP group configuration
mode

Usage Guide In global configuration mode, you can use this command to create a scheduling session and
configure parameters for it. If the scheduling session has been created, the configuration is invalid.
You can specify radio ID or slot ID for the scheduling session. By default, it is applied to all radios

instead of slot IDs.

A If you delete the scheduling session in the global configuration mode, the scheduling session on
WLAN, AP and AP group is deleted automatically.

Configuration The following example creates or configures scheduling session 1.

Examples Ruijie (config) # schedule session 1
The following example applies scheduling session 1 to WLAN 1 on fit AP networking topology.
Ruijie (config)# wlan-config 1

Ruijie (config-wlan)# schedule session 1
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Related
Command
Commands
show schedule session
show running-config
Platform N/A
Description

Description

Displays configuration about the scheduling
session.

Displays current configuration.

2.2 schedule session time-range

Use this command to set scheduling time for a scheduling session. Use the no form of this command

to delete the configuration.

schedule session sid time-range n period { everyday | dayl [ to day2 ] } time { all-day | hh1:mm1

to hh2:mmz2 }

no schedule session sid time-range n

Parameter

Description Parameter Description
sid Specifies the ID of the scheduling session to be created or to be
applied to a WLAN. The range is from 1 to 64 for an AC.
Specifies the scheduling session time-range ID, in the range from 1 to
" 8.
day1 Specifies the start day of the scheduling session time range. Select a
value from { sun | mon | tue | wed | thu | fri | sat }.
to day? Specifies the end day of the scheduling session time range.
The default scheduling session time range is one day.
everyday The session occurs every day, which is the simplified form of period
sun to sat.
Specifies the start and end time. hh1:mm1lindicate the start hour and
time hhi:mmi to hh2:mm2 minute; hh2:mm2 indicate the end hour and minute. The hour value is
in the range from 0 to 23 and the minute value is in the range from 0
to 59.
The session time range is a whole day, which is the simplified form of
all-day time 00:00 to 23:59.
Defaults No scheduling time is set for a scheduling session by default.
Command Global configuration mode
mode

Usage Guide A scheduling session has only one period of scheduling time. If you run this command for many

times, only the configuration at the last time takes effect.
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Configuration
Examples

Related
Commands

Platform

Description

If hh2:mm2 is not set, the scheduling time lasts to 23:59 by default.

If hh2:mm2 is earlier than hh1:mm1, hh2:mm2 is the time on the next day.

The following example sets the scheduling time of scheduling session 1 to the range from 2:30 am to
9:30 am.

Ruijie (config) #schedule session 1 time 2:30 to 9:30

The following example sets the scheduling time of scheduling session 1 to the range from 10:45 pm
to 9:00 am on the next day.

Ruijie (config) # schedule session 1 time 22:45 to 9:00

Command Description

) Displays configuration about the scheduling
show schedule session )
session.

N/A

2.3 show schedule session

Parameter

Description

Command

mode

Usage Guide

Configuration

Examples

Use this command to display configuration about scheduling sessions.

show schedule session [ sid ]

Parameter Description

sid Specifies a scheduling session ID in the range from 1 to 64.

Privileged EXEC mode

If no scheduling session ID is specified, configuration about all scheduling sessions will be displayed.

The following example displays configuration about scheduling session 1.
Ruijie (config) #show schedule session 1
Schedule session [1]:
Schedule period ........iiiiiiiineeeetenennnnns Sun, Wed to Fri
Seineeule Edil® 6000000000000000000000000600000000 0:00 to 9:30
The following example displays configuration about all scheduling sessions.
Ruijie (config) #show schedule session
Schedule session [1]:
Schedule period ......c..iiiiiiiieeeeeeeeennnnns Sun, Wed to Fri
Seiheeule Edil® o o0o0000000000000000000000000000000 0:00 to 9:30
Schedule session [3]:

Schedule period ......c..iiiiiiiieeeeteinennnnnns Mon to Fri
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Schedule time ......... . iiennnnnnn. 2:00 to 9:00
Related o
Command Description
Commands
schedule session Configures a scheduling session.
Platform N/A

Description
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3 Band Select Commands

3.1 band-select acceptable-rssi

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure an acceptable STA RSSI lower limit. Use the no form of this
command to restore the default setting.
band-select acceptable-rssi value

no band-select acceptable-rssi

Parameter Description

Indicates acceptable STA RSSI lower limits, in the range from -100 to
-50 in the unit of dBm.

value

The default is -80 dBm.

Global configuration mode

This lower limit value is used to differentiate associable STAs from non-associable STAs. If the RSSI
value is greater than this value, such STAs are associable and their information will be paid attention
to. If the RSSI value is less than this value, the information of such STAs will be ignored. It is not

recommended that users modify the default value.

The following example sets the acceptable STA RSSI low limit to -70 dBm.

Ruijie (config) #band-select acceptable-rssi -70

Command Description

show band-select configuration Displays the Band Select configuration.

N/A

3.2 band-select access-denial

Use this command to set the access-denial count. Use the no form of this command to restore the
default setting.

band-select access-denial value

no band-select access-denial
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Parameter Description

value

Sets the access-denial count, in the range from 0 to 10.

The default is 2.

Global configuration mode

The value n indicates that the AP does not respond until it receives n consecutive link authentication
requests from the dual-band STA on 2.4-GHz band.

&) This parameter can increase the navigation rate for high frequency spectrum, but it may cause
difficulty in access to some dual-band STAs.

The following example sets the access-denial count to 4.

Ruijie (config)# band-select access-denial 4

Command Description
N/A N/A
N/A

3.3 band-select age-out

Parameter

Description

Defaults

Command
Mode

Use this command to configure the aging cycle of STA information. Use the no form of this command
to restore the default setting.
band-select age-out { dual-band value | suppression value }

no band-select age-out { dual-band | suppression }

Parameter Description

The aging cycle of dual-band STA information, in the range from 20 to
dual-band value

120 in the unit of seconds.

The aging cycle of suppressed STA information, in the range from 10

suppression value ) )
to 60 in the unit of seconds.

The default aging cycle of dual-band STA information is 60 seconds.

The default aging cycle of suppressed STA information is 20 seconds.

Global configuration mode
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Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

The AP is less sensitive to the STA band switching as the life cycle of the dual-band STA information
increases. If the wireless users’ network cards often switch between 2.4-GHz and 5-GHz bands, a

smaller value can be configured; otherwise, a bigger value can be configured.

@ Itis recommended to configure the aging cycle of dual-band STA information as two or three
times as that of the suppressed STAs.

The following example sets the aging cycle of dual-band STA information to 120 seconds.
Ruijie (config) #band-select age-out dual-band 120
The following example sets the aging cycle of suppressed STA information to 60 seconds.

Ruijie (config) # band-select age-out suppression 60

Command Description
N/A N/A
N/A

3.4 band-select enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to enable the spectrum navigation. Use the no form of this command to restore
the default setting.
band-select enable

no band-select enable

Parameter Description

N/A N/A

This function is disabled by default.

WLAN configuration mode

Enabling the spectrum navigation requires that:

1. WLAN is mapped to a dual-band AP.

2. WLAN is mapped to two radios of the dual-band AP.

If the scenario cannot meet the above requirements, it is recommended not to enable the spectrum

navigation.

&) |f the WLAN with the spectrum navigation enabled is mapped to a single-band 2.4GHz AP, the
dual-band STA within AP signal coverage cannot navigate to the 5GHz band.
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Configuration The following example enables the spectrum navigation for WLANL.
Examples Ruijie (config)# wlan-config 1
Ruijie (config-wlan) # band-select enable
The following example disables the spectrum navigation for WLANL1.
Ruijie (config)# wlan-config 1

Ruijie (config-wlan)# no band-select enable

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

3.5 band-select probe-count

Use this command to configure the probe count of the suppressed STAs. Use the no form of this
command to restore the default setting.

band-select probe-count value

no band-select probe-count

Parameter o

o Parameter Description
Description

| Indicates the probe-count of the suppressed STAs, in the range is
value
from 1 to 10.

Defaults The default is 2.
Command Global configuration mode
Mode

Usage Guide  This item indicates the extent of suppression to a suppressed STA: The value n indicates that the AP

respond once after a STA transmits n probe requests.

Configuration The following example sets the probe count of the suppressed STAs to 1.

Examples Ruijie (config) #band-select probe-count 1
Related o
Command Description
Commands
show band-select configuration Displays the Band Select configuration.

Platform N/A
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Description

3.6 band-select scan-cycle

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the aging scanning cycle of STA information. Use the no form of this
command to restore the default setting.
band-select scan-cycle period

no band-select scan-cycle

Parameter Description

od Indicates the aging scanning cycle, in the range from 1 to 1000 in the
erio
P unit of milliseconds.

The default is 200 milliseconds.

Global configuration mode

A bigger aging scanning cycle value degrades the Band Select performance, but it can save the

system resources.

The following example sets the aging scanning cycle to 1 millisecond.

Ruijie (config) #band-select scan-cycle 1

Command Description

show band-select configuration Displays the Band Select configuration.

N/A

3.7 show band-select configuration

Parameter

Description

Command

Use this command to display the Band Select configuration.

show band-select configuration

Parameter Description

N/A N/A

Privileged EXEC mode
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Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Use this command to show all configurations of the Band Select function.

The following example displays the Band Select configuration.
Ruijie# show band-select configuration

Band Select Configuration

Acceptable Client RSST (dBM) « o v vt ittt i it i iieeeteeennnnnns -80
Access Denial CoUNt. ...ttt ittt ittt ittt teeeeeeeeennnnns 0
Age Out Dual Band (S€CONAS) « vttt ittt nneeeeeeeenennnns 60
Age Out Suppression (SeCONAS) « .ttt ittt ieeeeeeeennnnnns 20
Probe CycCle CoOUNT ...ttt ittt ittt ittt teeesennnaeeeenenns 2
Scan Cycle Period Threshold (milliseconds) ............... 200
Command Description
show band-select statistics Displays the Band Select statistics.
N/A

3.8 show band-select statistics

Parameter

Description

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the Band Select statistics.

show band-select statistics

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the Band Select statistics.

The following example displays the Band Select statistics.
Ruijie# show band-select statistics

Band Select Statistics

Number of dual band Client........c.eeueeeeceeeeaaceansn. 4
Number of dual band client added............. ... ... 132
Number of dual band client expired.........c..ieieeeeeeen. 128
Number of suppressed client..........oeeetiiiinnnennnenns 6

Number of suppressed client added............ccoiiiiuee... 234
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Number of suppressed client expired...............oooo... 228
Related o
Command Description
Commands
show band-select configuration Displays the Band Select configuration.
Platform N/A

Description



Command Reference

CorrectLink Commands

4 CorrectLink Commands

4.1 clink bandsel-5g-client-threshold

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Prompts

Common

Errors

Platform
Description

Use this command to configure the 5 GHz preferred load threshold of correctLink. Use the no form of
this command to restore the default settings.
clink bandsel-5g-client-threshold thrd

no clink bandsel-5g-client-threshold

Parameter Description
thrd 5 GHz preferred load threshold
100

Global configuration mode

15
After the 5 GHz preferred load threshold is configured, if a WLAN supports both the 2.4 GHz and 5
GHz frequency bands and load of 5 GHz signals is less than the threshold in the WLAN, the client

cannot be associated with the WLAN in the 2.4 GHz frequency band.

The following example configures the 5 GHz preferred load threshold of correctLink to 30.
Ruijie (config)# clink bandsel-5g-client-threshold 30

Run the show run command to display the configurations.

N/A

N/A

This command is supported only on the AC.

4.2 clink bandsel-5g-rssi-threshold

Use this command to configure the 5 GHz preferred RSSI threshold of correctLink. Use the no form
of this command to restore the default settings.

clink bandsel-5g-rssi-threshold thrd
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Prompts

Common

Errors

Platform

Description

no clink bandsel-5g-rssi-threshold

Parameter Description
thrd 5 GHz preferred RSSI threshold
20

Global configuration mode

15
After the 5 GHz preferred RSSI threshold is configured, if a WLAN supports both the 2.4 GHz and 5
GHz frequency bands and the RSSI of 5 GHz signals is greater than the threshold in the WLAN, the

client cannot be associated with the WLAN in the 2.4 GHz frequency band.

The following example configures the 5 GHz preferred RSSI threshold of correctLink to 30.
Ruijie(config)# clink bandsel-5g-rssi-threshold 30

Run the show run command to display the configurations.

N/A

N/A

This command is supported only on the AC.

4.3 clink enable

Parameter

Description

Defaults

Command
Mode

Use this command to enable correctLink. Use the no form of this command to restore the default
settings.

clink enable

no clink enable

Parameter
N/A

Description
N/A

correctLink is disabled by default.

Global configuration mode
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Default Level 15

Usage Guide  This command is used to enable correctLink.

Configuration The following example enables correctLink.

Examples Ruijie (config) # clink enable
Verification Run the show run command to display the configurations.
Prompts N/A
Common
N/A
Errors
Platform

o This command is supported only on the AC.
Description

4.4 clink Ib-client-delta-threshold

Use this command to configure the load balancing difference threshold of correctLink. Use the no
form of this command to restore the default settings.

clink Ib-client-delta-threshold thrd

no clink Ib-client-delta-threshold

Parameter Parameter Description

Description thrd Load balancing difference threshold
Defaults 5

Command Global configuration mode

Mode

Default Level 15

Usage Guide  When a client detects APs, if the difference between an AP's RSSI and the detected highest RSSI is
less than the remote association RSSI threshold, the set of these APs is called an APset.
After the load balancing difference threshold is configured, it is determined that load imbalance exists
and a current client cannot access AP X when all of the following conditions are met:
1. The number of clients associated with AP X is greater than the load balancing enabling threshold.
2. An APset exists and AP Y unassociated with the current client exists in the APset.
3. The number of clients associated with AP Y is less than the number of clients associated with AP X

by a value higher than the load balancing difference threshold.

Configuration The following example configures the load balancing difference threshold to 10.
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Examples Ruijie(config)# clink lb-client-delta-threshold 10
Verification Run the show run command to display the configurations.
Prompts N/A
Common

N/A
Errors
Platform

o This command is supported only on the AC.
Description

4.5 clink Ib-client-threshold

Use this command to configure the load balancing judgment threshold of correctLink. Use the no
form of this command to restore the default settings.

clink Ib-client-threshold thrd

no clink Ib-client-threshold

Parameter Parameter Description
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Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Prompts

Common

Errors

Platform
Description

thrd Load balancing judgment threshold

30

Global configuration mode

15

With load balancing enabled, when the load of clients associated with the AP exceeds the load
balancing judgment threshold, load balancing judgment is performed.

The following example configures the load balancing judgment threshold to 25.
Ruijie (config)# clink lb-client-threshold 25

Run the show run command to display the configurations.

N/A

N/A

This command is supported only on the AC.

4.6 clink max-fails

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Use this command to configure the rate-limiting attempt threshold of correctLink. Use the no form of
this command to restore the default settings.
clink max-fails thrd

no clink max-fails

Parameter Description
thrd Rate-limiting attempt threshold
2

Global configuration mode

15

After a client is rate-limited for a certain number of times equal to the rate-limiting
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Configuration

Examples

Verification

Prompts

Common

Errors

Platform

Description

attempt threshold, stop rate limiting to guarantee access experience of the client.

The following example configures the rate-limiting attempt threshold to 3.

Ruijie (config)# clink max-fails 3

Run the show run command to display the configurations.

N/A

N/A

This command is supported only on the AC.

4.7 clink rssi-delta-threshold

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompts

Use this command to configure the remote association RSSI difference threshold of correctLink. Use
the no form of this command to restore the default settings.

clink rssi-delta-threshold thrd

no clink rssi-delta-threshold

Parameter Description
thrd Remote association RSSI difference threshold
10

Global configuration mode

15
After the remote association RSSI difference threshold is configured, when the difference between
the uplink associated RSSI of the client and the detected highest RSSI is greater than the threshold, it

is determined that the client is a remote client and cannot access the AP.

The following example configures the remote association RSSI difference threshold to 5.

Ruijie(config)# clink rssi-delta-threshold 5

Run the show run command to display the configurations.

N/A
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Common
N/A
Errors

Platform ) )
o This command is supported only on the AC.
Description
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5 Smart Antenna Commands

5.1 smartant enable radio

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to enable the smart antenna (Smartant) function of the specified radio on the
specified AP. Use the no form of this command to disable the smart antenna function.
smartant enable radio radio-id

no smartant enable radio radio-id

Parameter Description

radio-id Configures the radio ID.

The smart antenna function is enabled by default.

AP configuration mode

This command is supported only on Smartant-capable devices.

The following example enables the smart antenna function of radio 1 on a specified AP.
Ruijie (config-ap)# smartant enable radio 1
The following example disables the smart antenna function of radio 1 on a specified AP.

Ruijie (config-ap)# no smartant enable radio 1

Command Description
N/A N/A
N/A
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6.1 spectral enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to enable the frequency spectrum scanning (FSS) function on the AP.
Use the no form of this command to restore the default setting.
spectral enable

no spectral enable

Parameter Description

N/A N/A

This function is disabled by default.

AP configuration mode

This command is only supported on the APs supporting FSS.
This command does not support bath configuration.

The following example enables the FSS function.

Ruijie (config) # ap-config AP0001

Ruijie (config-ap)# spectral enable

Command Description
N/A N/A
N/A

6.2 spectral period

Parameter

Description

Use this command to configure the AP scanning cycle.
Use the no form of this command to restore the default setting.
spectral period num

no spectral period

Parameter Description

Frequency Spectrum Scanning Commands
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

num Configures the scanning cycle within the range from 1 to 100 in the

unit of microseconds.

The default is 5 microseconds.

AP configuration mode

This command is only supported on the APs supporting FSS.

This command does not support bath configuration.

The following example configures the scanning cycle of the specified AP.

Ruijie (config)# ap-config AP0001

Ruijie(config-ap)# spectral period 10

The following example restores the scanning cycle of the specified AP to the default setting.

Ruijie (config-ap)# no spectral period

Command Description
N/A N/A
N/A

6.3 spectral stability

Parameter

Description

Use this command to configure with the interference recognition accuracy for the specified AP.
Use the no form of this command to restore the default setting.
spectral stability vbr | bth | bts | cph | mwo | cwa num

no spectral stability vbr | bth | bts | cph | mwo | cwa

Parameter Description

vbr num Configures recognition accuracy of the video bridge, in the range
from 1 to 5.

bth num Configures recognition accuracy of the Bluetooth headset, in the

range from 1 to 4.

bts num Configures recognition accuracy of the Bluetooth voice, in the range
from 1 to 2.

cph num Configures recognition accuracy of the cordless phone, in n the range
from 3 to 5.

mwo num Configures recognition accuracy of the microwave, in the range from

1to5.
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cwa num Configures recognition accuracy of the continuous wave, in the range
from 4 to 10.
Defaults See the Limitation and Specifications manual.
Command AP configuration mode

Mode

Usage Guide  This command is only supported on the APs supporting FSS.

This command does not support bath configuration.

Configuration The following example configures recognition accuracy of the FSS video bridge on the specified AP.
Examples Ruijie (config)# ap-config AP0001
Ruijie (config-ap)# spectral stability vbr 2

The following example restores recognition accuracy of the video bridge to the default setting on the
specified AP.
Ruijie (config-ap)# no spectral stability vbr

Related -
Command Description
Commands
N/A N/A
Platform N/A

Description
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7 WLAN Location Commands

7.1 wlocation ae-ip

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure the IP address of the AE server connected with the specified AP.
Use the no form of this command to restore the default setting.
wlocation ae-ip ip-address

no wlocation ae-ip

Parameter Description

ip-address The IP address of the AE server

The IP address of the AE server is not configured by default.

AP configuration mode

N/A

The following example configures the IP address of the AE server on the specified AP.
Ruijie (config-ap)# wlocation ae-ip 1.1.1.1
The following example restores the IP address of the AE to the default setting.

Ruijie (config-ap)# no wlocation ae-ip

Command Description
N/A N/A
N/A

7.2 wlocation ae-port

Parameter

Description

Use this command to set the port number of the AE server connected with the specified AP.
Use the no form of this command to restore the default setting.
wlocation ae-port port

no wlocation ae-port

Parameter Description
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

port The port number of the AE server

The default port number is 12092.

AP configuration mode

N/A

The following example sets the port number of the AE server connected with the specified AP.
Ruijie (config-ap)# wlocation ae-port 12093

The following example restores the port number of the AE server connected with the specified AP to
the default configuration.

Ruijie (config-ap)# no wlocation ae-port

Command Description
N/A N/A
N/A

7.3 wlocation compound enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to enable the function of transmitting aggregate data of wireless location.
Use the no form of this command to disable this function.
wlocation compound enable

no wlocation compound enable

Parameter Description

N/A N/A

This function is enabled by default.

AP configuration mode

N/A

The following example enables the function of transmitting aggregate data of wireless location on the
specified AP.

Ruijie (config-ap)# wlocation compound enable



Command Reference WLAN Location Commands

Related
Commands

Platform

Description

The following example disables the function of transmitting aggregate data of wireless location on the
specified AP.

Ruijie (config-ap)# no wlocation compound enable

Command Description
N/A N/A
N/A

7.4 wlocation enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable the WLAN Location (WL) function on the specified AP.
Use the no form of this command to restore the default setting..
wlocation enable

no wlocation enable

Parameter Description

N/A N/A

This function is disabled by default.

AP configuration mode

N/A

The following example enables WLAN location on the AP.

Ruijie (config-ap)# wlocation enable

The following example disables WLAN location on the AP.

Ruijie (config-ap)# wlocation enable

Command Description
N/A N/A
N/A
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7.5 wlocation ignore beacon enable

Use this command to enable the AP to ignore beacon packets.
Use the no form of this command to restore the default setting.
wlocation ignore beacon enable

no wlocation ignore beacon enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AP configuration mode
Mode

Usage Guide  Use this command to ignore beacon packets to save bandwidth.

Configuration The following example enables the AP to ignore beacon packets.

Examples Ruijie (config-ap)# wlocation ignore beacon enable

The following example disables the AP from ignoring beacon packets.

Ruijie (config-ap)# no wlocation ignore beacon enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

7.6 wlocation mu enable

Use this command to enable Mobile Unit (MU) wireless location on the specified AP.
Use the no form of this command to restore the default setting.
wlocation mu enable

no wlocation mu enable

Parameter "
o Parameter Description
Description

N/A N/A

Defaults This function is disabled by default.
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Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

AP configuration mode

MU wireless location locates Wi-Fi connected mobile devices like laptops and mobiles.

The following example enables MU wireless location on the specified AP.
Ruijie (config-ap)# wlocation mu enable
The following example disables MU wireless location on the specified AP.

Ruijie (config-ap)# no wlocation mu enable

Command Description
N/A N/A
N/A

7.7 wlocation mu report enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Use this command to enable the AP to send MU location packets directly.
Use the no form of this command to restore the default setting.
wlocation mu report enable

no wlocation mu report enable

Parameter Description

N/A N/A
This function is disabled by default.

AP configuration mode

Use this command to send MU location packets directly and travel through NAT network without the

three-way handshake.

The following example enables the AP to send MU location packets directly.

Ruijie (config-ap)# wlocation mu report enable

The following example disables the AP from sending MU location packets directly.

Ruijie (config-ap)# no wlocation mu report enable

Command Description
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Commands

N/A N/A
Platform N/A
Description

7.8 wlocation mu report reduce enable

Use this command to enable the AP to send reduced MU location packets.
Use the no form of this command to restore the default setting.
wlocation mu report reduce enable

no wlocation mu report reduce enable

Parameter —
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AP configuration mode
Mode

Usage Guide  Use this command to reduce bandwidth for the network featuring wireless location, which is deployed

with Ruijie location servers.

Configuration The following example enables the AP to send reduced MU location packets.

Examples Ruijie (config-ap)# wlocation mu report reduce enable

The following example disables the AP from sending reduced MU location packets.

Ruijie (config-ap)# no wlocation mu report reduce enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

7.9 wlocation send-mu-time

Use this command to set frequency of sending MU location packets on the specified AP.
Use the no form of this command to restore the default setting.

wlocation send-mu-time interval
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

no wlocation send-mu-time

Parameter Description

interval Packets sending interval in the range from 100 to 600,000 in the unit

of milliseconds.

The default is 300 milliseconds.

AP configuration mode

N/A

The following example sets frequency to send MU location packets on the specified AP.

Ruijie (config-ap)# wlocation send-mu-time 400

The following example restores the frequency of sending MU location packets to the default setting.

Ruijie (config-ap)# no wlocation send-mu-time

Command Description
N/A N/A
N/A

7.10 wlocation send-tag-time

Parameter

Description

Defaults

Command
Mode

Use this command to set frequency to send tag location packets on the specified AP.
Use the no form of this command to restore the default setting.
wlocation send-tag-time interval

no wlocation send-tag-time

Parameter Description

interval Packets sending interval within the range from 100 to 5,000 in the unit

of milliseconds.

The default is 300 milliseconds.

AP configuration mode
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Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

N/A

The following example sets frequency to send tag location packets on the specified AP.

Ruijie (config-ap)# wlocation send-tag-time 400

The following example restores frequency of sending tag location packets to the default setting.

Ruijie (config-ap)# no wlocation send-tag-time

Command Description
N/A N/A
N/A

7.11 wlocation tag enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Use this command to enable tag wireless location on the specified AP.
Use the no form of this command to restore the default setting.
wlocation tag enable

no wlocation tag enable

Parameter Description

N/A N/A

This function is disabled by default.

AP configuration mode

N/A

The following example enables tag wireless location on the specified AP.

Ruijie (config-ap)# wlocation tag enable

The following example disables tag wireless location on the specified AP.

Ruijie (config-ap)# no wlocation tag enable

Command Description
N/A N/A
N/A
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Description

7.12 wlocation tag report enable

Use this command to enable the function to send TAG location packets directly.
Use the no form of this command to restore the default setting.
wlocation tag report enable

no wlocation tag report enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AP configuration mode
Mode

Usage Guide  Use this command to send TAG location packets directly and travel through NAT network without the

three-way handshake.

Configuration  The following example enables the AP to send TAG location packets directly.

Examples Ruijie (config-ap)# wlocation tag report enable

The following example disables the AP from sending TAG location packets directly.

Ruijie (config-ap)# no wlocation tag report enable

Related .
Command Description
Commands
N/A N/A
Platform N/A

Description
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8 RRM 2.0 Commands

8.1

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Example

Verification

Platform

Description

8.2

rrm appoint

Use this command to set the reservation time.

rrm [ 2.4g | 5g ] appoint date time

Parameter Description

2.4g 2.4 GHz network

59 5 GHz network

date Reservation date, in the format of yyyy-MM-dd
time Reservation time, in the format of hh:mm:ss

No reservation time is set by default.

Global configuration mode

14

If the reservation time is configured, radio resource management (RRM) 2.0 will adjust the channel
and power for network-wide online APs in a specific frequency band at the specified time.

1. The following example reserves RF adjustment for the 2.4 GHz and 5 GHz networks at 00:00:00 on
October 31, 2018.

Ruijie (config) #rrm appoint 2018-10-31 00:00:00

2. The following example reserves RF adjustment for the 2.4 GHz network at 00:00:00 on October 31,
2018.

Ruijie (config) #rrm 2.4g appoint 2018-10-31 00:00:00

Run the show running-config command to check the reservation time.

This command is supported on all AC products.

rrm channel bandwidth

Use this command to set the channel bandwidth policy to current.

rrm [ 2.4g | 59 ] channel bandwidth current
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Example

Verification

Platform
Description

Use this command to set the channel bandwidth policy to optimal.

rrm [ 2.4g | 59 ] channel bandwidth optimal

Parameter Description

2.4g 2.4 GHz network

59 5 GHz network

current Retains the current channel bandwidth configuration.

optimal Automatically selects the optimal channel bandwidth configuration.

The optimal channel bandwidth policy is configured for the 2.4 GHz and 5 GHz networks by default.

Global configuration mode

14

The optimal policy automatically selects the channel bandwidth configuration based on different radio
types of APs and channel limitation of radios. The selection rules are as follows:

(1) Use HT20 for the 2.4 GHz frequency band.

(2) Use HT40 for the 5 GHz frequency band without channel limitations.

(3) Use HT40 for radios that are limited to channels 36 to 64.

(4) Use HT20 for radios that are limited to channels 149 to 165.

1. The following example selects the current policy for the 2.4 GHz and 5 GHz networks.

Ruijie (config) #rrm channel bandwidth current

2. The following example selects the optimal policy for the 2.4 GHz network.

Ruijie (config) #rrm 2.4g channel bandwidth optimal

Run the show rrm [ 2.4g | 5g ] summary command to display the policy selected for a frequency
band.

This command is supported on all AC products.

8.3 rrm channel dynamic enable

Use this command to enable dynamic channel adjustment. Use the no form of this command to
disable dynamic channel adjustment.

rrm [ 2.4g | 5g ] channel dynamic enable

no rrm [ 2.4g | 59 ] channel dynamic enable
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Example

Verification

Platform

Description

Parameter Description
2.4g 2.4 GHz network
59 5 GHz network

Dynamic channel adjustment is disabled for the 2.4 GHz and 5 GHz networks by default.

Global configuration mode

14

When dynamic channel adjustment is enabled, RRM 2.0 checks channel interference of APs every 5
minutes. If the channel interference exceeds the threshold, RRM 2.0 triggers channel adjustment for
the APs. Adjusted channel configuration will overwrite original channel and channel bandwidth
configuration (the optimal policy is selected) of APs in ap-config configuration mode. In addition,
STAs may be kicked offline due to channel switch during adjustment.

1. The following example enables dynamic channel adjustment for the 2.4 GHz and 5 GHz networks.

Ruijie (config) #rrm channel dynamic enable

2. The following example disables dynamic channel adjustment for the 2.4 GHz network.

Ruijie (config) #no rrm 2.4g channel dynamic enable

Run the show rrm [ 2.4g | 5g ] summary command to check whether dynamic channel adjustment is

enabled.

This command is supported on all AC products.

8.4 rrm mode enable

Parameter

Description

Use this command to enable automatic RF adjustment for newly deployed APs. Use the no form of
this command to disable automatic RF adjustment for newly deployed APs.

rrm [ 2.4g | 5g ] mode enable

no rrm [ 2.4g | 5g ] mode enable

Parameter Description

2.49 2.4 GHz network
59 5 GHz network
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Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Automatic RF adjustment is disabled for newly deployed APs on the 2.4 GHz and 5 GHz networks by
default.

Global configuration mode

14

When a newly deployed AP goes online, RF adjustment is performed for the AP. Original

configuration is retained for existing APs when they go online.

1. The following example disables automatic RF adjustment for the 2.4 GHz and 5 GHz networks.

Example Ruijie (config) #no rrm mode enable
2. The following example disables RF automatic adjustment for the 2.4 GHz network.
Ruijie (config) #no rrm 2.4g mode enable

Verification Run the show rrm [ 2.4g | 5g ] summary command to display the status of automatic RF adjustment.

Platform ) )

o This command is supported on all AC products.

Description

8.5 rrm update
Use this command to manually trigger automatic RF adjustment for all online APs.
rrm [ 2.4g | 5g ] update [ channel | txpower ]

Parameter .

o Parameter Description

Description
2.49 2.4 GHz network
59 5 GHz network
channel Automatic channel adjustment
txpower Automatic power control

Defaults N/A

Command Global configuration mode

Mode

Default Level

Usage Guide

14

After the rrm [ 2.4g | 59 ] update or rrm [ 2.4g | 59 ] update channel command is executed,
automatic RF adjustment is enabled automatically for newly deployed APs in the corresponding
frequency band.
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Configuration
Example

Verification

Platform

Description

8.6 show

Parameter

Description

Command
Mode

Default Level

Usage Guide

Configuration
Example

1. The following example manually triggers RF adjustment for all online APs on the 2.4 GHz and 5
GHz networks.

Ruijie (config) #rrm update

2. The following example manually triggers RF adjustment for all online APs on the 2.4 GHz network.

Ruijie (config) #rrm 2.4g update
3. The following example manually triggers channel adjustment with power configuration unchanged
for all online APs on the 2.4 GHz network.

Ruijie (config) #rrm 2.4g update channel

Print logs for scanning request sending and RF adjustment on the console.

This command is supported on all AC products.

rm summary

Use this command to display basic RRM configuration.

show rrm [ 2.4g | 59 ] summary

Parameter Description
2.4g 2.4 GHz network
59 5 GHz network

Privileged EXEC mode / global configuration mode

15
N/A
The following example displays channel and power configuration of all APs on the 2.4 GHz network.

Ruijief#show rrm 2.4g summary

Radio Resource Management

RAAIO Ty P et e e et e e ettt et e e et e e eeeeeeeeeeeneenns 2.4G

RN Ein@lol@e MoeEE o o cooococooooooocoooocoooocoooooocooo Enable
Channel Width Strategy.........ciiiiiineennn... Optimal
Channel Dynamic Enable Mode.................... Enable
RUN StatusS. ..ottt ittt iininenennn. Finish

Field description:

Field Description
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Platform

Description

Radio Type
RRM Enable Mode

Channel Width Strategy

Channel Dynamic Enable Mode

Run Status

This command is supported on all AC products.

8.7 show rrm support

Parameter

Description

Command
Mode

Default Level

Usage Guide

Configuration

Example

Platform
Description

Radio type

Indicates whether to enable automatic RF
adjustment for newly deployed APs.

Channel bandwidth policy

Indicates whether to enable dynamic channel
adjustment.

RF adjustment running status

Use this command to display information about RRM versions supported by online APs.

show rrm support

Privileged EXEC mode / global configuration mode

15

N/A

The following example displays RRM versions supported by online APs.

Ruijie#show rrm support

dow-730-tr
dwo-740
am5528-es
Field description:
Field
AP Name
Mac Address
Supported

This command is supported on all AC products.

Mac Address Support

0074.9c5b.2885 RRM 2.0
00d0.£822.3344 RRM 1.0
00d0.£822.33e6 No Support

Description

AP name

MAC address of an AP

RRM version supported by an AP
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9 802.11kv Commands

9.1 802.11kv enable

Use this command to enable the 802.11k/802.11v protocol in global configuration mode, including
sending the 802.11k beacon request, responding with the 802.11k neighbor report, and sending the
802.11v BSS Transition message. Use the no form of this command to disable 802.11k/802.11v.
802.11kv enable

no 802.11kv enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults 802.11k/802.11v is disabled by default.
Command Global configuration mode
Mode

Default Level 15

Usage Guide  Use this command to enable the 802.11k/802.11v load balancing function and 802.11k/802.11v
interaction with the STA.

Configuration The following example enables 802.11k/802.11v.
Example Ruijie (config) #802.11kv enable

Platform ) )
o This command is supported on ACs.
Description

9.2 802.11kv load-balance mode

Use this command to set the load balancing mode.

802.11kv load-balance mode {none | channel-utilization | station-number}

This command does not have the no form.
Use the default form of this command to disable the load balancing function, which has the same
effect as the none mode. The only difference is that the none mode is displayed in the show run

command output.
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Example

Verification

Platform
Description

Parameter Description

none Disables load balancing.

channel-utilization Sets the load balancing mode to channel utilization balancing.
Sets the load balancing mode to STA quantity balancing

station-number ]
between radios.

The load balancing function is disabled by default.

Global configuration mode

15

N/A

1. The following example disables the 802.11k/802.11v load balancing function.

Ruijie (config) #802.11kv load-balance mode none

2. The following example sets the 802.11k/802.11v load balancing mode to channel utilization
balancing.

Ruijie (config) #802.11kv load-balance mode channel-utilization

3. The following example sets the 802.11k/802.11v load balancing mode to STA quantity balancing
between radios.

Ruijie (config) #802.11kv load-balance mode station-number

show running

This command is supported on ACs.

9.3 show 802.11kv all-bstms

Parameter

Description

Command
Mode

Default Level

Usage Guide

Use this command to query all BSTM requests sent by the AC to all STASs, including the time, reason,
and status.
show 802.11kv all-bstms

Parameter

Description

Privileged EXEC mode

15

Only data of 1024 STAs is recorded, and only the latest 16 records are made for each STA.
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Configuration
Example

Platform

Description

Displayed fields are as follows:

WLAN: WLAN to which a STA belongs

Time: request transmission time

Elapsed: duration from sending a request to the STA to receiving a response from the STA
APMAC/Radio: MAC address of the AP and radio to which the STA belongs

Result: result returned by the STA

Agreed APMAC/Radio: MAC address of the target AP and radio in the response sent by the STA
Trigger Reason: reason that the AC sends a request

The following example displays all BSTM records.
Ruijie#show 802.11kv all-bstms
STATION:3871.de4c.8888

WLAN Time Elapsed AP/Radio Result Agreed
AP/Radio Trigger Reason
87 2018-08-06 09:36:14 1s 0073.0000.0000/2 Refused N/A

Station Number Load Balance

87 2018-08-06 09:35:56 1s 0073.0000.0000/1 Accepted
0073.0000.0000/2 CLI Request
87 2018-08-06 09:35:48 O0s 0073.0000.0000/1 N/A N/A

Channel Load Balance

87 2018-08-06 09:35:37 Os 0073.0000.0000/1 N/A N/A
CLI Request
87 2018-08-06 09:35:17 2s 0073.0000.0000/2 Accepted

0073.0000.0000/2 Channel Load Balance

This command is supported on ACs.

9.4 show 802.11kv bstm-per-station

Parameter

Description

Command

Mode

Default Level

Usage Guide

Use this command to query all BSTM requests sent by the AC to a STA, including the time, reason,
and status.

show 802.11kv bstm-per-station station-mac

Parameter Description

station-mac MAC address of the STA

Privileged EXEC mode

15

Only the latest 16 records are made for each STA.
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Configuration
Example

Platform

Description

Displayed fields are as follows:

WLAN: WLAN to which a STA belongs

Time: request transmission time

Elapsed: duration from sending a request to the STA to receiving a response from the STA
APMAC/Radio: MAC address of the AP and radio to which the STA belongs

Result: result returned by the STA

Agreed APMAC/Radio: MAC address of the target AP and radio in the response sent by the STA
Trigger Reason: reason that the AC sends a request

The following example displays BSTM records of the STA whose MAC address is 3871.de4c.8888.
Ruijie#show 802.11kv bstms-per-station 3871.de4c.8888

WLAN Time Elapsed AP/Radio Result Agreed
AP/Radio Trigger Reason
87 2018-08-06 09:36:14 1s 0073.0000.0000/2 Refused N/A

Station Number Load Balance

87 2018-08-06 09:35:56 1s 0073.0000.0000/1 Accepted
0073.0000.0000/2 CLI Request
87 2018-08-06 09:35:48 O0s 0073.0000.0000/1 N/A N/A

Channel Load Balance

87 2018-08-06 09:35:37 Os 0073.0000.0000/1 N/A N/A
CLI Request

87 2018-08-06 09:35:17 2s 0073.0000.0000/2 Accepted
0073.0000.0000/2 Channel Load Balance

This command is supported on ACs.
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1 Wireless Security Commands

1.1 authtimeout forbidcount

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the forbidcount after a four-way handshake fails to accomplish key
exchange. Use the no or default form of this command to restore the default setting.
authtimeout forbidcount count

no authtimeout forbidcount

default authtimeout forbidcount

Parameter Description

. Sets the forbidcount after a four-way handshake fails to accomplish
coun
key exchange.

The default is 10.

WLAN security configuration mode

N/A

The following example sets the forbidcount to 5 after a four-way handshake fails to accomplish key
exchange.

Ruijie (config-wlansec) #authtimeout forbidcount 5

Command Description
N/A N/A
N/A

1.2 authtimeout forbidtime

Use this command to set the forbidtime after a four-way handshake fails to accomplish key exchange.
Use the no or default form of this command to restore the default setting.

authtimeout forbidtime time

no authtimeout forbidtime

default authtimeout forbidtime
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Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Parameter Description

i Sets the forbidtime after a four-way handshake fails to accomplish
ime
key exchange, in the unit of seconds.

The default is 5.

WLAN security configuration mode

N/A

The following example sets the forbidtime to 6 seconds after a four-way handshake fails to
accomplish key exchange,

Ruijie (config-wlansec) #authtimeout forbidtime 6

Command Description
N/A N/A
N/A

1.3 authtimeout groupcount

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Use this command to set the retransmission count for the multicast key agreement packet. Use the
no or default form of this command to restore the default setting.

authtimeout groupcount count

no authtimeout groupcount

default authtimeout groupcount

Parameter Description

X Sets the retransmission count for the multicast key negotiation
coun
packet.

The default is 7.

WLAN security configuration mode

N/A

The following example set the retransmission count for the multicast key negotiation packet to 5.

Wireless Security Commands
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Examples Ruijie (config-wlansec) #authtimeout groupcount 5
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

1.4 authtimeout grouptime

Use this command to set the timeout period for the multicast key negotiation packet. Use the no or
default form of this command to restore the default setting.

authtimeout grouptime timeout

no authtimeout grouptime

default authtimeout grouptime

Parameter o
o Parameter Description
Description
i ; Sets the timeout period for the multicast key negotiation packet, in the
imeou
unit of milliseconds.
Defaults The default is 1200 milliseconds.
Command WLAN security configuration mode
mode

Usage Guide  N/A

Configuration The following example sets the timeout period for the multicast key negotiation packet to 100
Examples milliseconds.

Ruijie (config-wlansec) #authtimeout grouptime 100

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

1.5 authtimeout paircount

Use this command to set the retransmission count for the unicast key negotiation packet. Use the no
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Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

or default form of this command to restore the default setting.
authtimeout paircount count

no authtimeout paircount

default authtimeout paircount

Parameter Description

count Sets the retransmission count for the unicast key negotiation packet.

The defaultis 7.

WLAN security configuration mode

N/A

The following example sets the retransmission count for the unicast key negotiation packet to 5.

Ruijie (config-wlansec) #authtimeout paircount 5

Command Description
N/A N/A
N/A

1.6 authtimeout pairtime

Parameter

Description

Defaults

Command

mode

Use this command to set the timeout period for the unicast key negotiation packet. Use the no or
default form of this command to restore the default setting.

authtimeout pairtime timeout

no authtimeout pairtime

default authtimeout pairtime

Parameter Description

i ; Sets the timeout period for the unicast key negotiation packet, in the
imeou
unit of milliseconds.

The default is 1200 milliseconds.

WLAN security configuration mode

Wireless Security Commands
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Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

N/A

The following example sets the timeout period for the unicast key negotiation packet to 100
milliseconds.

Ruijie (config-wlansec) #authtimeout pairtime 100

Command Description
N/A N/A
N/A

1.7 dotlx-mab

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Use this command to configure MAB authentication for the specified WLAN. Use the no form of this
command to restore the default setting.

dotlx-mab

no dotlx-mab

Parameter Description

no Clears the MAB authentication configuration.

MAB authentication is disabled by default.

WLAN security configuration mode

This command is used to enable MAB authentication. It can be used in combination with PSK access
authentication but not with 802.1X access authentication.

The following example enables MAB authentication for WLAN 1.
Ruijie (config) #wlansec 1

Ruijie (config-wlansec) # dotlx-mab

The following example disables MAB authentication for WLAN 1.
Ruijie (config) #wlansec 1

Ruijie (config-wlansec)# no dotlx-mab

Command Description
N/A N/A
N/A
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Description

1.8 security rsn

Use this command to configure RSN authentication for a WLAN.

security rsn { enable | disable }

Parameter o
o Parameter Description

Description
enable Enables the RSN authentication mode.
disable Disables the RSN authentication mode.

Defaults This function is disabled by default.

Command WLAN security configuration mode

mode

Usage Guide  The command is used to enable the RSN authentication mode. Only after the RSN authentication
mode is enabled can encryption and authentication methods be configured in the RSN mode.
Otherwise, any configuration is invalid. When you use the RSN authentication, you need to configure
an encryption method and an authentication method. If only an encryption or authentication method is
configured, or neither is configured, the wireless client cannot be associated with the wireless
network. The RSN authentication mode is what is usually called WPA2 authentication mode. If both
WPA and RSN authentication modes are configured simultaneously for a WLAN, the encryption and
authentication methods in these two authentication modes are identical, and the newly configured

encryption and authentication methods will override the previous ones.

Configuration The following example sets the authentication mode of WLAN1 to RSN.
Examples Ruijie (config) #wlansec 1
Ruijie (wlansec) # security rsn enable
The following example disables the RSN authentication mode of WLANL1.
Ruijie (config) #wlansec 1

Ruijie (wlansec)# security rsn disable

Related -
Command Description

Commands
security rsn akm { psk | 802.1x } { enable | Configures an authentication method in the
disable } RSN authentication mode.
security rsn ciphers {aes | tkip } { enable | Configures an encryption method in the RSN
disable } authentication mode.
security rsn akm psk set-key ascci Configures a shared password for RSNs.

Platform N/A
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Description

1.9 security rsn akm

Use this command to configure RSN authentication for a WLAN.

security rsn akm { psk | 802.1x } { enable | disable }

Parameter o
o Parameter Description
Description
‘ Configures the authentication method to pre-shared key identity
ps T
verification.
802.1x Configures the authentication method to IEEE802.1x authentication.
enable Enables an authentication method in the RSN authentication mode.
disable Disables an authentication method in the RSN authentication mode.
Defaults N/A
Command ) ] )
WLAN security configuration mode
mode

Usage Guide  The command is used to enable an authentication method in the RSN authentication mode. Only
after the RSN authentication mode is enabled can an authentication method be configured. There are
two authentication methods: PSK and 802.1x.

Configuration The following example configures the authentication method for WLAN1 in the RSN authentication
Examples mode to PSK.
Ruijie (config) #wlansec 1
Ruijie (wlansec)# security rsn akm psk enable
The following example sets the authentication method for WLAN1 in the RSN authentication mode to
802.1x authentication.
Ruijie (config) #wlansec 1

Ruijie (wlansec)# security rsn akm 802.1x enable

Related -
Command Description
Commands
security rsn { enable | disable } Configures the WLAN configuration mode.
security rsn ciphers {aes | tkip } { enable | Configures an encryption method in the RSN
disable } authentication mode.
security rsn akm psk set-key ascci Configures a shared password for RSNs.
Platform N/A

Description
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1.10 security rsn akm psk set-key

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Use this command to configure a shared password for RSNs in the PSK authentication mode.

security rsn akm psk set-key { ascii ascii-key | hex hex-key }

Parameter Description

ascii Specifies the ASCII password.

ascii-key The ASCII password, containing 8-63 characters.

hex Specifies the hexadecimal password.

hex-key The hexadecimal password, containing 64 characters.
N/A

WLAN security configuration mode

This shared password is of use only when the PSK authentication mode is enabled.

The following example sets the shared password for WLAN 1 RSN to 12345678.

Ruijie (config)#wlansec 1

Ruijie (wlansec)# security rsn enable

Ruijie (wlansec)# security rsn akm psk enable

Ruijie (wlansec)# security rsn akm psk set-key ascci 12345678

Command

security rsn { enable | disable }

security rsn ciphers { aes | tkip } { enable |
disable }

security rsn akm { psk | 802.1x } { enable |
disable }

N/A

1.11 security rsn ciphers

Parameter

Description

Description

Configures the RSN authentication mode.
Configures an encryption method in the RSN
authentication mode.

Configures an authentication method in the
RSN authentication mode.

Use this command to configure an encryption method for a WLAN in the RSN authentication mode.

security rsn ciphers { aes | tkip } { enable | disable }

Parameter Description
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Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

aes Configures the encryption method to AES.

tkip Configures the encryption method to TKIP.

enable Enables an encryption method in the RSN authentication mode.
disable Disables an encryption method in the RSN authentication mode.
N/A

WLAN security configuration mode

The command is used to enable an encryption method in the RSN authentication mode. There are
two encryption methods: AES and TKIP.

The following example configures the encryption method for WLAN1 in the RSN authentication mode
to AES.

Ruijie (config) #fwlansec 1

Ruijie (config-wlansec) #security rsn enable

Ruijie (config-wlansec) #security rsn ciphers aes enable

Command Description

security rsn { enable | disable } Configures the RSN authentication mode.
security rsn akm { psk | 802.1x } { enable | Configures an authentication method in the
disable } RSN authentication mode.

security rsn akm psk set-key ascci Configures a shared password for RSNs.
N/A

1.12 security rsn dotl11lr

Parameter

Description

Defaults

Use this command to enable the 802.11r function.
security rsn dotllr enable
Use this command to disable the 802.11r function.

security rsn dotllr disable

Parameter Description
enable Enables the 802.11r function.
disable Disables the 802.11r function.

The 802.11r function is disabled by default.
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Command
Mode

Default Level

Usage Guide

Configuration

Example

Verification

Prompt

Common

Error

Platform

Description

WLAN security configuration mode

14

The 802.11r function can be enabled only when the following conditions are met:

1. RSN authentication is enabled.

2. WPA authentication is disabled, that is, WPA and RSN cannot be enabled simultaneously.
3. The access authentication mode (AKM) is configured as PSK or 802.1x.

4. AES encryption is enabled.
5

TKIP encryption is disabled, that is, AES and TKIP cannot be enabled simultaneously.

1. The following example enables the 802.11r function for WLAN 1.

Ruijie (config-wlansec) #security rsn dotllr enable

2. The following example disables the 802.11r function for WLAN 2.

Ruijie (config-wlansec) #security rsn dotllr disable

Run the show running-config command to check whether the configuration takes effect.

Ruijie (config) #wlansec 1
Ruijie (config-wlansec) #security rsn dotllr enable
$ERRORS 802.11R requires RSN to be enabled, run command 'security rsn enable'

first.

Ruijie (config-wlansec) #security rsn ciphers tkip enable

Ruijie (config-wlansec) #security rsn dotllr enable

$ERRORS 802.11R requires ciphers aes to be enabled, run command 'security rsn
ciphers aes enable' first.

1: In WLAN security configuration mode, the 802.11r function is enabled when RSN authentication is
not enabled.

2: In WLAN security configuration mode, the 802.11r function is enabled when AES encryption is
disabled.

3. The 802.11r function is enabled when WPA or TKIP is enabled.

N/A

1.13 security rsn dotllr reassoc-timeout

Use this command to configure the re-association timeout duration of the 802.11r function in WLAN
security configuration mode, that is, the maximum interval for a client to send an association request
after the client authentication is completed. This command takes effect only after the 802.11r function

is enabled.

Wireless Security Commands
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Parameter
Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Example

Verification
Common
Error
Platform

Description

security rsn dotllr reassoc-timeout timeout-seconds

Parameter Description

Timeout duration in seconds. The value is an integer ranging from 1
to 120.

timeout-seconds

The timeout duration is 20 seconds by default.

WLAN security configuration mode

14

This command is used to configure the re-association timeout duration of the 802.11r function in the
unit of seconds.

The following example sets the re-association timeout duration of the 802.11r function on WLAN 1 to
30s.
Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security dotllr reassoc-timeout 30

Run the show running-config command to check whether the configuration takes effect.

N/A

N/A

1.14 security pmf

Parameter

Description

Use this command to enable management frame encryption, with clients required to support this
function. Clients that do not support this function cannot be associated.

security pmf mandatory

Use this command to enable management frame encryption, with clients not required to support this
function. Management frame encryption is not performed for clients that do not support this function.

security pmf optional

Use this command to disable management frame encryption.

security pmf disable

Parameter Description

N/A N/A

Wireless Security Commands
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Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Example

Verification

Common
Error

Platform

Description

Management frame encryption is disabled by default.

WLAN security configuration mode

15

N/A

The following example enables management frame encryption on WLAN 1, with clients required to
support this function.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec)# security pmf mandatory

Run the show running-config command to check whether the configuration takes effect.

N/A

1.15 security static-wep-key authentication

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Use this command to configure an authentication method for a WLAN in the static WEP mode.

security static-wep-key authentication { open | share-key }

Parameter Description
open The open system authentication mode.
share-key The shared key authentication mode.

The default is open.

WLAN security configuration mode

This command must be used with the security static-wep-key encryption command. Usually, the
static WEP key must be configured before the shared key authentication method can be configured.
In any security mode other than the static WEP security mode, it is of no use to configure the link

authentication mode.

The following example sets the authentication mode of WLANL1 to shared key authentication.

Wireless Security Commands
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Examples Ruijie (config)#wlansec 1

Ruijie (wlansec)# security static-wep-key authentication share-key

Related o

Command Description
Commands

] ) ] Configures the static WEP key, and enables the
security static-wep-key encryption . )
static WEP security mode.

Platform N/A
Description

1.16 security static-wep-key encryption

Use this command to configure the static WEP key for a WLAN and configure the security mode of
this WLAN to static WEP.

security static-wep-key encryption key-length { ascii | hex } key-index key

Parameter o
Description Parameter Description
The key length is measured by bit, which can be 40, 104, and 128
key-length )
bits.
key-index The parameter indicates a key index number, ranging from 1 to 4.
The parameter indicates key data. In the ascii mode, 5-byte, 13-byte,
key and 16-byte data can serve as a key depending on the key-length
parameter. In the hex mode, 10-byte, 26-byte, and 32-byte data can
serve as a key depending on the key-length parameter.
B The parameter indicates that the password takes the form of ASCII
ascii code.
hex The parameter indicates that the password is hexadecimal.
Defaults The static WEP mode is disabled by default.
Command WLAN security configuration mode
mode

Usage Guide  The prerequisite of configuring security mode for a WLAN is that this WLAN has been created.
Attention should be paid to the following points:
1. This command can be used repeatedly for configuration, and the last configuration will take
effect.
2. This command configures the static WEP key as well as the static-WEP security mode.

Configuration The following example sets the static WEP key of WLAN 1 to 12345.
Examples Ruijie (config)#wlansec 1

Ruijie (wlansec)# security static-wep-key encryption 40 ascii 1 12345



Command Reference Wireless Security Commands

Related o
Command Description
Commands
] ) o Configures the authentication method in the
security static-wep-key authentication { open | ) )
static WEP security mode to open system
share-key } o o
authentication or shared key authentication.
Platform
Description

1.17 security wpa

Use this command to configure WPA authentication for a WLAN.

security wpa { enable | disable }

Parameter o
o Parameter Description

Description
enable Enables WPA authentication.
disable Disables WPA authentication.

Defaults WPA authentication is disabled by default.

Command WLAN security configuration mode

mode

Usage Guide  The command is used to enable the WPA authentication mode. Only after the WPA authentication
mode is enabled can encryption and authentication methods be configured in the WPA mode.
Otherwise, configuration is impossible. When you use the WPA authentication, you need to configure
an encryption method and an authentication method. If only an encryption or authentication method is
configured, or neither is configured, the wireless client cannot be associated with the wireless

network.

Configuration The following example sets the authentication mode of WLAN1 to WPA.
Examples Ruijie (config)#wlansec 1

Ruijie (wlansec) # security wpa enable

Related o
Command Description

Commands
security wpa akm { psk | 802.1x } { enable | Configures an authentication method in the
disable } WPA authentication mode.
security wpa ciphers { aes | tkip } { enable | Configures an encryption method in the WPA
disable } authentication mode.

security wpa akm psk set-key ascci Configures the shared password in the WPA
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Platform

Description

authentication mode.

N/A

1.18 security wpa akm

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Use this command to configure an authentication method for a WLAN in the WPA authentication
mode.

security wpa akm { psk | 802.1x } { enable | disable }

Parameter Description

Configures the authentication method to pre-shared key identity

psk T

verification.
802.1x Configures the authentication method to IEEE802.1x authentication.
enable Enables an authentication method in the WPA authentication mode.
disable Disables an authentication method in the WPA authentication mode.
N/A

WLAN security configuration mode

The command is used to enable an authentication method in the WPA authentication mode. There

are two authentication methods: PSK and 802.1x.

The following example sets the authentication method for WLANL1 in the WPA authentication mode to
pre-shared key identity authentication.

Ruijie (config) #wlansec 1

Ruijie (wlansec)# security wpa akm psk enable

The following example sets the authentication method for WLANL1 in the WPA authentication mode to
802.1x authentication.

Ruijie (config) #wlansec 1

Ruijie (wlansec)# security wpa akm 802.1x enable

Command Description

security wpa { enable | disable } Configures the WLAN configuration mode.
security wpa ciphers {aes | tkip } { enable | Configures an encryption method in the WPA
disable } authentication mode.

N/A
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Description

1.19 security wpa akm psk set-key

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Use this command to configure a WPA shared password for a WLAN.

security wpa akm psk set-key { ascii ascii-key | hex hex-key }

Parameter Description

ascii Specifies the ASCII password.

ascii-key The ASCII password, containing 8-63 characters.

hex Specifies the hexadecimal password.

hex-key The hexadecimal password, containing 64 characters.
N/A

WLAN security configuration mode

This shared password is of use only when the PSK authentication mode is enabled.

The following example sets the shared password for WLAN 1 WPA to 12345678.

Ruijie (config)#wlansec 1

Ruijie (wlansec)# security wpa enable

Ruijie (wlansec)# security wpa akm psk enable

Ruijie (wlansec)# security wpa akm psk set-key ascci 12345678

Command

security wpa { enable | disable }

security wpa ciphers { aes | tkip } { enable |
disable }

security wpa akm { psk | 802.1x } { enable |
disable }

N/A

1.20 security wpa ciphers

Description

Configures the WLAN configuration mode.
Configures an encryption method in the WPA
authentication mode.

Configures an authentication method in the
WPA authentication mode.

Use this command to configure an encryption method for a WLAN in the WPA authentication mode.

security wpa ciphers { aes | tkip } { enable | disable }
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Parameter o
Description Parameter Description
aes Configures the encryption method to AES.
tkip Configures the encryption method to TKIP.
enable Enables an encryption method in the WPA authentication mode.
disable Disables an encryption method in the WPA authentication mode.
Defaults N/A
Command WLAN security configuration mode
mode

Usage Guide  The command is used to enable an encryption method in the WPA authentication mode. There are
two encryption methods: AES and TKIP.

Configuration The following example sets the encryption method for WLANL1 in the WPA authentication mode to
Examples AES.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security wpa enable

Ruijie (config-wlansec) #security wpa ciphers aes enable

Related -
Command Description
Commands
security wpa { enable | disable } Configures the WLAN configuration mode.
security wpa akm { psk | 802.1x } { enable | Configures an authentication method in the
disable } WPA authentication mode.
) ) Configures a shared password in the WPA
security wpa akm psk set-key ascci o
authentication mode.
Platform N/A
Description

1.21 security wpa3 dotllr

Use this command to enable the WPA3 802.11r function.
security wpa3 dotllr enable
Use this command to disable the WPA3 802.11r function.
security wpa3 dotllr disable

Parameter —
o Parameter Description
Description
disable Disables the WPA3 802.11r function.

enable Enables the WPA3 802.11r function.
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Defaults

Command
Mode

Default Level

Usage Guide

Configuration

Examples

Verification

The WPA3 802.11r function is disabled by default.

WLAN security configuration mode

14

Before enabling the 802.11r function, run the security wpa3 mode command to set the WPA3 mode to

Personal or Enterprise. The 802.11r function is not supported in WPA3 Enhanced-Open mode.

The following example configures the WPA3 Personal mode for WLAN 1 and enables the 802.11r
function.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf optional

Ruijie (config-wlansec) #fsecurity wpa3 mode personal

Ruijie (config-wlansec) #security wpa3 dotllr enable

Run the show running-config command to check whether the configuration takes effect.

1.22 security wpa3 mode

Parameter

Description

Defaults

Command
Mode

Default Level

Use this command to disable the WPA3 function.

security wpa3 mode none

Use this command to set the WPA3 mode to Personal.
security wpa3 mode personal

Use this command to set the WPA3 mode to Enterprise.
security wpa3 mode enterprise

Use this command to set the WPA3 mode to Enhanced-Open.

security wpa3 mode enhanced-open

Parameter Description

none Disables the WPA3 function.

versonal Indicates the WPA3 Personal mode, which can be used in combination
with the WPA2 PSK mode.

enterprise Indicates the WPAS3 Enterprise mode.

enhanced-open Indicates the WPA3 Enhanced-Open mode.

WPABS is disabled by default.

WLAN security configuration mode
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Usage Guide

Configuration
Examples

Verification

This command can be used to set the WPA3 mode. Currently, three modes are available: Personal,
Enterprise, and Enhanced-open.

WPABS relies on 802.11w. Therefore, before setting WPA3 to work in any of the three modes, set the
PMF function to optional or mandatory.

1. Personal mode: It can be a WPA3 mode or used in combination with the WPA2 PSK mode because it
is compatible with WPA2. When it is used jointly with the WPA2 PSK mode, the WPA2 PSK mode does
not support TKIP encryption.

2. Enterprise mode: It is the WPA3 Enterprise mode because it is incompatible with WPA2.

3. Enhanced-open mode: In this mode, users do not need to enter authentication information during STA
association, and data packets are encrypted after successful STA association.

The modes above are incompatible with WPA. Before enabling any of the modes, clear WPA-related
configuration first.

The following example configures the WPA3 Personal mode for WLAN 1 and sets the password to abc.
Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf optional

Ruijie (config-wlansec) #security wpa3 personal passphrase abc

Ruijie (config-wlansec) #fsecurity wpa3 mode personal

The following example configures the WPA3 Personal mode used in combination with the WPA2 PSK
mode for WLAN 1 and sets the password to abc. If an STA associates with an AP via the WPA3
Personal mode, the password is abc. If the STA associates with the AP via the WPA2 PSK mode, the
password is 123456789.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf optional

Ruijie (config-wlansec) #security wpa3 personal passphrase abc

Ruijie (config-wlansec) #fsecurity wpa3 mode personal

Ruijie (config-wlansec) #security rsn enable

Ruijie (config-wlansec) #security rsn cipher aes enable

Ruijie (config-wlansec) #security rsn akm psk enable

Ruijie (config-wlansec) #security rsn akm psk set-key ascii 123456789

The following example configures the WPA3 Enterprise mode for WLAN 1.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf optional

Ruijie (config-wlansec) #security wpa3 mode enterprise

The following example configures the WPA3 Enhanced-Open mode for WLAN 1.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf mandatory

Ruijie (config-wlansec) #security wpa3 mode enhanced-open

Run the show running-config command to check whether the configuration takes effect.

1.23 security wpa3 personal passphrase ascii

Use this command to configure a password for the WPAS3 Personal mode.

security wpa3 personal passphrase ascii password
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Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Verification

Parameter Description

password Indicates a password in ASCII code, consisting of 1 to 63 characters.

No password is configured for the WPA3 Personal mode.

WLAN security configuration mode

14

Use this command to configure a password for the WPA3 Personal mode. In WPA3 Personal mode, this
password is used in the negotiation between APs and STAs.

When the WPAS3 Personal mode is used in combination with the WPA2 PSK mode, if an STA supports
WPAZ3, this password is used; if it does not support WPA3, the WPA2 PSK password is used.

The following example sets the password to abc for the WPA3 personal mode for WLAN 1.
Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security wpa3 personal passphrase abc

Run the show running-config command to check whether the configuration takes effect.

1.24 security wpa3 personal passphrase none

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Use this command to clear the password of the WPA3 Personal mode.

security wpa3 personal passphrase none

Parameter Description

N/A N/A

No password is configured for the WPA3 Personal mode.

WLAN security configuration mode

14

Use this command to clear the password of the WPA3 Personal mode. In WPA3 Personal mode, this
password is used in the negotiation between APs and STAs. Cancel the WPA3 Personal mode before
clearing the password.

When the WPA3 Personal mode is used in combination with the WPA2 PSK mode, if the password for
the WPA3 Personal mode is cleared, STAs use the WPA2 PSK password for association regardless of

whether they support the WPA3 Personal mode.
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Configuration
Examples

Verification

The following example clears the password of the WPA3 Personal mode for WLAN 1.
Ruijie (config) #wlansec 1
Ruijie (config-wlansec) #security wpa3 mode none

Ruijie (config-wlansec) #security wpa3 personal passphrase none

Run the show running-config command to check whether the configuration takes effect.

1.25 security wpa3 enhanced-open paired-wlan

Parameter

Description

Defaults

Command
Mode

Default Level

Usage Guide

Configuration
Examples

Use this command to configure a paired WLAN for a WLAN on which the WPA3 Enhanced-Open mode
is configured.

security wpa3 enhanced-open paired-wlan wlanid

Use this command to clear the paired WLAN of a WLAN on which the WPA3 Enhanced-Open mode is
configured.

security wpa3 enhanced-open paired-wlan none

Parameter Description

\anid Indicates the ID of a WLAN on which the open mode is configured. The
wlani
value ranges from 0 to 2,048.

none Clears the paired WLAN.

A paired WLAN is cleared by default.

WLAN security configuration mode

14

In order to provide consistent user experience for both STAs that support the WPA3 Enhanced-Open
mode and STAs that do not, you can configure a paired WLAN for the WLAN on which the WPA3
Enhanced-Open mode is configured, and this paired WLAN is the WLAN on which the open mode is
configured. The WLAN and paired WLAN have the same VLAN and policies but different SSIDs and
security settings. After a paired WLAN ID is configured, the Enhanced-Open mode signal is hidden, and
Beacon packets of the Open signal contain information about the Enhanced-Open signal, including the
SSID and BSSID. WPA3-supported STAs parse the Beacon packets to automatically associate with the
Enhanced-Open signal. The Open signal is displayed regardless of whether STAs support the WPA3

Enhanced-Open mode.

The following example creates two WLANS, sets the paired WLAN of WLAN 1 to 2, and configures only
the signal of WLAN 2 to be displayed externally.
Ruijie (config) #wlan-config 1 “Open-USA-OWE”

Ruijie (config) #exit
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Ruijie (config) #wlan-config 2 “Open-USA”

Ruijie (config) #exit

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #security pmf mandatory

Ruijie (config-wlansec) #security wpa3 mode enhanced-open

Ruijie (config-wlansec) #security wpa3 enhanced-open paired-wlan 2

Verification Run the show running-config command to check whether the configuration takes effect.

1.26 show wclient security

Use this command to display security configuration of STAs.

show wclient security mac-address

Parameter —
o Parameter Description
Description
mac-address The MAC address of the STA to be displayed.
Defaults N/A
Command Privileged EXEC mode/Global configuration mode/WLAN security configuration mode
mode

Usage Guide  N/A

Configuration The following example displays the security configuration of wireless client 1 with a MAC address of
Examples 3848.4c48.d953.
Ruijie# show wclient security 3848.4c48.d953

Security policy finished : TRUE

Security policy type :PSK

Security WPA version :WPA2

Security Ucast cipher : CCMP

Security EAP type :NONE
Field Description
Security policy finished Whether the authentication is complete.
Security policy type Security policy type.
Security WPA version WPA version.
Security Ucast cipher Unicast cipher suite
Security EAP type EAP Type

Related
Command Description

Commands
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N/A N/A

Platform N/A

Description

1.27 show wlan security

Use this command to display security configuration of a WLAN.

show wlan security wlan-id

Parameter o
o Parameter Description
Description
wlan-id The ID of the WLAN to be checked, in the range from 1 to 512.
Defaults N/A
Command Privileged EXEC mode/Global configuration mode/WLAN security configuration mode
mode

Usage Guide  N/A

Configuration The following example displays the security configuration of WLAN1.

Examples Ruijie#show wlan security 1
WLAN SSID : ruijie-psk
Security Policy : PSK
WPA version : RSN (WPA2)
AKM type : preshare key

pairwise cipher type: AES

group cipher type : AES

wpa passphrase len : 8

wpa_ passphrase : 31 32 33 34 35 36 37 38

group key : 39 de c7 57 5c 58 9a af 84 84 cf 18 3e ce ff 5c

The following example displays the security configuration of WLAN2 (The WLAN works in the WPA3
Enterprise mode).

Ruijie#show wlan security 2

WLAN SSID : WPA3-ENTERPRISE-DEMO
Security Policy : 802.1X-WPA3

WPA version : WPA3

SAE : False

802.1X : True

PSK : False
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pairwise cipher type: GCMP256

group cipher type : GCMP256

wpa passhraselen : 0

wpa passphrase

sae passhraselen : 0

sae passphrase

group key : 8c cd b3 84 8f 33 a4 2d 51 73 02 94 1c da 34 c6 19 68 le
8a 60 aa aa 0e 16 ec 89 9f 3f dl 9b fe

Field Description
WLAN SSID WLAN SSID
Security Policy Security policy, which can be set to any of the

following values:

1. SAE: Indicates the WPA3 Personal mode.

2. SAE/PSK: Indicates the WPA3 Personal
and WPA2 PSK hybrid mode.

3. 802.1X-WPA3: Indicates the WPA3
Enterprise mode.

WPA version WPA version.
AKM type AKM suite, indicating the authentication mode.
pairwise cipher type Unicast cipher suite.
group cipher type Multicast cipher suite.
wpa_passphrase_len Password length.
wpa_passphrase PSK password.
group key Multicast key.

Related

Commands Command Description

N/A N/A
Platform N/A
Description

1.28 webauth prevent-jitter

Use this command to set the timeout for jitter prevention during Web authentication of a particular
WLAN. Use the no or default form of this command to restore the default setting.

webauth prevent-jitter timeout

no webauth prevent-jitter

default webauth prevent-jitter

Parameter "
o Parameter Description
Description

timeout Sets the timeout for jitter prevention during Web authentication, in the
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range from O to 86400 in the unit of seconds.

Defaults The default is 300 seconds.
Command WLAN security configuration mode
mode

Usage Guide  N/A

Configuration The following example sets the timeout for jitter prevention during Web authentication of WLAN 1 to
Examples 900 seconds.

Ruijie (config) #wlansec 1

Ruijie (config-wlansec) #webauth

Ruijie (config-wlansec) #webauth prevent-jitter 900

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

1.29 wlansec

Use this command to configure security configuration mode for the specified WLAN. Use the no or
default form of this command to restore the default setting.

wlansec wlan-id

no wlansec wlan-id

default wlansec wlan-id

Parameter o
o Parameter Description
Description
wlan-id Sets WLAN ID.
Defaults No WLAN security configuration mode is configured by default.
Command Global configuration mode
mode

Usage Guide  Create a WLAN before entering its security configuration mode. You can use the no wlansec wlan-id

command to clear the WLAN security configuration.

Configuration The following example configures security configuration mode for WLAN 1.

Examples Ruijie (config) #wlansec 1
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Related

Command
Commands

N/A
Platform N/A

Description

Description

N/A
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2 WIDS Commands

2.1 attack-detection enable

Use this command to enable the IDS attack detection. Use the no form of this command to restore
the default setting.

attack-detection enable { all | flood | ddos | spoof | weak-iv }

no attack-detection enable { all | flood | ddos | spoof | weak-iv }

Parameter

Description Parameter Description
all Enables all types of IDS attack detection.
flood Enables the Flooding IDS attack detection.
weak-iv Enables the Weak-IV IDS attack detection.
spoof Enables the Spoofing IDS attack detection.
ddos Enables the DDOS IDS attack detection.

Defaults This function is disabled by default.

Command WIDS configuration mode

Mode

Usage Guide  N/A

Configuration The following example enables the Flooding IDS attack detection.

Examples Ruijie (config-wids) # attack-detection enable flood

The following example disables the Flooding IDS attack detection.

Ruijie (config-wids) #no attack-detection enable flood

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

2.2 attack-detection ddos

Use this command to specify the packet threshold and interval for DDOS attack detection. Use the no
form of this command to restore the default setting.

attack-detection ddos { arp-threshold num | icmp-threshold num | syn-threshold num | interval
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time }

no attack-detection ddos { arp-threshold | icmp-threshold | syn-threshold | interval }

Parameter o
e Parameter Description

Description
) ] DDOS detection interval in the range from 10 to 60 in the unit of
interval time

seconds.

arp-threshold num ARP packet threshold in the range from 1 to 10000 in the unit of pps.
icmp-threshold num ICMP packet threshold in the range from 1 to 10000 in the unit of pps.
syn-threshold num SYN packet threshold in the range from 1 to 10000 in the unit of pps.

Defaults The arp-threshold is 50pps, icmp-threshold is 100pps, syn-threshold is 50pps, and interval is 30
seconds by default.

Command WIDS configuration mode

Mode

Usage Guide  N/A

Configuration  The following example sets ARP packet threshold to 200pps for DDOS attack detection.
Examples Ruijie (config-wids) # attack-detection ddos arp-threshold 200

The following example restores ARP packet threshold to the default setting.

Ruijie (config-wids) #no attack-detection ddos arp-threshold

Platform
o N/A
Description

2.3 attack-detection flood multi-mac

Use this command to specify the packet threshold and interval for Flooding attack detection in a
multi-user system. Use the no form of this command to restore the default setting.
attack-detection flood multi-mac { assoc | reassoc | disassoc | probe | action | auth | deauth |
null-data } threshold num interval time

no attack-detection flood multi-mac { assoc | reassoc | disassoc | probe | action | auth | deauth

| null-data }
Parameter e
o Parameter Description
Description
assoc Specifies the association packet.
reassoc Specifies the reassocation packet.
disassoc Specifies the disassociation packet.

probe Specifies the probe request packet.
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action Specifies the action packet.
auth Specifies the authentication packet.
deauth Specifies the deauthentication packet.
null-data Specifies the null data packet.
threshold num Packet threshold in the range from 1 to 10,000.
nterval time Statistics interval threshold in the range from 10 to 60 in the unit of
seconds.
Defaults The threshold is 4,800 and the interval is 10 seconds by default.
Command WIDS configuration mode

Mode
Usage Guide  N/A

Configuration The following example sets assoc to 200 and interval to 20s for Flooding attack detection in a
Examples multi-user system.
Ruijie (config-wids) # attack-detection flood multi-mac assoc threshold 200

interval 20

The following example restores assoc and interval to the default setting.

Ruijie (config-wids) #no attack-detection flood multi-mac assoc

Platform
o N/A
Description

2.4 attack-detection flood single-mac

Use this command to set the packet threshold and statistics interval for Flooding attack detection in a
single-user system. Use the no form of this command to restore the default setting.

attack-detection flood single-mac { total | assoc | reassoc | disassoc | probe | action | auth |
deauth | null-data } threshold num interval time

no attack-detection flood single-mac { tota | assoc | reassoc | disassoc | probe | action | auth |
deauth | null-data }

Parameter o
o Parameter Description
Description
total Specifies all types of packets.
assoc Specifies the association packet.
reassoc Specifies the reassocation packet.
disassoc Specifies the disassociation packet.

probe Specifies the probe request packet.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

action Specifies the action packet.

auth Specifies the authentication packet.
deauth Specifies the deauthentication packet.
null-data Specifies the null data packet

threshold num Packet threshold in the range from 1 to 5000.

) ) Statistics interval threshold in the range from 10 to 60 in the unit of
interval time
seconds.

The threshold is 300 and the interval is 10 seconds by default.

WIDS configuration mode

N/A

The following example sets assoc to 200 and interval to 20000 milliseconds for Flooding attack

detection in a single-user system.

Ruijie (config-wids) # attack-detection flood single-mac assoc threshold 200

interval 20000

The following example restores assoc and interval to the default setting.

Ruijie (config-wids) #no attack-detection flood single-mac assoc

N/A

2.5 attack-detection spoof

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the packet threshold and statistics interval for Spoofing attack detection.
Use the no form of this command to restore the default setting.
attack-detection spoof { threshold num | interval time }

no attack-detection spoof { threshold | interval }

Parameter Description

threshold num Packet threshold in the range from 1 to 1000.

interval time Detection interval in the range from 10 to 60 in the unit of seconds.

The threshold is 1 second and the interval is 50 seconds by default.

WIDS configuration mode

N/A

WIDS Commands
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Configuration
Examples

Platform

Description

The following example sets the packet threshold for Spoofing attack detection to 20.

Ruijie (config-wids)# attack-detection spoof threshold 20
The following example restores the ARP packet threshold for Spoofing attack detection to the default

setting.

Ruijie (config-wids) #no attack-detection spoof threshold

N/A

2.6 attack-detection weak-iv

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to set the packet thresMhold and interval for Weak IV attack. Use the no form of
this command to restore the default setting.

attack-detection weak-iv { threshold num | interval time }

no attack-detection weak-iv { threshold | interval }

Parameter Description
threshold num Packet threshold in the range from 1 to 10000.
interval time Detection interval in the range from 1 to 60 in the unit of seconds.

The threshold is 10 seconds and the interval is 15 seconds by default.

WIDS configuration mode

N/A

The following example sets the packet threshold for Weak IV attack detection to 200.
Ruijie (config-wids) # attack-detection weak-iv threshold 200

The following example restores the packet threshold for Weak IV attack to the default setting.

Ruijie (config-wids) #no attack-detection weak-iv threshold

N/A

2.7 attack-detection statistics ac-max

Use this command to configure the maximum number of IDS attack detection lists on the AC. Use the

no form of this command to restore the default setting.
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attack-detection statistics ac-max num
no attack-detection statistics ac-max

Parameter o
e Parameter Description
Description
The maximum number of IDS attack detection lists on the AC in the
num
range from 1 to 4096.
Defaults The default is 2048.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration  The following example configures the maximum number of the IDS attack detection list to 2000.
Examples Ruijie(config-wids) # attack-detection statistics ac-max 2000

The following example restores the maximum number of the IDS attack detection list to the default
setting.

Ruijie (config-wids) #no attack-detection statistics ac-max

Platform
o N/A
Description

2.8 attack-detection statistics ap-max

Use this command to configure the maximum number of IDS attack detection lists on the AP. Use the
no form of this command to restore the default setting.

attack-detection statistics ap-max num

no attack-detection statistics ap-max

Parameter ..
o Parameter Description
Description
The maximum number of IDS attack detection lists on the AP in the
num
range from 1 to 1024.
Defaults The default is 512.
Command WIDS configuration mode
Mode

Usage Guide  N/A
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Configuration
Examples

Platform

Description

The following example sets the maximum number of IDS attack detection lists on the AC to
1000.

Ruijie (config-wids)# attack-detection statistics ap-max 1000
The following example restores the maximum number of IDS attack detection lists to the default

setting.

Ruijie (config-wids) #no attack-detection statistics ap-max

N/A

2.9 countermeasures ap-max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure the maximum number of APs for the countermeasures.
Use the no form of this command to restore the default setting.
countermeasures ap-max ap-num

Nno countermeasures ap-max

Parameter Description

ap-num Specifies the maximum number of APs for the countermeasures in

the range from 1 to 256.

The default is 30.

WIDS configuration mode

The countermeasure function must be enabled before you configure this command.

The following example sets the maximum number of APs for the countermeasures to 22.

Ruijie (config-wids) # countermeasures ap-max 22

The following example restores the maximum number of APs for the countermeasures to the default
setting.

Ruijie (config-wids) #no countermeasures ap-max

Command Description
N/A N/A
N/A
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2.10 countermeasures enable

Use this command to enable the device countermeasures. Use the no form of this command to
restore the default setting.
countermeasures enable

no countermeasure enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command WIDS configuration mode
Mode

Usage Guide  This command does not take effect in AP normal working mode.

Configuration  The following example enables the device countermeasures.

Examples Ruijie (config-wids) #countermeasures enable

The following example disables the device countermeasures.

Ruijie (config-wids) #no countermeasures enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.11 countermeasures channel-match

Use this command to enable the channel-based countermeasures. Use the no form of this command
to restore the default setting.
countermeasures channel-match

no countermeasures channel-match

Parameter A~
o Parameter Description
Description

N/A N/A

Defaults This function is disabled by default.
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Command
Mode

Usage Guide

Configuration
Examples

Platform

Description

WIDS configuration mode

Use this command after the device countermeasures are enabled.

The following example enables the channel-based countermeasures.

Ruijie (config-wids) # countermeasures channel-match

The following example disables the channel-based countermeasures.

Ruijie (config-wids) #no countermeasures channel-match

N/A

2.12 countermeasures interval

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to set the device countermeasures interval. Use the no form of this command to
restore the default setting.
countermeasures interval time

no countermeasures interval

Parameter Description

i Device countermeasures interval in the range from 100 to 10000 in
ime
the unit of milliseconds.

The default is 1000 milliseconds.

WIDS configuration mode

N/A

The following example sets the countermeasures interval to 2000 milliseconds.

Ruijie (config-wids) # countermeasures interval 2000

The following example restores the countermeasures interval to the default setting.

Ruijie (config-wids) #no countermeasures interval

N/A
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2.13 countermeasures mode

Use this command to configure the device countermeasures mode. Use the no form of this command
to restore the default setting.
countermeasures mode { all | adhoc | config | rogue | ssid }

no countermeasures mode { all | adhoc | config | rogue | ssid }

Parameter o
Description Parameter Description
all Indicates all countermeasures are enabled.
ssid Indicates the devices with the same SSID on the AP are subjected to
the countermeasures.
rogue Indicates only detected rogue devices are subjected to the
countermeasures.
adhoc Indicates only detected adhoc devices are subjected to the
countermeasures.
config Indicates only the devices configured in the static attack list are
subjected to the countermeasures.
Defaults This function is disabled by default.
Command WIDS configuration mode
Mode

Usage Guide  The countermeasure function must be enabled before you configure this command.

Configuration The following example sets the device countermeasures mode to adhoc.

Examples Ruijie (config-wids) # countermeasure mode adhoc

The following example disables the adhoc mode.

Ruijie (config-wids) #no countermeasures mode adhoc

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.14 countermeasures rssi-min

Use this command to configure the lower limit of the signal for the countermeasures.

Use the no form of this command to restore the default setting.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

countermeasures rssi-min num

no countermeasures rssi-min

Parameter Description

num Specifies the lower limit of the signal strength for the

countermeasures in the range from 0 to 75 (-95 to -20).

The default is 25 (-70).

WIDS configuration mode

The countermeasure function must be enabled before you configure this command.

The following example sets the lower limit of the signal strength for the countermeasures to 40.

Ruijie (config-wids) # countermeasures rssi-min 40

The following example restores the default setting.

Ruijie (config-wids) #no countermeasures rssi-min

Command Description
N/A N/A
N/A

2.15 countermeasures fuzzy-enable

Parameter

Description

Defaults

Command
Mode

Use this command to enable the fuzzy containment function.
Use the no form of this command to disable this function.
countermeasures fuzzy-enable

no countermeasures fuzzy-enable

Parameter Description

N/A N/A

By default, fuzzy containment is disabled.

WIDS configuration mode
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Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

If containment modes include the configuration containment mode, rogue APs whose SSID are
similar to those in the SSID blacklist are contained. If containment modes include the SSID
containment mode, rogue APs whose SSIDs are similar to the SSID of the local host are contained.

Fuzzy containment takes effect only in configuration containment mode and SSID containment mode.

The following example enables the fuzzy containment function.

Ruijie (config-wids) # countermeasures fuzzy-enable

The following example disables the fuzzy containment function.

Ruijie (config-wids)# no countermeasures fuzzy-enable

Command Description
N/A N/A
N/A

2.16 device aging duration

Parameter
Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Use this command to configure device aging duration. Use the no form of this command to restore
the default setting.

device aging duration time

no device aging duration

Parameter Description

time Indicates device aging duration in the range from 500 to 5000 in the
unit of seconds.

The default is 1200 seconds.

WIDS configuration mode

N/A

The following example sets the device aging duration to 1000 seconds.

Ruijie (config-wids)# device aging duration 1000

The following example restores the device aging duration to the default setting.

Ruijie (config-wids) #no device aging duration

Command Description
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Commands

N/A N/A
Platform N/A
Description

2.17 device attack mac-address

Use this command to configure an entry for static attack list. Use the no form of this command to
delete a configured entry of the static attack list.
device attack mac-address H.H.H

no device attack mac-address H.H.H

Parameter o
o Parameter Description
Description
H.H.H Indicates the device with this source MAC address is subjected to the
countermeasures.
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  This configuration is one of the policies for detecting Rogue devices.

Configuration The following example configures the device with the static attack source MAC address of
Examples 0000.0000.0001.
Ruijie (config-wids) # device attack mac-address 0000.0000.0001

The following example deletes the static attack list with its source MAC address of 0000.0000.0001.
Ruijie (config-wids) #no device attack mac-address 0000.0000.0001

Related -
Command Description
Commands
N/A N/A
Platform
o N/A
Description

2.18 device attack max

Use this command to configure the maximum number of the static attack list.

Use the no form of this command to restore the default setting.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

device attack max num
no device attack max

Parameter Description

num Specifies the maximum number of the static attack list in the range

from 1 to 1024.

The default is 512.

WIDS configuration mode

N/A

The following example sets the maximum number of the static attack list to 900.

Ruijie (config-wids) # device attack max 900

The following example restores the default setting.

Ruijie (config-wids) #no device attack max

Command Description
N/A N/A
N/A

2.19 device black-ssid

Parameter

Description

Defaults

Command
Mode

Use this command to configure an entry for the SSID blacklist. Use the no form of this command to
remove an entry from the SSID blacklist.
device black-ssid ssid

no device black-ssid ssid

Parameter Description
” The SSID configured to the blacklist. The detection device detects this
ssi
SSID for countermeasures in WIDS config mode,
N/A

WIDS configuration mode
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Usage Guide

Configuration
Examples

Platform

Description

N/A

The following example configures SSID: my-vlan to the SSID blacklist.

Ruijie (config-wids) # device black-ssid my-wlan

The following example removes SSID: my-vlan from the SSID blacklist.

Ruijie (config-wids) #no device black-ssid my-wlan

N/A

2.20 device channel-bind

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to configure channel scan for a specified radio. Use the no form of this command
to restore the default setting.

device channel-bind radio radio-id { channel num | max-cycles value }

no device channel-bind radio radio-id

Parameter Description

radio radio-id Radio ID.

channel num Channel number in the range from 1 to 255.
max-cycles value Scan cycle in the range from 0 to 255.

The channel is CCnet and the max-cycles is 10 by default.

AP configuration mode

N/A

The following example configures the scan cycle to 20.
Ruijie#configure
Ruijie (config) #ap-config apl

Ruijie (config-ap) #device channel-bind radio 1 max-cycles 20

N/A

2.21 device detected-ap-max

Use this command to configure the maximum number of detected AP list members. Use the no form



Command Reference WIDS Commands

of this command to restore the default setting.
device detected-ap-max num
no device detected-ap-max num

Parameter -
e Parameter Description
Description
detected-ap-max num The maximum number of detected AP list members.
Defaults The default is 2048.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example configures the maximum number of detected AP list members to 1000.
Examples Ruijie#configure
Ruijie (config) #wids

Ruijie (config-wids) #device detected-ap-max 1000

Platform
o N/A
Description

2.22 device friendly-flags

Use this command to configure the friendly flag on a device. Use the no form of this command to
restore the default setting.

device friendly-flags value

no device friendly-flags

Parameter .
o Parameter Description
Description
value Friendly flag value in the range from 1 to 4294967295.
Defaults The default is 0.
Command WIDS configuration mode
Mode

Usage Guide By configuring the friendly flag, AC/AP is able to recognize a friendly AP. The default is random

configuration.

Configuration The following example configures the friendly flag to 4294967295.
Examples Ruijie (config-wids) # device friendly-flags 4294967295
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Platform

Description

The following example restores the friendly flag to the default setting.

Ruijie (config-wids) #no device friendly-flags

N/A

2.23 device max-black-ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to configure the maximum number of the SSID blacklist. Use the no form of this
command to restore the default setting.
device max-black-ssid num

no device max-black-ssid

Parameter Description

The maximum number of the SSID blacklist in the range from 1 to
1024.

num

The default is 512.

WIDS configuration mode

N/A

The following example configures the maximum number of the SSID blacklist to 900.

Ruijie (config-wids) # device max-black-ssid 900

The following example restores the default setting.

Ruijie (config-wids) #no device max-black-ssid

N/A

2.24 device mode

Parameter

Use this command to configure the working mode of the AP. Use the no form of this command to
restore the default setting.
device mode { monitor | normal | hybrid } [ radio radio-id ]

no device mode

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

monitor Indicates AP works in the monitor mode.
normal Indicates AP works in the normal mode.
hybrid Indicates AP works in the hybrid mode.

gi Specifies a radio to work in the monitor mode, while other radios to
radio
work in normal mode.

The AP works in the normal mode by default.

AP configuration mode

N/A

The following example sets the working mode of the AP to hybrid.
Ruijief#configure

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #ap-config apl

Ruijie (config-ap) #device mode hybrid

The following example sets the working mode of the radio3 to monitor.
Ruijie#configure ter

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie (config) #ap-config apl

Ruijie (config-ap) #device mode monitor radio 3

Command Description
N/A N/A
N/A

2.25 device permit mac-address

Parameter

Description

Use this command to configure an entry for the permissible MAC address list. Use the no form of this
command to delete an entry from the permissible MAC address list.
device permit mac-address H.H.H

no device permit mac-address H.H.H

Parameter Description

H.H.H Indicates the device with this source MAC address is legal.
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Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  This configuration is one of the policies for detecting rogue devices.

Configuration The following example configures the device with the permissible source MAC address of
Examples 0000.0000.0001.
Ruijie (config-wids) # device permit mac-address 0000.0000.0001

The following example deletes the device with the permissible source MAC address of
0000.0000.0001.
Ruijie (config-wids) #no device permit mac-address 0000.0000.0001

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.26 device permit mac-address max

Use this command to configure the maximum number of the permissible MAC address list.
Use the no form of this command to restore the default setting.
device permit mac-address max num

no device permit mac-address max

Parameter -
o Parameter Description
Description
num Specifies the maximum number of the permissible MAC address list
in the range from 1 to 2048.
Defaults The default is 1024.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the maximum number of the permissible MAC address list to 1000.

Examples Ruijie (config-wids) # device permit mac-address max 1000
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The following example restores the default setting.

Ruijie (config-wids) #no device permit mac-address max

Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

2.27 device permit ssid

Use this command to configure an entry for the permissible SSID list. Use the no form of this
command to delete an entry for the permissible SSID list.

device permit ssid ssid

no device permit ssid ssid

Parameter .
o Parameter Description
Description
ssid Configures this SSID to the permissible SSID list.
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  This configuration is one of the policies for detecting rogue devices.

Configuration The following example configures SSID: my-wlan to the permissible SSID list.

Examples Ruijie (config-wids) # device permit ssid my-wlan

The following example removes SSID: my-wlan from the permissible SSID list.

Ruijie (config-wids) #no device permit ssid my-wlan

Platform
o N/A
Description

2.28 device permit max-ssid

Use this command to configure the maximum number of the permissible SSID list members.
Use the no form of this command to restore the default setting.

device permit max-ssid num



Command Reference

WIDS Commands

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

no device permit max-ssid

Parameter Description

num Specifies the maximum number of permissible SSID list members in

the range from 1 to 1024.

The default is 512.

WIDS configuration mode

N/A

The following example sets the maximum number of the permissible SSID list members to 900.

Ruijie (config-wids) # device permit max-ssid 900

The following example restores the default setting.

Ruijie (config-wids) #no device permit max-ssid

Command Description
N/A N/A
N/A

2.29 device permit vendor bssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure an entry for the permissible vendor list. Use the no form of this
command to delete an entry for the permissible vendor list.
device permit vendor bssid H.H.H

no device permit vendor bssid H.H.H

Parameter Description
H.H.H Indicates this vendor’s address is a permissible address.
N/A

WIDS configuration mode

The vendor number is used to configure the first three bytes of a MAC address. Do not configure
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Configuration
Examples

Related
Commands

Platform

Description

multiple MAC addresses with the same vendor number. This configuration is one of the policies for

detecting Rogue devices.

The following example configures the MAC address 0000.0000.0001 into the permissible vendor list.
Ruijie (config-wids)# device permit vendor bssid 0000.0000.0001

The following example deletes the MAC address 0000.0000.0001 from the permissible vendor list.
Ruijie (config-wids) #no device permit vendor bssid 0000.0000.0001

Command Description
N/A N/A
N/A

2.30 device permit vendor bssid max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to configure the maximum number of the permissible vendor list members.
Use the no form of this command to restore the default setting.
device permit vendor bssid max num

no device permit vendor bssid max

Parameter Description

num Specifies the maximum number of the permissible vendor list

members in the range from 1 to 1024.

The default is 512.

WIDS configuration mode

N/A

The following example sets the maximum number of the permissible vendor list members to 1000.

Ruijie (config-wids) # device permit vendor bssid max 1000

The following example restores the default setting.

Ruijie (config-wids) #no device permit vendor bssid max

Command Description

N/A N/A
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Platform

Description

N/A

2.31 device scan-para

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to configure Rogue AP detection parameters according to CMCC WLAN AC-AP
Interoperability Specification.

device scan-para { radio radio-id scan-type { active | passive } device-detect { enable | disable } |
ap-mode { normal | monitor } | detect-rpt-time time }

no device scan-para { radio radio-id | ap-mode | detect-rpt-time }

Parameter Description

radio radio-id Radio ID.

scan-type active Scan type: active.

scan-type passive Scan type: passive.

device-detect enable Enables detection.

device-detect disable Disables detection.

ap-mode normal AP operation mode: normal mode.
ap-mode monitor AP operation mode: monitor mode.

) ) Detection report interval in the range from 60 to 120 in the unit of
detect-rpt-time time
seconds.

The scan type is passive, detection is disabled and detection report interval is 60 seconds by default.

AP configuration mode

N/A

The following example restores for Rogue AP detection type and status to the default setting
according to CMCC WLAN AC-AP Interoperability Specification.

Ruijie#configure

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) #ap-config apl

Ruijie (config-ap) #no device scan-para radio 1

N/A
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2.32 device unknown-sta dynamic-enable

Use this command to enable dynamic unknown STA detection. Use the no form of this command to
restore the default setting.
device unknown-sta dynamic-enable

no device unknown-sta dynamic-enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults The function is disabled by default.
Command WIDS configuration mode
Mode

Usage Guide  This command takes effect only when the AP works in the normal mode,

Configuration  The following example enables dynamic unknown STA detection.

Examples Ruijie (config-wids) # device unknown-sta dynamic-enable

The following example disables dynamic unknown STA detection.

Ruijie (config-wids) #no device unknown-sta dynamic-enable

Platform
o N/A
Description

2.33 device unknown-sta mac-address

Use this command to configure an entry for the static unknown STA list. Use the no form of this
command to delete an entry for the static unknown STA list.
device unknown-sta mac-address H.H.H

no device unknown-sta mac-address H.H.H

Parameter -
o Parameter Description
Description
H.H.H Indicates that the user of this MAC address is unknown STA.
Defaults N/A
Command WIDS configuration mode

Mode
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Usage Guide  This command is one of the policies for detecting Rogue devices.

Configuration The following example configures the MAC address 0000.0000.0001 to the unknown STA list.
Examples Ruijie (config-wids) # device unknown-sta mac-address 0000.0000.0001

The following example removes the MAC address 0000.0000.0001 from the unknown STA list.

Ruijie (config-wids) #no device unknown-sta mac-address 0000.0000.0001

Platform
o N/A
Description

2.34 device unknown-sta mac-address max

Use this command to configure the maximum number of the unknown STA list members. Use the no
form of this command to restore the default setting,
device unknown-sta mac-address max num

no device unknown-sta mac-address max

Parameter A
o Parameter Description
Description
The maximum number of the unknown STA list members in the range
num
from 1 to 256.
Defaults The default is 128.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example configures the maximum number of the unknown STA list members to 200.

Examples Ruijie (config-wids) # device unknown-sta mac-address max 200

The following example restores the maximum number of the unknown STA list members to the
default setting.

Ruijie (config-wids) #no device unknown-sta mac-address max

Platform
o N/A
Description

2.35 device unknown-sta report enable

Use this command to report detected unknown STAs to the AC. Use the no form of this command to
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disable this function,
device unknown-sta report enable
no device unknown-sta report enable

Parameter -
e Parameter Description
Description
N/A N/A
Defaults By default, this function is disabled.
Command WIDS configuration mode
Mode

Usage Guide  This function takes effect only when the AP does not operate in Normal mode. The scanning result

can be reported to the AC.

Configuration The following example enables reporting detected unknown STAs to the AC.

Examples Ruijie (config-wids) # device unknown-sta report enable

The following example disables reporting detected unknown STAs to the AC.

Ruijie (config-wids)# no device unknown-sta report enable

Platform
o N/A
Description

2.36 dos-detection

Use this command to enable DOS attack detection and its threshold according to CMCC WLAN
AC-AP Interoperability Specification. Use the no form of this command to restore the default setting.
dos-detection { enable | threshold num | interval time }

no dos-detection { enable | threshold | interval }

Parameter ..
o Parameter Description
Description
enable Enables DOS attack detection.
threshold num Packet threshold in the range from 1 to 5000.
) Detection interval in the range from 1 to 60000 in the unit of
Interval time o
milliseconds.
Defaults This function is disabled, threshold is 30, and interval is 1000 milliseconds by default.
Command WIDS configuration mode

Mode
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Usage Guide  N/A

Configuration The following example enable DOS attack detection according to CMCC WLAN AC-AP
Examples Interoperability Specification.

Ruijie (config-wids) #dos-detection enable

Platform
o N/A
Description

2.37 dynamic-blacklist enable

Use this command to enable the dynamic blacklist. Use the no form of this command to restore the
default setting.

dynamic-blacklist enable

no dynamic-blacklist enable

Parameter —
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example enables the dynamic blacklist.

Examples Ruijie (config-wids) # dynamic-blacklist enable

The following example disables the dynamic blacklist.

Ruijie (config-wids) #no dynamic-blacklist enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.38 dynamic-blacklist lifetime

Use this command to configure the dynamic blacklist entry lifetime. Use the no form of this command
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to restore the default setting.
dynamic-blacklist lifetime time
no dynamic-blacklist lifetime

Parameter o
e Parameter Description
Description
time Indicates the dynamic blacklist entry lifetime in the range from 60 to
1200 in the unit of seconds.
Defaults The default is 300 seconds.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the dynamic blacklist entry lifetime to 600 seconds.
Examples Ruijie (config-wids) # dynamic-blacklist lifetime 600

The following example restores the default setting.

Ruijie (config-wids) #no dynamic-blacklist lifetime

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.39 dynamic-blacklist ac-max

Use this command to configure the maximum number of the dynamic blacklist members on the AC.
Use the no form of this command to restore the default setting.
dynamic-blacklist ac-max num

no dynamic-blacklist ac-max

Parameter o
o Parameter Description
Description
The maximum number of the dynamic blacklist members on the AC in
num
the range from 1 to 4096.
Defaults The default is 2048.

Command WIDS configuration mode
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Mode

Usage Guide

Configuration
Examples

Platform

Description

N/A
The following example configures the maximum number of the dynamic blacklist members on the AC
to 2000.

Ruijie (config-wids) # dynamic-blacklist ac-max 2000

The following example restores the default setting.

Ruijie (config-wids) #no dynamic-blacklist ac-max

N/A

2.40 dynamic-blacklist ap-max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to configure the maximum number of dynamic blacklist members on the AP. Use
the no form of this command to restore the default setting.
dynamic-blacklist ap-max num

no dynamic-blacklist ap-max

Parameter Description

The maximum number of the dynamic blacklist on the AP in the range
from 1 to 4096.

num

The default is 2048.

WIDS configuration mode

N/A
The following example configures the maximum number of dynamic blacklist members on the AP to
1000.

Ruijie (config-wids) # dynamic-blacklist ap-max 1000

The following example restores the default setting.

Ruijie (config-wids) #no dynamic-blacklist ap-max

N/A

WIDS Commands
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2.41 hybrid-scan radio

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to enable the radio scan. Use the no form of this command to disable the radio

scan.
hybrid-scan radio num enable

hybrid-scan radio num disable

Parameter Description

radio num Radio number.

This function is enabled by default.

AP configuration mode

N/A

The following example disables the scan for radio 1.
Ruijie#configure
Ruijie (config) #fap-config apl

Ruijie (config-ap) #hybrid-scan radio 1 disable

N/A

2.42 kickout client

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Use this command to kick out associate users.
kickout client H.H.H

Parameter Description
H.H.H The MAC address of the user to kick out.
N/A

WIDS configuration mode

Use this command to disconnect a specified STA association.

The following example kicks out the MAC address 0000.0000.0001.

WIDS Commands
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Examples Ruijie (config-wids) # kickout client 0000.0000.0001
Platform

o N/A
Description

2.43 kickout threshold

Use this command to kick out the low-rate STA. Use the no form of this command to restore the
default setting.
kickout threshold rate

no kickout threshold

Parameter —
o Parameter Description
Description
rate Packet sending-receiving rate in the range from 0 to 130 in the unit of
Mbps.
Defaults The default is 0, indicating not filtering low-rate STA.
Command WIDS configuration mode
Mode

Usage Guide  This command is used to filter the low-rate STA. When the wireless access end detects that the

sending-receiving rate of STA is less than the configured threshold, it disconnects the association.

Configuration The following example filters the STA with sending-receiving rate less than 20 Mbps.

Examples Ruijie (config-ac)# kickout threshold 20

The following example disables the filtering.

Ruijie (config-wids) #no kickout threshold

Related -
Command Description
Commands
wids Enters the WIDS configuration mode.
Platform N/A
Description

2.44 reset attack-list all

Use this command to clear the entries of all attack lists.

reset attack-list all
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example clears the entries of all attack lists.

Ruijie (config-wids) # reset attack-list all

Command Description
N/A N/A
N/A

2.45 reset black-ssid all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to clear the entries of the SSID blacklist.

reset black-ssid all

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example clears the entries of the SSID blacklist.

Ruijie (config-wids) #reset black-ssid all

N/A
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2.46 reset detected

Use this command to reset the device list detected in a WLAN.

reset detected { all | adhoc | rogue { ap | client } | mac-address H.H.H }

Parameter o
Description Parameter Description
all Indicates you reset all devices detected in a WLAN.
adhoc Indicates you reset the detected adhoc client.
rogue ap Indicates you reset the detected Rogue AP.
rogue client Indicates you reset the detected Rogue client.
mac-address H.H.H Indicates you reset the device with the source MAC address H.H.H.
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example resets the information of detected Rogue APs.
Examples Ruijie (config-wids) #reset detected rogue ap

The following example resets the information of detected device with MAC address 0000.0000.0001.
Ruijie (config-wids) #reset detected mac-address 0000.0000.0001

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.47 reset dos-detected

Use this command to clear the information from DOS attack detection according to CMCC WLAN
AC-AP Interoperability Specification.
reset dos-detected
Parameter -
o Parameter Description
Description

N/A N/A
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform

Description

N/A

WIDS configuration mode

N/A

The following example clears the information from DOS attack detection according to CMCC WLAN
AC-AP Interoperability Specification.

Ruijie (config-wids) #reset dos-detected

N/A

2.48 reset dynamic-blacklist

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Use this command to reset dynamic blacklist entries.

reset dynamic-blacklist { all | mac-address H.H.H }

Parameter Description

all Indicates you reset all dynamic blacklist entries.
mac-address H.H.H Indicates you reset the dynamic blacklist entry with the source MAC

address H.H.H.

N/A

WIDS configuration mode

N/A

The following example resets the dynamic blacklist entry with the source MAC address
0000.0000.0001.
Ruijie (config) # wids

Ruijie (config-wids) # reset dynamic-blacklist mac-address 0000.0000.0001

Command Description

N/A N/A

WIDS Commands
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Platform N/A

Description

2.49 reset permit-mac all

Use this command to clear the entries of all permissible MAC address lists.

reset permit-mac all

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example clears the entries of all permissible MAC address lists.

Examples Ruijie (config-wids) # reset permit-mac all
Related .
Command Description
Commands
N/A N/A
Platform N/A
Description

2.50 reset permit-ssid all

Use this command to clear the entries of all permissible SSID lists.

reset permit-ssid all

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode

Mode
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Usage Guide  N/A

Configuration The following example clears the entries of all permissible SSID lists.

Examples Ruijie (config-wids) # reset permit-ssid all
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

2.51 reset permit-vendor all

Use this command to clear the entries of all permissible vendor lists.

reset permit-vendor all

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example clears the entries of all permissible vendor lists.

Examples Ruijie (config-wids) # reset permit-vendor all
Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.52 reset rogue-ap detected

Use this command to clear the information from Rogue AP detection according to CMCC WLAN

AC-AP Interoperability Specification.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform

Description

reset rogue-ap detected

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example clears the information from Rogue AP detection.

Ruijie (config-wids) #reset rogue-ap detected

N/A

2.53 reset ssid-filter

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to remove all SSIDs or a specified SSID from blacklists and whitelists.

reset ssid-filter { ssid all | in-ssid ssid }

Parameter Description

ssid all All SSIDs.

in-ssid ssid The specified SSID.
N/A

WIDS configuration mode

N/A

The following example removes all SSIDs from blacklists and whitelists.

Ruijie (config-wids) #reset ssid-filter ssid all

N/A

WIDS Commands
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2.54 reset ssid-filter blacklist all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to remove all SSIDs from blacklists.

reset ssid-filter blacklist all

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example clears all the SSIDs from blacklists,

Ruijie (config-wids) #reset ssid-filter blacklist all

N/A

2.55 reset ssid-filter blacklist all in-ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform

Use this command to remove a specified SSID from blacklists.

reset ssid-filter blacklist all in-ssid string

Parameter Description
string Removes specified SSIDs from the blacklist.
N/A

WIDS configuration mode

N/A

The following example removes SSID: my-vlan from blacklists.

Ruijie (config-wids) #reset ssid-filter blacklist all in-ssid my-wlan

N/A

WIDS Commands
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Description

2.56 reset ssid-filter whitelist all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to remove all SSIDs from whitelists.

reset ssid-filter whitelist all

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example removes all SSIDs from whitelists.

Ruijie (config-wids) #reset ssid-filter whitelist all

N/A

2.57 reset ssid-filter whitelist all in-ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to remove a specified SSID from whitelists.

reset ssid-filter whitelist all in-ssid string

Parameter Description
string Removes all the whitelists from a specified SSID.
N/A

WIDS configuration mode

N/A

The following example removes SSID: my-wlan from whitelists.

Ruijie (config-wids) #reset ssid-filter whitelist all in-ssid my-wlan

WIDS Commands
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Platform

Description

N/A

2.58 reset static-blacklist all

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to clear the entries of all static blacklists.

reset static-blacklist all

Parameter Description
N/A N/A
N/A

WIDS configuration mode

N/A

The following example clears the entries of all static blacklists.

Ruijie (config-wids)# reset static-blacklist all

Command Description
N/A N/A
N/A

2.59 reset statistic all

Parameter

Description

Defaults

Command
Mode

Use this command to clear attack detection statistics.

reset statistic all

Parameter Description
N/A N/A
N/A

WIDS configuration mode
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Usage Guide  N/A

Configuration The following example clears attack detection statistics.

Examples Ruijie (config-wids)# reset statistic all
Platform

o N/A
Description

2.60 reset unknown-sta all

Use this command to clear the entries of unknown STA lists.

reset unknown-sta all

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide N/A

Configuration  The following example clears the entries of unknown STA lists.

Examples Ruijie (config-wids) #reset unknown-sta all
Platform

o N/A
Description

2.61 reset user-isolation-permit-list all

Use this command to clear the entries of all permissible lists for user isolation.

reset user-isolation-permit-list all

Parameter -
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode

Mode
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Usage Guide  N/A

Configuration The following example clears the entries of all permissible lists for user isolation.

Examples Ruijie (config-wids) # reset user-isolation-permit-list all
Related o

Command Description
Commands

N/A N/A
Platform N/A
Description

2.62 reset whitelist all

Use this command to clear the entries of all whitelists.

reset whitelist all

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example clears the entries of all whitelists.

Examples Ruijie (config-wids) # reset whitelist all
Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.63 rogue-ap countermeasures enable

Use this command to enable Rogue AP countermeasures according to CMCC WLAN AC-AP
Interoperability Specification. Use the no form of this command to restore the default setting.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform

Description

rogue-ap countermeasures enable
no rogue-ap countermeasures enable

Parameter Description

N/A N/A

The function is disabled by default.

WIDS configuration mode

N/A

The following example enables Rogue AP countermeasures.

Ruijie (config-wids) #rogue-ap countermeasures enable

The following example disables Rogue AP countermeasures.

Ruijie (config-wids) #no rogue-ap countermeasures enable

N/A

2.64 scan-channels dual-band

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure automatic channel scanning between two frequency bands. Use the
no form of this command to restore the default setting.

scan-channels dual-band radio radio-id

no scan-channels dual-band radio radio-id

Parameter Description

radio-id Indicates the radio ID.

By default, this function is disabled.

AP configuration mode

The RF modules of partial APs support both the 2.4 GHz and 5 GHz frequency bands. When the RF
modules are used for channel scanning, this command can be used for automatic channel scanning
between the two frequency bands, to obtain the scanning results of these two frequency bands and

perform containment. After the frequency bands are switched, channels configured by running the

scan-channels { 802.11a | 802.11b } channels command are scanned. In addition, for some APs
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Configuration
Examples

Platform

Description

that have channel restrictions, the restricted channels will be automatically skipped during channel

scanning.

The following example enables dual-band scanning on the Radio3 of AP1.
Ruijief#configure
Ruijie (config) #ap-config apl

Ruijie (config-ap)# scan-channels dual-band radio 3

N/A

2.65 scan-channels { 802.11a | 802.11b } channels

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to configure the scan channel. Use the no form of this command to restore the
default setting.

scan-channels { 802.11a | 802.11b } channels nuiml num2...num13

no scan-channels { 802.11a | 802.11b }

Parameter Description
802.11a 5GHz channel.
802.11b 2.4GHz channel.
channels num Channel value.

No scan channel is configured by default.

AP configuration mode

N/A

The following example configures the 5GHz scan channel as 149 153 157.
Ruijie#configure
Ruijie (config) #ap-config apl

Ruijie (config-ap) #scan-channels 802.1la channels 149 153 157

N/A

2.66 show wids attacklist

Use this command to display the WIDS static attack list.

show wids attack-list
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Parameter Description
N/A N/A
N/A

Privileged EXEC mode.

N/A

The following example displays the WIDS static attack list.

Ruijie# show wids attack-list

Command Description
N/A N/A
N/A

2.67 show wids blacklist

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to display the static or dynamic blacklist.

show wids blacklist { static | dynamic }

Parameter Description

static Displays the static blacklist.
dynamic Displays the dynamic blacklist.
N/A

Privileged EXEC mode.

N/A

The following example displays the static blacklist.

Ruijie# show wids blacklist static

The following example displays the dynamic blacklist.

Ruijie# show wids blacklist dynamic
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Related
Commands

Platform

Description

2.68 show wids black-ssid

Parameter

Description

Command

Mode

Usage Guide

Configuration
Examples

Platform

Description

2.69 show wids detected

Parameter

Description

Command

N/A

N/A

Description

N/A

Use this command to display the SSID blacklist.

show wids black-ssid

Parameter

N/A

Privileged EXEC mode

N/A

Description

N/A

The following example displays the SSID blackilist.

Ruijie# show wids black-ssid

N/A

Use this command to display the devices detected in a WLAN.

show wids detected { adhoc | all | friendly ap | interfering ap | rogue { adhoc-ap | ap | client |

config-ap | ssid-ap } | mac-address H.H.H }

Parameter

adhoc

all

friendly ap
interfering ap
rogue adhoc-ap
rogue ap

rogue client

Description

Displays the detected ad-hoc network.

Displays all devices detected in a WLAN.

Displays the detected friendly AP.

Displays the detected interference AP.

Displays the detected Rogue ad-hoc AP.

Displays the detected Rogue AP.
Displays the detected Rogue Client.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

rogue config-ap Displays the detected Rogue config AP.

rogue ssid -ap Displays the detected Rogue SSID AP.

mac-address H.H.H Displays the detected device with the source MAC address H.H.H.
N/A

Privileged EXEC mode

N/A

The following example displays the Rogue AP detected in a WLAN.

Ruijie# show wids detected rogue ap

Command Description
N/A N/A
N/A

2.70 show wids dos-detected

Parameter

Description

Command

Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to display the information from DOS detection according to CMCC WLAN AC-AP
Interoperability Specification.

show wids dos-detected

Parameter Description

N/A N/A

Privileged EXEC mode

N/A
The following example displays the information from DOS detection according to CMCC WLAN

AC-AP Interoperability Specification.

Ruijie# show wids dos-detected

N/A
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2.71 show wids ssid-filter

Use this command to display the blacklists and whitelists for all SSIDs or a specified SSID.

show wids ssid-filter { blacklist all [ in-ssid string ] | ssid all | whitelist all [ in-ssid string ] }

Parameter o
Description Parameter Description
blacklist all Displays the blacklists for all SSIDs.
blacklist all in-ssid string Displays the blacklists for a specified SSID.
ssid all Displays the blacklists and whitelists for all SSIDs.
white all Displays the whitelists for all SSIDs.
whitelist all in-ssid string Displays the whitelists for a specified SSID.
Defaults N/A
Command Privileged EXEC mode.
Mode

Usage Guide  N/A

Configuration The following example displays the blacklists for all SSIDs.

Examples Ruijie# show wids ssid-filter blacklist all
Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

2.72 show wids permitted

Use this command to display the MAC address, SSID, and vendor lists trusted in a WLAN.

show wids permitted { mac-address | ssid | vendor }

Parameter o
o Parameter Description
Description
mac-address Displays the trusted MAC address list.
ssid Displays the trusted SSID list.
vendor Displays the trusted vendor list.

Defaults N/A
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Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Privileged EXEC mode

N/A

The following example displays the SSID list trusted in WLAN.

Ruijie# show wids permitted ssid

Command Description
N/A N/A
N/A

2.73 show wids rogue-ap detected

Parameter

Description

Command

Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to display the information from Rogue AP detection according to CMCC WLAN
AC-AP Interoperability Specification.
show wids rogue-ap detected

Parameter Description

N/A N/A

Privileged EXEC mode

N/A
The following example displays the information from Rogue AP detection according to CMCC WLAN

AC-AP Interoperability Specification.

Ruijie# show wids rogue-ap detected

N/A

2.74 show wids statistics

Parameter

Use this command to display the IDS attack detection statistics.

show wids statistics

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

N/A N/A
N/A

Privileged EXEC mode.

N/A

The following example displays the IDS attack detection statistics.

Ruijie# show wids statistics

Command Description
N/A N/A
N/A

2.75 show wids unknown-sta

Parameter

Description

Command

Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to display the entries of unknown STA lists.

show wids unknown-sta

Parameter Description

N/A N/A

Privileged EXEC mode

N/A

The following example displays the entries of unknown STA lists.

Ruijie# show wids unknown-sta

N/A

2.76 show wids user-isolation permit-mac

Use this command to display the information of the permissible MAC address list for user isolation.

WIDS Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

show wids user-isolation permit-mac

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the information of the permissible MAC address list for user isolation.

Ruijie# show wids user-isolation permit-mac

Command

N/A

N/A

2.77 show wids whitelist

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to display the whitelist.

show wids whitelist

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the whitelist.

Ruijie# show wids whitelist

Command

Description

N/A

Description
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Platform

Description

N/A N/A

N/A

2.78 ssid-filter max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to configure the maximum number of the blacklist and whitelist members for
SSIDs. Use the no form of this command to restore the default setting.
ssid-filter max num

no ssid-filter max

Parameter Description

The maximum number of the blacklist and whitelist members in the
num
range from 1 to 128.

The default is 64.

WIDS configuration mode

N/A
The following example configures the maximum number of the blacklist and whitelist members for
SSIDs as 40.

Ruijie (config-wids)# ssid-filter max 40

The following example restores the default setting.

Ruijie (config-wids) #no ssid-filter max

N/A

2.79 ssid-filter blacklist mac-address in-ssid

Parameter

Description

Use this command to configure an entry for a specified SSID blacklist. Use the no form of this
command to restore the default setting.

ssid-filter blacklist mac-address H.H.H in-ssid string

no ssid-filter blacklist mac-address H.H.H in-ssid string

Parameter Description
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform

Description

H.H.H The MAC address of an entry to configure.
string SSID.
N/A

WIDS configuration mode

This command is not allowed to use when there is the same entry in the SSID whitelist,

The following example configures MAC 0000.0000.0001 for the blacklist of SSID: my-wlan.
Ruijie (config-wids) # ssid-filter blacklist mac-address 0000.0000.0001 in-ssid

my-wlan
The following example restores the default setting.

Ruijie (config-wids)# no ssid-filter blacklist mac-address 0000.0000.0001

in-ssid my-wlan

N/A

2.80 ssid-filter blacklist max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to set the maximum number of the SSID blacklist members. Use the no form of
this command to restore the default setting.

ssid-filter blacklist max num

no ssid-filter blacklist max

Parameter Description

The maximum number of SSID blacklist members in the range from 1
to 2,048.

num

The default is 256.

WIDS configuration mode

N/A

The following example sets the maximum number of the blacklist members as 50.
Ruijie (config-wids) #ssid-filter blacklist max 50

The following example restores the default setting.
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Platform

Description

Ruijie (config-wids) #no sid-filter blacklist max

N/A

2.81 ssid-filter whitelist mac-address in-ssid

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Platform
Description

Use this command to configure an entry for a specified SSID whitelist. Use the no form of this
command to restore the default setting.
ssid-filter whitelist mac-address H.H.H in-ssid string

no ssid-filter whitelist mac-address H.H.H in-ssid string

Parameter Description

The MAC address of the entry configured for the specified SSID

H.H.H
whitelist.

string The specified SSID.

N/A

WIDS configuration mode

This command is not allowed to use when there is the same entry in the SSID blacklist,

The following example configures MAC 0000.0000.0001 to the whitelist of SSID: my-wlan.
Ruijie (config-wids) # ssid-filter whitelist mac-address 0000.0000.0001 in-ssid

my-wlan
The following example restores the default setting.

Ruijie (config-wids)# no ssid-filter whitelist mac-address 0000.0000.0001

in-ssid my-wlan

N/A

2.82 ssid-filter whitelist max

Use this command to set the maximum number of the SSID whitelist members. Use the no form of
this command to restore the default setting.
ssid-filter whitelist max num

no ssid-filter whitelist max
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Parameter -
e Parameter Description
Description
The maximum number of the SSID whitelist members in the range
num
from 1 to 2,048.
Defaults The default is 256
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the maximum number of the whitelist members as 50.

Examples Ruijie (config-wids) #ssid-filter whitelist max 50

The following example restores the default setting.

Ruijie (config-wids) #no sid-filter whitelist max

Platform
o N/A
Description

2.83 static-blacklist mac-address

Use this command to configure an entry for the static blacklist. Use the no form of this command to
delete the static blacklist

static-blacklist mac-address H.H.H

no static-blacklist mac-address H.H.H

Parameter .
o Parameter Description
Description
H.H.H Indicates you set the device with the source MAC address H.H.H as a
static blacklist entry.
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide If the MAC address is configured in the whitelist, the blacklist configuration is not permitted.

Configuration The following example configures the device with the source MAC address 0000.0000.0001 to the
Examples static blacklist.
Ruijie (config-wids)# static-blacklist mac-address 0000.0000.0001
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Related
Commands

Platform

Description

The following example restores the default setting.
Ruijie (config-wids)# no static-blacklist mac-address 0000.0000.0001

Command Description
N/A N/A
N/A

2.84 static-blacklist max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the maximum number of static blacklist members.
Use the no form of this command to restore the default setting.

static-blacklist max number

no static-blacklist max

Parameter Description

number Specifies the maximum number of static blacklist members in the
range from 1 to 2048.

The default is 1024.

WIDS configuration mode

N/A

The following example sets the maximum number of static blacklist members to 1000.
Ruijie (config-wids)# static-blacklist max 1000

The following example restores the default setting.

Ruijie (config-wids) #no static-blacklist max

Command Description
N/A N/A
N/A
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2.85 user-isolation enable

Use this command to enable user isolation on the AP or AC. Use the no form of this command to
disable this function.
user-isolation {ac | ap | ssid-ac | ssid-ap | wlan-id num } enable

no user-isolation { ac | ap | ssid-ac | ssid-ap | wlan-id num } enable

Parameter o
Description Parameter Description
ac Enables user isolation on the AC.
ssid-ac Enables SSID-based user isolation on the AC.
ap Enables user isolation on the AP.
ssid-ap Enables SSID-based user isolation on the AP.
wlan-id num Enables WLAN based user isolation on the AP according to CMCC
WLAN AC-AP Interoperability Specification.
Defaults This function is disabled by default.
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example enables user isolation on an AC.

Examples Ruijie (config-wids)# user-isolation ac enable

The following example restores the default setting.

Ruijie (config-wids) #no user-isolation ac enable

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.86 user-isolation permit-mac mac

Use this command to configure a permissible MAC address list for user isolation. Use the no form of
this command to delete a permissible MAC address.
user-isolation permit-mac mac H.H.H

no user-isolation permit-mac mac H.H.H
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Parameter o
e Parameter Description
Description
H.H.H The permissible MAC address list for user isolation.
Defaults N/A
Command WIDS configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets MAC 0000.0000.0001 as a permissible MAC for user isolation.
Examples Ruijie (config-wids) # user-isolation permit-mac mac-list 0000.0000.0001

The following example deletes MAC 0000.0000.0001 from the permissible MAC address list.

Ruijie (config-wids) #no user-isolation permit-mac 0000.0000.0001

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

2.87 user-isolation permit-mac max

Use this command to configure the maximum number of a permissible MAC address list for user
isolation.

Use the no form of this command to restore the default setting.

user-isolation permit-mac max num

no user-isolation permit-mac max

Parameter -
o Parameter Description
Description
num The maximum number of a permissible MAC address list for user
isolation in the range from 1 to 2048.
Defaults The default is 1024.
Command WIDS configuration mode
Mode

Usage Guide  N/A
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Configuration
Examples

Related
Commands

Platform

Description

The following example sets the maximum number of a permissible MAC address list for user isolation
to 100.

Ruijie (config-wids) # user-isolation permit-mac max 100

The following example restores the default setting.

Ruijie (config-wids) #no user-isolation permit-mac max

Command Description
N/A N/A
N/A

2.88 whitelist mac-address

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to configure an entry for the whitelist. Use the no form of this command to delete
the whitelist.

whitelist mac-address H.H.H

no whitelist mac-address H.H.H

Parameter Description

H.H.H Indicates you set the device with the source MAC address H.H.H as a
whitelist entry.

N/A

WIDS configuration mode

N/A

The following example configures the device with the source MAC address 0000.0000.0001 to the
whitelist.
Ruijie (config-wids) # whitelist mac-address 0000.0000.0001

The following example deletes the device with the source MAC address 0000.0000.0001 from the
whitelist.
Ruijie (config-wids)# no whitelistmac-address 0000.0000.0001

Command Description

N/A N/A
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Platform

Description

N/A

2.89 whitelist max

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

2.90 wids

Parameter

Description

Use this command to configure the maximum number of whitelists.
Use the no form of this command to restore the default setting.
whitelist max num

no whitelist max

Parameter Description
num Specifies the maximum number of whitelists in the range from 1 to
2048.

The default is 1024.

WIDS configuration mode

N/A

The following example sets the maximum number of whitelists to 1000.

Ruijie (config-wids) # whitelist max 1000

The following example restores the default setting.

Ruijie (config-wids) #no whitelist max

Command Description
N/A N/A
N/A

Use this command to enter the WIDS configuration mode.

wids

Parameter Description
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

N/A N/A

N/A

Global configuration mode

N/A

The following example enters the WIDS configuration mode.
Ruijie (config) # wids

Ruijie (config-wids) #

Command Description
N/A N/A
N/A
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3 CPU Protection Commands

3.1 cpu-protect type pps

Use this command to set the bandwidth for receiving packets of a specified type for on the CPU
port. Use the no form of this command to restore the default setting.

cpu-protect type { arp | bpdu | capwap-disc | d1x | dhcp-option82 | dhcp-relay-client |
dhcp-relay-server | dhcps | igmp | ipmc | ipv6-nans | isis | lldp | ospf | ospfv3 | pim | pppoe |
rip | ripng | tcp80 | tcp443 | vrrp } pps value

no cpu-protect type { arp | bpdu | capwap-disc | d1x | dhcp-option82 | dhcp-relay-client |
dhcp-relay-server | dhcps | igmp | ipmc | ipv6-nans | isis | lldp | ospf | ospfv3 | pim | pppoe |
rip | ripng | tcp80 | tcp443 | vrrp } pps

Parameter Parameter Description
Description arp ARP packets.
bpdu IEEE BPDU packets.
capwap-disc CAPWAP Discover packets.
dix 802.1x EAPOL packets.
dhcp-option82 DHCP option82 packets.
dhcp-relay-client DHCP relay client packets.
dhcp-relay-server DHCP relay server packets.
dhcps DHCP Snooping packets.
igmp IGMP packets.
ipmc IPv4 multicast packets.
ipv6-nans IPv6 neighbor discovery packets.
isis ISIS packets.
lldp LLDP packets.
ospf OSPF packets.
ospfv3 OSPF version 3 packets.
pim PIM packets.
pppoe PPPOE packets.
rip IPv4 RIP packets.
ripng IPv6 RIP packets.
tcp80 Web authentication redirection packets.
tcp443 HTTPS packets.
vrrp VRRP packets.
value Number of received packets per second, in the range from
0 to 148810 in the unit of pps.
Defaults The default value varies with the product model.
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Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Global configuration mode

N/A

The following example sets the CPU's bandwidth for receiving ARP packets to 200pps.
Ruijie (config)# cpu-protect type arp pps 200

Command Description

Sets the priority of the packets of a

cpu-protect type packet-type pri pri_num
pup ypep yPe pr prl specified type received by the CPU port.

N/A

3.2 mgmt-ratelimit

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Command

Platform
Description

Use this command to perform rate limit on wireless management packets. Use the no form of this
command to restore the default setting.

mgmt-ratelimit { disable | per-cti pps value | total pps value }

no mgmt-ratelimit { disable | per-cti pps | total pps }

Parameter Description
disable Disables the rate limit function.
per-cti pps value Rate limit on CTl-based wireless management packets.
total pps value Rate limit on AC-based wireless management packets.
This function is only supported on the AC.

The default rate limit on CTl-based wireless management packets is 8 pps.

The default rate limit on AC-based wireless management packets varies the AC model.

Global configuration mode

N/A

The following example sets the rate limit on AC-based wireless management packets to 200pps.
Ruijie (config) #fmgmt-ratelimit total pps 200

Command Description
N/A N/A
N/A
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3.3 show cpu-protect summary

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Command

Platform

Description

Use this command to display bandwidth of packets of each type received on the CPU port.

show cpu-protect summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays bandwidth of packets of each type received on the CPU port.

Ruijie# show cpu-protect summary

Command Description
N/A N/A
N/A

3.4 show cpu-protect type

Parameter

Description

Use this command to display statistics about the packets of a specified type.

show cpu-protect type { arp | bpdu | capwap-disc | d1x | dhcp-option82 | dhcp-relay-client |
dhcp-relay-server | dhcps | igmp | ipmc | ipv6-nans | isis | lldp | ospf | ospfv3 | pim | pppoe |
rip | ripng | tcp80 | tcp443 | vrrp }

CPU Protection Commands

Parameter Description
arp ARP packets.
bpdu IEEE BPDU packets.

capwap-disc
dix

dhcp-option82
dhcp-relay-client
dhcp-relay-server
dhcps

igmp

ipmc

CAPWAP Discover packets.
802.1x EAPOL packets.

DHCP Option82 packets.
DHCP relay client packets.
DHCP relay server packets.
DHCP Snooping packets.
IGMP packets.

IPv4 multicast packets.
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ipv6-nans IPv6 neighbor discovery packets.
isis ISIS packets.
Ildp LLDP packets.
ospf OSPF packets.
ospfv3 OSPF version 3 packets.
pim PIM packets.
pppoe PPPOE packets.
rip IPv4 RIP packets.
ripng IPv6 RIP packets.
tcp80 Web authentication redirection packets.
tcp443 HTTPS packets.
vrrp VRRP packets.
Defaults N/A
Command Privileged EXEC mode

Mode

Usage Guide  N/A

The following example displays statistics about received BPDU packets.
Ruijie(config)# show cpu-protect type arp

Configuration Slot Type Pps Total Drop
Examples @ -———777777 ————-——-———— ————————— o - ——
MainBoard bpdu 100 30 0
Slot-2 bpdu 100 30 0
Command Description
Related . o -
show cpu-protect type packet-type Displays statistics of packets of a specified
Command

type protected by the CPU.

Platform N/A

Description

3.5 show mgmt-ratelimit cti

Use this command to display statistics about CTI-based wireless management packets.

show mgmt-ratelimit cti ifx

Parameter Parameter Description

Description cti ifx Interface index of the specified CTI.

Defaults N/A
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Command
Mode

Usage Guide

Configuration

Examples

Related
Command

Platform

Description

3.6 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Command

Platform

Description

Privileged EXEC mode

N/A

The following example displays statistics about CTl-based wireless management packets whose

interface index is 9.

Ruijie#show mgmt-ratelimit cti 9

Command Description
N/A N/A
N/A

mgmt-ratelimit summary

Use this command to display statistics about AC-based wireless management packets.

show mgmt-ratelimit summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays statistics about AC-based wireless management packets.

Ruijie#show mgmt-ratelimit summary

Command Description
N/A N/A
N/A

CPU Protection Commands
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4 NFPP Commands

4.1 arp-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

arp-guard attack-threshold { per-src-ip | per-src-mac | per-port } pps

no arp-guard attack-threshold { per-src-ip | per-src-mac | per-port }

default arp-guard attack-threshold { per-src-ip | per-src-mac | per-port }

Parameter o
Description Parameter Description
per-src-ip Sets the attack threshold for each source IP address.
per-src-mac Sets the attack threshold for each source MAC address.
per-port Sets the attack threshold for each port.
pps Sets the attack threshold, in the range from 1 to 9999 in unit of pps.
Defaults By default, the attack threshold for each source IP address and source MAC address is 16pps; and
the attack threshold for each port is 200pps.
Command NFPP configuration mode
Mode

Usage Guide  The attack threshold shall be equal to or greater than the rate-limit threshold.

Configuration The following example sets the global attack threshold.

Examples Ruijie (config)# nfpp
Ruijie (config-nfpp)# arp-guard attack-threshold per-src-ip 2
Ruijie (config-nfpp)# arp-guard attack-threshold per-src-mac 3
Ruijie (config-nfpp)# arp-guard attack-threshold per-port 50

Related -
Command Description
Commands
) Displays the rate-limit threshold and attack
nfpp arp-guard policy
threshold.
show nfpp arp-guard summary Displays the configuration.
show nfpp arp-guard hosts Displays the monitored host.
clear nfpp arp-guard hosts Clears the isolate host.
Platform N/A

Description
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4.2 arp-guard enable

Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

Use this command to enable anti-ARP guard function globally. Use the no form of this command to

disable anti-ARP guard. Use the default form of this command to restore the default setting.
arp-guard enable
no arp-guard enable

default arp-guard enable

Parameter Description

N/A N/A

This function is enabled by default.

NFPP configuration mode

N/A

The following example enables anti-ARP guard function globally.
Ruijie (config) # nfpp

Ruijie (config-nfpp)# arp-guard enable

Command Description

nfpp arp-guard enable Enables ARP anti-attack on the interface.

show nfpp arp-guard summary Displays the configuration.

N/A

4.3 arp-guard isolate-period

Parameter
Description

Use this command to set the arp-guard isolate time globally. Use the no or default form of this
command to restore the default setting.

arp-guard isolate-period { seconds | permanent }

no arp-guard isolate-period

default arp-guard isolate-period

Parameter Description

seconds

in the unit of seconds.

NFPP Commands

Sets the isolate time. The value is 0, or in the range from 30 to 86400
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

permanent Permanent isolation.

The default is 0 second, which means no isolation.

NFPP configuration mode

N/A

The following example sets the arp-guard isolate time globally to 180 seconds.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# arp-guard isolate-period 180

Command Description

nfpp arp-guard isolate-period Sets the isolate time on the interface.
show nfpp arp-guard summary Displays the configuration.

N/A

4.4 arp-guard monitored-host-limit

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the maximum number of monitored hosts. Use the no or default form of this
command to restore the default setting.

arp-guard monitored-host-limit number

no arp-guard monitored-host-limit

default arp-guard monitored-host-limit

Parameter Description
number The maximum number of monitored hosts, in the range from 1 to
4294967295.

The default is 1000.

NFPP configuration mode

If the monitored host number has reached the default 1000, the administrator shall set the
max-number smaller than 1000 and it will prompt the message that %ERROR: The value that you
configured is smaller than current monitored hosts 1000, please clear a part of monitored hosts. to
remind the administrator of the invalid configuration and removing the monitored hosts.

When the maximum monitored host number has been exceeded, it prompts the message that %
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NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 21000 monitored hosts.to remind

the administrator.

Configuration The following example sets the maximum number of monitored hosts to 200.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# arp-guard monitored-host-limit 200

Related o
Command Description
Commands
show nfpp arp-guard summary Displays the configuration.
Platform N/A
Description

4.5 arp-guard monitor-period

Use this command to configure the arp guard monitor time. Use the no or default form of this
command to restore the default setting.

arp guard monitor-period seconds

no arp-guard monitor-period

default arp-guard monitor-period

Parameter —
o Parameter Description
Description
seconds Sets the monitor time, in the range from 180 to 86400 in the unit of

seconds.

Defaults The default is 600 seconds.

Command NFPP configuration mode

Mode

Usage Guide  When the attacker is detected, if the isolate period is 0, the attacker will be monitored by the software
and the timeout time will be the monitor period. During the software monitoring, if the isolate period is
not 0, the software-monitored attacker will be auto-isolated by the hardware and the timeout time will
be the isolate period. The monitor period is valid with the isolate period O.

If the isolate period has changed to be 0, the attackers on the interface will be removed rather than
being monitored by the software.

Configuration The following example sets the arp-guard monitor time to 180 seconds.
Examples Ruijie (config) # nfpp

Ruijie (config-nfpp)# arp-guard monitor-period 180

Related Command Description
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Commands

Platform

Description

show nfpp arp-guard summary Displays the configuration.
show nfpp arp-guard hosts Displays the monitored host list.
clear nfpp arp-guard hosts Clears the isolate host.

N/A

4.6 arp-guard rate-limit

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Use this command to set the arp-guard rate limit. Use the no or default form of this command to
restore the default setting.

arp-guard rate-limit { per-src-ip | per-src-mac | per-port } pps

no arp-guard rate-limit { per-src-ip | per-src-mac | per-port }

default arp-guard rate-limit { per-src-ip | per-src-mac | per-port }

Parameter Description

per-src-ip Sets the rate limit for each source IP address.
per-src-mac Sets the rate limit for each source MAC address.
per-port Sets the rate limit for each port.

pps Sets the rate limit, in the range of 1 to 9999.

The default rate limit for each source IP address and MAC address is 8pps; the default rate limit for

each port is 100pps.

NFPP configuration mode

N/A

The following example sets the arp guard rate limit.

Ruijie (config) # nfpp

Ruijie (config-nfpp)# arp-guard rate-limit per-src-ip 2
Ruijie (config-nfpp)# arp-guard rate-limit per-src-mac 3

Ruijie (config-nfpp)# arp-guard rate-limit per-port 50

Command Description

nfpp arp-guard policy Sets the rate limit and the attack threshold.
show nfpp arp-guard summary Displays the configuration.

N/A
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Description

4.7 arp-guard scan-threshold

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to set the global scan threshold. Use the no or default form of this command to

restore the default setting.
arp-guard scan-threshold pkt-cnt
no arp-guard scan-threshold

default arp-guard scan-threshold

Parameter Description

pkt-cnt Sets the scan threshold, in the range from 1 to 9999.

The default scan threshold is 15, in 10 seconds.

NFPP configuration mode

The scanning may occur on the condition that:

more than 15 packets are received within 10 seconds;

the source MAC address for the link layer is constant while the source IP address is uncertain;
The source MAC and IP address for the link layer is constant while the destination IP address is

uncertain.

The following example sets the global scan threshold to 20pps.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# arp-guard scan-threshold 20

Command Description

nfpp arp-guard scan-threshold Sets the scan threshold on the port.

show nfpp arp-guard summary Displays the configuration.
show nfpp arp-guard scan Displays the ARP guard scan table.

clear nfpp arp-guard scan Clears the ARP guard scan table.

N/A

4.8 arp-guard trusted-host

Use this command to set the trusted host. Use the no or default form of this command to restore the

default setting.

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

4.9 clear

Parameter

Description

arp-guard trusted-host ip mac
no arp-guard trusted-host { all | ip mac }
default arp-guard trusted-host

Parameter Description

ip Sets the IP address.
mac Sets the MAC address.
all Deletes all trusted hosts.
N/A

NFPP configuration mode

After this function is enabled, the ARP packets are sent from the trusted host to CPU without rate limit

or alarm natification.
Up to 500 hosts are supported.

The following example sets the host whose IP address and MAC address are 1.1.1.1 and
0000.0000.1111 respectively as the trusted host.

Ruijie (config) # nfpp

Ruijie (config-nfpp) #arp-guard trusted-host 1.1.1.1 0000.0000.1111

Command Description
N/A N/A
N/A

nfpp arp-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp arp-guard hosts [ vlan vid ] [ interface interface-id ] [ ip-address | mac-address ]

Parameter Description

vid Sets the VLAN ID.

interface-id Sets the interface name and number.
ip-address Sets the IP address.

mac-address Sets the MAC address.

NFPP Commands
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

4.10 clear

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

N/A

Privileged EXEC mode

The following example clears the monitored host isolation.

Ruijie# clear nfpp arp-guard hosts vlan 1 interface g0/1

Command

arp-guard attack-threshold
nfpp arp-guard policy
show nfpp arp-guard hosts

N/A

nfpp arp-guard scan

Use this command to clear ARP scanning table.

clear nfpp arp-guard scan

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example clears ARP scanning table.

Ruijie# clear nfpp arp-guard scan

Command

arp-guard attack-threshold
nfpp arp-guard policy

show nfpp arp-guard scan

Description

Sets the global attack threshold.
Sets the limit threshold and attack threshold.

Displays the monitored host.

Description

Sets the global attack threshold.
Sets the attack threshold.
Displays the ARP scanning table.
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Platform

Description

4.11 clear

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

4.12 clear

Parameter

Description

N/A

nfpp dhcp-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp dhcp-guard hosts [ vlan vid ] [ interface interface-id ] [ mac-address |

Parameter Description
vid Sets the VLAN ID.
interface-id Sets the interface name and number.

mac-address Sets the MAC address.

N/A

Privileged EXEC mode

Use this command without the parameter to clear all monitored hosts.

The following example clears the monitored host isolation.
Ruijie# clear nfpp dhcp-guard hosts vlan 1 interface g0/1

Command Description

dhcp-guard attack-threshold Sets the global attack threshold.

nfpp dhcp-guard policy Sets the limit threshold and attack threshold.

show nfpp dhcp-guard hosts Displays the monitored host.

N/A

nfpp dhcpv6-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp dhcpv6-guard hosts [ vlan vid ] [ interface interface-id ] [ mac-address ]

Parameter Description

vid

interface-id

Sets the VLAN ID.

Sets the interface name and number.

NFPP Commands
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

4.13 clear

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

mac-address Sets the MAC address.

N/A

Privileged EXEC mode

Use this command without the parameter to clear all monitored hosts

The following example clears the monitored host isolation.

Ruijie# clear nfpp dhcpv6-guard hosts vlan 1 interface g0/1

Command Description

dhcpv6-guard attack-threshold Sets the global attack threshold.

nfpp dhcpv6-guard policy Sets the limit threshold and attack threshold.

show nfpp dhcpv6-guard hosts Displays the monitored host.

N/A

nfpp icmp-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp icmp-guard hosts [ vlan vid ] [ interface interface-id ] [ ip-address ]

Parameter Description

vid Sets the VLAN ID.

interface-id Sets the interface name and number.
ip-address Sets the IP address.

N/A

Privileged EXEC mode

Use this command without the parameter to clear all monitored hosts.

The following example clears the monitored host isolation.

Ruijie# clear nfpp icmp-guard hosts vlan 1 interface g0/1

Command Description

NFPP Commands
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Commands

Platform

Description

4.14 clear

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

4.15 clear

icmp-guard attack-threshold Sets the global attack threshold.

nfpp icmp-guard policy Sets the limit threshold and attack threshold.
show nfpp icmp-guard hosts Displays the monitored host.

N/A

nfpp ip-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp ip-guard hosts [ vlan vid ] [ interface interface-id ] [ ip-address ]

Parameter Description

vid Sets the VLAN ID.

interface-id Sets the interface name and number.
ip-address Sets the IP address.

N/A

Privileged EXEC mode

Use this command without the parameter to clear all monitored hosts.

The following example clears the monitored host isolation.
Ruijie# clear nfpp ip-guard hosts vlan 1 interface g0/1

Command Description

ip-guard attack-threshold Sets the global attack threshold.

nfpp ip-guard policy Sets the limit threshold and attack threshold.
show nfpp ip-guard hosts Displays the monitored host.

N/A

nfpp log

Use this command to clear the NFPP log buffer.

clear nfpp log

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example clears the NFPP log buffer.

Ruijie# clear nfpp log

32 log-buffer entries were cleared.

Command

show nfpp log

N/A

4.16 cpu-protect sub-interface percent

Parameter

Description

Defaults

Description

Displays the NFPP log configuration or the log
buffer.

Use this command to configure the percentage of packets of each type in the buffer. Use the no or

default form of this command to restore the default setting.

cpu-protect sub-interface { manage | protocol | route } percent percent_vaule

no cpu-protect sub-interface {manage|protocol|route} percent

default cpu-protect sub-interface {manage|protocol|route} percent

Parameter Description

manage
protocol
route

percent_value

Specifies the management packets.
Specifies the protocol packets.
Specifies the route packets.

The percent value, in the range from 1 to 100.

The default percentage of packets of different types in the buffer are:

manage packets: 30;
route packets: 20;
protocol packets: 45.
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Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

Global configuration mode

N/A

The following example sets the percentage of management packets in the buffer to 60.
Ruijie (config) # cpu-protect sub-interface manage

percent 60

Command Description

cpu-protect sub-interface { manage | protocol | = Configures traffic bandwidth for packets of each
route } pps type.

N/A

4.17 cpu-protect sub-interface pps

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to configure traffic bandwidth for packets of each type. Use the no or default form
of this command to restore the default setting.

cpu-protect sub-interface { manage | protocol | route} pps pps_vaule

no cpu-protect sub-interface { manage | protocol | route } pps

default cpu-protect sub-interface { manage | protocol | route } pps

Parameter Description

manage Specifies the management packets.

protocol Specifies the protocol packets.

route Specifies the route packets.

pps_value The rate limit threshold, in the range from 1 to 100000.

The default traffic bandwidths for packets of different types are:
manage packets: 3000pps;

route packets: 3000pps;

protocol packets: 3000pps.

Global configuration mode

N/A

The following example sets the traffic bandwidth for management packets to 2000 pps.

Ruijie (config) # cpu-protect sub-interface manage pps 2000
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Related o
Command Description

Commands
cpu-protect sub-interface { manage | protocol | = Configures the percent value of each type of
route } percent packets occupied in the buffer.

Platform N/A

Description

4.18 dhcp-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

dhcp-guard attack-threshold { per-src-mac | per-port } pps

no dhcp-guard attack-threshold { per-src-mac | per-port }

default dhcp-guard attack-threshold { per-src-mac | per-port }

Parameter —
Description Parameter Description
per-src-mac Sets the attack threshold for each source MAC address.
per-port Sets the attack threshold for each port.
Sets the attack threshold in the range from 1 to 9999 in the unit of
pps ops.
Defaults By default, the attack threshold for each source MAC address is 10pps; and the attack threshold for
each port is 300pps.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the global attack threshold.

Examples Ruijie (config)# nfpp
Ruijie (config-nfpp)# dhcp-guard attack-threshold per-src-mac 15
Ruijie (config-nfpp) # dhcp-guard attack-threshold per-port 200

Related e
Command Description
Commands
] Displays the rate-limit threshold and attack
nfpp dhcp-guard policy
threshold.

show nfpp dhcp-guard summary Displays the configuration.
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Platform

Description

show nfpp dhcp-guard hosts Displays the monitored host list.

clear nfpp dhcp-guard hosts Clears the monitored host.

N/A

4.19 dhcp-guard enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable the DHCP anti-attack function. Use the no or default form of this
command to restore the default setting.

dhcp-guard enable

no dhcp-guard enable

default dhcp-guard enable

Parameter Description

N/A N/A
This function is disabled by default.

NFPP configuration mode

N/A

The following example enables the DHCP anti-attack function.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcp-guard enable

Command Description
N/A N/A
N/A

4.20 dhcp-guard isolate-period

Use this command to set the isolate time globally. Use the no or default form of this command to
restore the default setting.

dhcp-guard isolate-period { seconds | permanent }

no dhcp-guard isolate-period

default dhcp-guard isolate-period

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Parameter Description

seconds Sets the isolate time. The value is 0 or in the range from 30 to 86400
in the unit of seconds.

permanent Permanent isolation.

The default is 0 second, which means no isolation.

NFPP configuration mode

The isolate period can be configured globally or based on the interface. For one interface, if the
isolate period is not set based on the interface, the global value shall be adopted; or the
interface-based isolate period shall be adopted.

The following example sets the isolate time globally to 180 seconds.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcp-guard isolate-period 180

Command Description

nfpp dhcp-guard isolate-period Sets the isolate time on the interface.

show nfpp dhcp-guard summary Displays the configuration.

N/A

4.21 dhcp-guard monitored-host-limit

Parameter

Description

Defaults

Command

Use this command to set the maximum number of monitored hosts. Use the no or default form of this
command to restore the default setting.

dhcp-guard monitored-host-limit number

no dhcp-guard monitored-host-limit

default dhcp-guard monitored-host-limit

Parameter Description

number The maximum number of monitored hosts, in the range from 1 to

4294967295.

The default is 1000.

NFPP configuration mode

NFPP Commands
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Mode

Usage Guide If the number of monitored hosts has reached the default 1000, the administrator shall set the
max-number smaller than 1000 and it will prompt the message that %ERROR: The value that you
configured is smaller than current monitored hosts 1000, please clear a part of monitored hosts. to
remind the administrator of the invalid configuration and removing the monitored hosts.

When the maximum number of monitored hosts has been exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 1000 monitored hosts.to remind

the administrator.

Configuration The following example sets the maximum number of monitored hosts to 200.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcp-guard monitored-host-limit 200

Related -
Command Description
Commands
show nfpp dhcp-guard summary Displays the configuration.
Platform N/A
Description

4.22 dhcp-guard monitor-period

Use this command to configure the monitor time. Use the no or default form of this command to
restore the default setting.

dhcp-guard monitor-period seconds

no dhcp-guard monitor-period

default dhcp-guard monitor-period

Parameter .
o Parameter Description
Description
seconds Sets the monitor time, in the range from 180 to 86400 in the unit of

seconds.

Defaults The default is 600 seconds.

Command NFPP configuration mode

Mode

Usage Guide  When the attacker is detected, if the isolate period is O, the attacker will be monitored by the software
and the timeout time will be the monitor period. During the software monitoring, if the isolate period is
not 0, the software-monitored attacker will be auto-isolated by the hardware and the timeout time will
be the isolate period. The monitor period is valid with the isolate period 0.

If the isolate period has changed to be 0, the attackers on the interface will be removed rather than
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being monitored by the software.

Configuration The following example sets the monitor time to 180 seconds.
Examples Ruijie (config) # nfpp
Ruijie(config-nfpp)# dhcp-guard monitor-period 180

Related o
Command Description
Commands
show nfpp dhcp-guard summary Displays the configuration.
show nfpp dhcp-guard hosts Displays the monitored host list.
clear nfpp dhcp-guard hosts Clears the isolate host.
Platform N/A
Description

4.23 dhcp-guard rate-limit

Use this command to set the rate-limit threshold globally. Use the no or default form of this command
to restore the default setting.

dhcp-guard rate-limit { per-src-mac | per-port } pps

no dhcp-guard rate-limit { per-src-mac | per-port }

default dhcp-guard rate-limit { per-src-mac | per-port }

Parameter o
Description Parameter Description
per-src-mac Sets the rate limit for each source MAC address.
per-port Sets the rate limit for each port.
pps Sets the rate limit, in the range of 1 to 9999.
Defaults The default rate limit for each source MAC address is 5pps; the default rate limit for each port is
150pps.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the rate-limit threshold globally.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcp-guard rate-limit per-src-mac 8

Ruijie (config-nfpp)# dhcp-guard rate-limit per-port 100

Related Command Description
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Platform

Description

nfpp dhcp-guard policy Sets the rate limit and the attack threshold.

show nfpp dhcp-guard summary Displays the configuration.

N/A

4.24 dhcp-guard trusted-host

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to set the trusted host. Use the no or default form of this command to restore the
default setting.

dhcp-guard trusted-host mac

no dhcp-guard trusted-host { all | mac }

default dhcp-guard trusted-host

Parameter Description

mac Sets the MAC address.
all Deletes all trusted hosts.
N/A

NFPP configuration mode

After this function is enabled, the DHCP packets are sent from the trusted host to CPU without rate
limit or alarm natification.

Up to 500 trusted hosts are supported.

The following example sets the host whose MAC address is 0000.0000.1111 as the trusted host.
Ruijie (config) # nfpp
Ruijie (config-nfpp) #dhcp-guard trusted-host 0000.0000.1111

Command Description
N/A N/A
N/A

4.25 dhcpv6-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack

NFPP Commands
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

dhcpv6-guard attack-threshold { per-src-mac | per-port } pps

no dhcpv6-guard attack-threshold {per-src-mac | per-port}

default dhcpv6-guard attack-threshold { per-src-mac | per-port}

Parameter Description

per-src-mac Sets the attack threshold for each source MAC address.
per-port Sets the attack threshold for each port.

pps Sets the attack threshold, in the range is from 1 to 9999 pps.

By default, the attack threshold for each source MAC address is 10pps; and the attack threshold for
each port is 300pps

NFPP configuration mode

N/A

The following example sets the global attack threshold.

Ruijie (config) # nfpp

Ruijie (config-nfpp)# dhcpvé-guard attack-threshold per-src-mac 15
Ruijie (config-nfpp)# dhcpvé6-guard attack-threshold per-port 200

Command Description

. Displays the rate-limit threshold and attack
nfpp dhcpv6-guard policy

threshold.
show nfpp dhcpv6-guard summary Displays the configuration.
show nfpp dhcpv6-guard hosts Displays the monitored host list.
clear nfpp dhcpv6-guard hosts Clears the monitored host.

N/A

4.26 dhcpv6-guard enable

Use this command to enable the DHCPvV6 anti-attack function. Use the no or default form of this
command to restore the default setting.

dhcpv6-guard enable

no dhcpv6-guard enable

default dhcpv6-guard enable
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform
Description

Parameter Description

N/A N/A
This function is disabled by default.

NFPP configuration mode

N/A

The following example enables the DHCPV6 anti-attack function globally.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcpv6-guard enable

Command Description
N/A N/A
N/A

4.27 dhcpv6-guard isolate-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the isolate time globally. Use the no or default form of this command to
restore the default setting.

dhcpv6-guard isolate-period { seconds | permanent }

no dhcpv6-guard isolate-period

default dhcpv6-guard isolate-period

Parameter Description

seconds Sets the isolate time. The value is 0 or in the range is from 30 to
86400 in the unit of seconds.

permanent Permanent isolation.

The default is 0 second, which means no isolation.

NFPP configuration mode

The isolate period can be configured globally or based on the interface. For one interface, if the
isolate period is not set based on the interface, the global value shall be adopted; or the

NFPP Commands
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interface-based isolate period shall be adopted.

Configuration The following example sets the isolate time globally to 180 seconds.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcpv6-guard isolate-period 180

Related o
Command Description

Commands
nfpp dhcpv6-guard isolate-period Sets the isolate time on the interface.
show nfpp dhcpv6-guard summary Displays the configuration.

Platform N/A

Description

4.28 dhcpve-guard monitored-host-limit

Use this command to set the maximum monitored host number. Use the no or default form of this
command to restore the default setting.

dhcpv6-guard monitored-host-limit number

no dhcpv6-guard monitored-host-limit

default dhcpv6-guard monitored-host-limit

Parameter o

o Parameter Description
Description

number The maximum monitored host number, in the range from 1 to
4294967295.

Defaults The default is1000.
Command NFPP configuration mode
Mode

Usage Guide If the monitored host number has reached the default 1000, the administrator shall set the
max-number smaller than 1000 and it will prompt the message that %ERROR: The value that you
configured is smaller than current monitored hosts 1000, please clear a part of monitored hosts. to
remind the administrator of the invalid configuration and removing the monitored hosts.

When the maximum monitored host number has been exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 2000 monitored hosts.to remind
the administrator.

Configuration The following example sets the maximum monitored host number t0200.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcpvé-guard monitored-host-limit 200
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Related
Commands

Platform

Description

Command Description

show nfpp dhcpv6-guard summary Displays the configuration.

N/A

4.29 dhcpv6e-guard monitor-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to configure the monitor time. Use the no or default form of this command to
restore the default setting.

dhcpv6-guard monitor-period seconds

no dhcpv6-guard monitor-period

default dhcpv6-guard monitor-period

Parameter Description

seconds Sets the monitor time, in the range from 180 to 86400 in the unit of

seconds.

The default is 600 seconds.

NFPP configuration mode

When the attacker is detected, if the isolate period is 0, the attacker will be monitored by the software
and the timeout time will be the monitor period. During the software monitoring, if the isolate period is
not 0, the software-monitored attacker will be auto-isolated by the hardware and the timeout time will
be the isolate period. The monitor period is valid with the isolate period O.

If the isolate period has changed to be 0, the attackers on the interface will be removed rather than
being monitored by the software.

The following example sets the monitor time to 180 seconds.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcpv6-guard monitor-period 180

Command Description

show nfpp dhcpv6-guard summary Displays the configuration.

show nfpp dhcpv6-guard hosts Displays the monitored host list.
clear nfpp dhcpv6-guard hosts Clears the isolate host.

N/A

NFPP Commands
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4.30 dhcpv6-guard rate-limit

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to set the rate-limit threshold globally. Use the no or default form of this command

to restore the default setting.
dhcpv6-guard rate-limit { per-src-mac | per-port } pps
no dhcpv6-guard rate-limit { per-src-mac | per-port }

default dhcpv6-guard rate-limit { per-src-mac | per-port }

Parameter Description

per-src-mac Sets the rate limit for each source MAC address.
per-port Sets the rate limit for each port.

pps Sets the rate limit, in the range from 1 to 9999.

The default rate limit for each source MAC address is 5pps; the default rate limit for each port is
150pps.

NFPP configuration mode

N/A

The following example sets the rate-limit threshold globally.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# dhcpvé-guard rate-limit per-src-mac 8

Ruijie (config-nfpp)# dhcpvé6-guard rate-limit per-port 100

Command Description

nfpp dhcpv6-guard policy Sets the rate limit and the attack threshold.

show nfpp dhcpv6-guard summary Displays the configuration.

N/A

4.31 dhcpv6-guard trusted-host

Use this command to set the trusted host. Use the no or default form of this command to restore the

default setting.

dhcpv6-guard trusted-host mac

no dhcpv6-guard trusted-host { all | mac }
default dhcpv6-guard trusted-host

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Parameter Description

mac Sets the MAC address.
all Deletes all trusted hosts.
N/A

NFPP configuration mode

After this function is enabled, the DHCPV6 packets are sent from the trusted host to CPU without rate
limit or alarm notification.

Up to 500 trusted hosts are supported.

The following example sets the host whose MAC address is 0000.0000.1111 as the trusted host.
Ruijie (config) # nfpp
Ruijie (config-nfpp) #dhcpvé-guard trusted-host 0000.0000.1111

Command Description
N/A N/A
N/A

4.32 icmp-guard attack-threshold

Parameter

Description

Defaults

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

icmp-guard attack-threshold { per-src-ip | per-port } pps

no icmp-guard attack-threshold { per-src-ip | per-port }

default icmp-guard attack-threshold { per-src-ip | per-port }

Parameter Description
per-src-ip Sets the attack threshold for each source IP address.
per-port Sets the attack threshold for each port.
Sets the attack threshold, in the range from 1 to 9999 in the unit of
pps

Pps.

By default, the attack threshold and the rate-limit threshold for each source IP address and each port

are the same. For the default rate-limit threshold value, see the icmp-guard rate-limit command.

NFPP Commands
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Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

NFPP configuration mode

N/A

The following example sets the global attack threshold.

Ruijie (config) # nfpp

Ruijie (config-nfpp)# icmp-guard attack-threshold per-src-ip 600
Ruijie (config-nfpp)# icmp-guard attack-threshold per-port 1200

Command Description

) i Displays the rate-limit threshold and attack
nfpp icmp-guard policy

threshold.
show nfpp icmp-guard summary Displays the configuration.
show nfpp icmp-guard hosts Displays the monitored host list.
clear nfpp icmp-guard hosts Clears the monitored host.

N/A

4.33 icmp-guard enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to enable the ICMP anti-attack function. Use the no or default form of this
command to restore the default setting.

icmp-guard enable

no icmp-guard enable

default icmp-guard enable

Parameter Description

N/A N/A

This function is enabled by default.

NFPP configuration mode

N/A

The following example enables the ICMP anti-attack function globally.
Ruijie (config) # nfpp

Ruijie (config-nfpp)# icmp-guard enable
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Related
Commands

Platform

Description

Command Description

] Enables the ICMP anti-attack function on the
nffp icmp-guard enable )
interface.

show nfpp icmp-guard summary Displays the configuration.

N/A

4.34 icmp-guard isolate-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Use this command to set the isolate time globally. Use the no or default form of this command to
restore the default setting.

icmp-guard isolate-period { seconds | permanent }

no icmp-guard isolate-period

default icmp-guard isolate-period

Parameter Description

seconds Sets the isolate time. The value is in the range is 0 or from 30 to
86400 in the unit of seconds.

permanent Permanent isolation.

The default is 0 second, which means no isolation.

NFPP configuration mode

The isolate period can be configured globally or based on the interface. For one interface, if the
isolate period is not set based on the interface, the global value shall be adopted; or the
interface-based isolate period shall be adopted.

The following example sets the isolate time globally to 180 seconds.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# icmp-guard isolate-period 180

Command Description

nfpp icmp-guard isolate-period Sets the isolate time on the interface.

show nfpp icmp-guard summary Displays the configuration.

N/A

NFPP Commands
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Description

4.35 icmp-guard monitored-host-limit

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to set the maximum monitored host number. Use the no or default form of this
command to restore the default setting.

icmp-guard monitored-host-limit number

no icmp-guard monitored-host-limit

default icmp-guard monitored-host-limit

Parameter Description

number The maximum monitored host number, in the range from 1 to

4294967295.

The default is 1000.

NFPP configuration mode

If the monitored host number has reached the default 1000, the administrator shall set the
max-number smaller than 1000 and it will prompt the message that %ERROR: The value that you
configured is smaller than current monitored hosts 1000, please clear a part of monitored hosts. to
remind the administrator of the invalid configuration and removing the monitored hosts.

When the maximum monitored host number has been exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 1000 monitored hosts.to remind

the administrator.

The following example sets the maximum monitored host number to 200.
Ruijie (config) # nfpp

Ruijie (config-nfpp)# icmp-guard monitored-host-limit 200

Command Description

show nfpp icmp-guard summary Displays the configuration.

N/A

4.36 icmp-guard monitor-period

Use this command to configure the monitor time. Use the no or default form of this command to

restore the default setting.

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

icmp-guard monitor-period seconds
no icmp-guard monitor-period
default icmp-guard monitor-period

Parameter Description

seconds Sets the monitor time, in the range from180 to 86400 seconds.

The default is 600 seconds.

NFPP configuration mode

When the attacker is detected, if the isolate period is 0, the attacker will be monitored by the software
and the timeout time will be the monitor period. During the software monitoring, if the isolate period is
not 0, the software-monitored attacker will be auto-isolated by the hardware and the timeout time will
be the isolate period. The monitor period is valid with the isolate period O.

If the isolate period has changed to be 0, the attackers on the interface will be removed rather than
being monitored by the software.

The following example sets the monitor time to 180 seconds.
Ruijie (config) # nfpp

Ruijie (config-nfpp)# icmp-guard monitor-period 180

Command Description

show nfpp icmp-guard summary Displays the configuration.

show nfpp icmp-guard hosts Displays the monitored host list.
clear nfpp icmp-guard hosts Clears the isolate host.

N/A

4.37 icmp-guard rate-limit

Parameter

Description

Use this command to set the rate-limit threshold globally. Use the no or default form of this command
to restore the default setting.

icmp-guard rate-limit { per-src-ip | per-port } pps

no icmp-guard rate-limit { per-src-ip | per-port }

default icmp-guard rate-limit { per-src-ip | per-port }

Parameter Description

per-src-ip Sets the rate limit for each source IP address.

NFPP Commands
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

per-port Sets the rate limit for each port.
pps Sets the rate limit, in the range from1 t09999.
N/A

NFPP configuration mode

N/A

The following example sets the rate-limit threshold globally.

Ruijie (config) # nfpp

Ruijie (config-nfpp)# icmp-guard rate-limit per-src-ip 500
Ruijie (config-nfpp)# icmp-guard rate-limit per-port 800

Command Description

nfpp icmp-guard policy Sets the rate limit and the attack threshold.
show nfpp icmp-guard summary Displays the configuration.

N/A

4.38 icmp-guard trusted-host

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the trusted hosts free form monitoring. Use the no or default form of this
command to restore the default setting.

icmp-guard trusted-host ip mask

no icmp-guard trusted-host { all | ip mask }

default icmp-guard trusted-host

Parameter Description

ip Sets the IP address.

mask Sets the IP mask.

all Deletes the configuration of all trusted hosts.

No trusted host is configured by default.

NFPP configuration mode

The administrator can use this command to set the trusted host free from monitoring. The ICMP
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packets are allowed to send to the trusted host CPU without any rate-limit and warning configuration.
Configure the mask to set all hosts in one network segment free from monitoring.

UP to 500 trusted hosts are supported.

Configuration The following example sets the trusted hosts free form monitoring.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# icmp-guard trusted-host 1.1.1.0 255.255.255.0

Related o
Command Description
Commands
show nfpp icmp-guard trusted-host Displays the configuration.
Platform N/A
Description

4.39 ip-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

ip-guard attack-threshold { per-src-ip | per-port } pps

no ip-guard attack-threshold { per-src-ip | per-port }

default ip-guard attack-threshold { per-src-ip | per-port }

Parameter .
Description Parameter Description
per-src-ip Sets the attack threshold for each source IP address.
per-port Sets the attack threshold for each port.
pps Sets the attack threshold, in pps. The valid range is 1 to 9999.
Defaults By default, the attack threshold for each source IP address and each port are 20pps and 2000pps
respectively.
Command NFPP configuration mode
Mode

Usage Guide  The attack threshold shall be equal to or larger than the rate-limit threshold.

Configuration The following example sets the global attack threshold.

Examples Ruijie (config)# nfpp
Ruijie (config-nfpp)# ip-guard attack-threshold per-src-ip 2
Ruijie (config-nfpp)# ip-guard attack-threshold per-port 50

Related Command Description



Command Reference NFPP Commands

Commands

Platform

Description

) ] Displays the rate-limit threshold and attack
nfpp ip-guard policy

threshold.
show nfpp ip-guard summary Displays the configuration.
show nfpp ip-guard hosts Displays the monitored host list.
clear nfpp ip-guard hosts Clears the monitored host.

N/A

4.40 ip-guard enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to enable the IP anti-scan function. Use the no or default form of this command to
restore the default setting.

ip-guard enable

no ip-guard enable

default ip-guard enable

Parameter Description

N/A N/A

This function is enabled by default.

NFPP configuration mode

N/A

The following example enables the IP anti-scan function globally.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard enable

Command Description

) Enables the IP anti-scan function on the
nffp ip-guard enable )
interface.

N/A
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4.41 ip-guard isolate-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the isolate time globally. Use the no or default form of this command to
restore the default setting.

ip-guard isolate-period { seconds | permanent }

no ip-guard isolate-period

default ip-guard isolate-period

Parameter Description

seconds Sets the isolate time. The value is 0 or in the range from 30 to 86400
in the unit of seconds.
permanent Permanent isolation.

The default is 0 second, which means no isolation.

NFPP configuration mode

N/A

The following example sets the isolate time globally to 180 seconds.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard isolate-period 180

Command Description

nfpp ip-guard isolate-period Sets the isolate time on the interface.
show nfpp ip-guard summary Displays the configuration.

N/A

4.42 ip-guard monitor-period

Parameter

Description

Use this command to configure the monitor time. Use the no or default form of this command to
restore the default setting.

ip-guard monitor-period seconds

no ip-guard monitor-period

default ip-guard monitor-period

Parameter Description
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seconds Sets the monitor time, in the range from 180 to 86400 in the unit of
seconds.
Defaults The default is 600 seconds.
Command NFPP configuration mode

Mode

Usage Guide  When the attacker is detected, if the isolate period is 0, the attacker will be monitored by the software
and the timeout time will be the monitor period. During the software monitoring, if the isolate period is
not 0, the software-monitored attacker will be auto-isolated by the hardware and the timeout time will
be the isolate period. The monitor period is valid with the isolate period O.

If the isolate period has changed to be 0, the attackers on the interface will be removed rather than

being monitored by the software

Configuration The following example sets the monitor time to 180 seconds.
Examples Ruijie (config) # nfpp

Ruijie (config-nfpp)# ip-guard monitor-period 180

Related -
Command Description
Commands
show nfpp ip-guard summary Displays the configuration.
show nfpp ip-guard hosts Displays the monitored host list.
clear nfpp ip-guard hosts Clears the isolate host.
Platform N/A
Description

4.43 ip-guard monitored-host-limit

Use this command to set the maximum number of monitored hosts. Use the no or default form of this
command to restore the default setting.

ip-guard monitored-host-limit number

no ip-guard monitored-host-limit

default ip-guard monitored-host-limit

Parameter o
o Parameter Description
Description
number The maximum monitored host number, in the range from 1 to
4294967295.
Defaults The default is 1000.

Command NFPP configuration mode
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Mode

Usage Guide If the number of monitored hosts has reached the default 1000, the administrator shall set the
max-number smaller than 1000 and it will prompt the message that %ERROR: The value that you
configured is smaller than current monitored hosts 1000, please clear a part of monitored hosts. to
remind the administrator of the invalid configuration and removing the monitored hosts.

When the maximum number of monitored hosts has been exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 1000 monitored hosts.to remind

the administrator.

Configuration The following example sets the maximum number of monitored hosts to 200.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard monitored-host-limit 200

Related -
Command Description
Commands
show nfpp ip-guard summary Displays the configuration.
Platform N/A
Description

4.44 ip-guard rate-limit

Use this command to set the rate-limit threshold globally. Use the no or default form of this command
to restore the default setting.

ip-guard rate-limit { per-src-ip | per-port } pps

no ip-guard rate-limit { per-src-ip | per-port }

default ip-guard rate-limit {per-src-ip | per-port }

Parameter o
Description Parameter Description
per-src-ip Sets the rate limit for each source IP address.
per-port Sets the rate limit for each port.
pps Sets the rate limit, in the range of 1 to 9999.
Defaults By default, the rate-limit threshold for each source IP address and each port is 20pps and 100pps
respectively.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the rate-limit threshold globally.
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Examples

Related
Commands

Platform

Description

Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard rate-limit per-src-ip 2
Ruijie (config-nfpp)# ip-guard rate-limit per-port 50

Command Description

nfpp ip-guard policy Sets the rate limit and the attack threshold.

show nfpp ip-guard summary Displays the configuration.

N/A

4.45 ip-guard scan-threshold

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to set the global scan threshold. Use the no or default form of this command to
restore the default setting.

ip-guard scan-threshold pkt-cnt

no ip-guard scan-threshold

default ip-guard scan-threshold

Parameter Description

pkt-cnt Sets the scan threshold, in the range from 1 to 9999.

The default is 100, in 10 seconds.

NFPP configuration mode

N/A

The following example sets the global scan threshold to 20pps.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard scan-threshold 20

Command Description

nfpp ip-guard scan-threshold Sets the scan threshold on the port.

show nfpp ip-guard summary Displays the configuration.

N/A

NFPP Commands
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4.46 ip-guard trusted-host

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the trusted host free form monitoring. Use the no or default form of this
command to restore the default setting.

ip-guard trusted-host ip mask

no ip-guard trusted-host { all | ip mask }

default ip-guard trusted-host

Parameter Description

ip Sets the IP address.

mask Sets the IP mask.

all Deletes the configuration of all trusted hosts.
N/A

NFPP configuration mode

The administrator can use this command to set the trusted host free from monitoring. The ICMP
packets are allowed to sent to the trusted host CPU without any rate-limit and warning. Configure the
mask to set all hosts in one network segment free from monitoring.

Up to 500 trusted hosts are supported.

The following example sets the trusted host free form monitoring.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# ip-guard trusted-host 1.1.1.0 255.255.255.0

Command Description

show nfpp ip-guard trusted-host Displays the configuration.

N/A

4.47 log-buffer entries

Use this command to set the size of the NFPP log buffer. Use the no or default form of this command
to restore the default setting.

log-buffer entries number

no log-buffer entries

default log-buffer entries

NFPP Commands
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Parameter o
e Parameter Description
Description
number The buffer size, in the range from 0 to 1024.
Defaults The default is 256.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the size of the NFPP log buffer.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# log-buffer entries 50

Related -
Command Description
Commands
log-buffer logs number_of_message interval Displays the rate of the syslog generated from
length_in_seconds the NFPP buffer.
Displays the NFPP log configuration or the log
show nfpp log
buffer.
Platform N/A
Description

4.48 log-buffer logs

Use this command to set the rate of syslog generation from the NFPP log buffer. Use the no or
default form of this command to restore the default setting.

log-buffer logs number_of _message interval length_in_seconds

no log-buffer logs

default log-buffer logs

Parameter o
o Parameter Description
Description
The valid range is from 0 t01024.
number_of_message 0 indicates that all logs are recorded in the specific buffer and no
syslogs are generated.
The valid range is from 0 to 86400(one day).
0 indicates not to write the log to the buffer but generate the syslog
. immediately.
length_in_seconds ) )
With both the number_of _message and length_in_seconds values
are 0, it indicates not to write the log to the buffer but generate the

syslog immediately.
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Defaults

Command
Mode

Usage Guide

Configuration

The parameter number_of _message /length_in_second indicates the

rate of syslog generated from the NFPP log buffer.

By default, number_of _message is 1 and length_in_seconds is 30 seconds.

NFPP configuration mode

N/A

The following example sets the rate of syslog generation from the NFPP log buffer.

Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# log-buffer logs 2 interval 12
Related -
Command Description
Commands
log-buffer entries number Sets the NFPP log buffer size.
Displays the NFPP log configuration or the log
show nfpp log summary
buffer.
Platform N/A
Description
4.49 logging
Use this command to set the VLAN or the interface log for NFPP. Use the no or default form of this
command to restore the default setting.
logging vlan vlan-range
logging interface interface-id
no logging vlan vlan-range
no logging interface interface-id
default logging
Parameter -
o Parameter Description
Description
vlan-range Sets the specified VLAN range, in the format such as “1-3, 5”.
interface-id Sets the interface ID.
Defaults All logs are recorded by default.
Command NFPP configuration mode
Mode

Usage Guide

Use this command to filter the logs and records the logs within the specified VLAN range or the

NFPP Commands
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specified port

Configuration The following example records the logs in VLAN 1, VLAN 2, VLAN 3 and VLAN 5 only.
Examples Ruijie (config)# nfpp
Ruijie (config-nfpp)# logging vlan 1-3,5

The following example records the logs on the interface GigabitEthernet 0/1 only.
Ruijie (config) # nfpp
Ruijie (config-nfpp)# logging interface G 0/1

Related o
Command Description
Commands
Displays the NFPP log configuration or the log
show nfpp log summary
buffer.
Platform N/A
Description

4.50 nd-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs. Use the no or default form of this command to restore the default
setting.

nd-guard attack-threshold per-port { ns-na | rs | ra-redirect } pps

no nd-guard attack-threshold per-port { ns-na | rs | ra-redirect }

default nd-guard attack-threshold per-port { ns-na | rs | ra-redirect }

Parameter .
Description Parameter Description
ns-na Sets the neighbor request and neighbor advertisement.
rs Sets the router request.
ra-redirect Sets the router advertisement and the redirect packets.
Sets the attack threshold, in the range from1 to 9999 in the unit of
Pps seconds.
Defaults By default, the default attack threshold for the ns-na, rs and ra-redirect on each port is 30 seconds.
Command NFPP configuration mode
Mode

Usage Guide  The attack threshold shall be equal to or larger than the rate-limit threshold.

Configuration The following example sets the global attack threshold.

Examples Ruijie (config) # nfpp
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Ruijie (config-nfpp)# nd-guard attack-threshold per-port ns-na 20
Ruijie (config-nfpp)# nd-guard attack-threshold per-port rs 10
Ruijie (config-nfpp)# nd-guard attack-threshold per-port ra-redirect 10

Related o

Command Description
Commands

) ] Displays the rate-limit threshold and attack
nfpp ip-guard policy
threshold.

show nfpp ip-guard summary Displays the configuration.
Platform N/A
Description

4.51 nd-guard enable

Use this command to enable ND anti-attack function. Use the no form of this command to disable ND
anti-attack function. Use the default form of this command to restore the default setting.

nd-guard enable

no nd-guard enable

default nd-guard enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults This function is enabled by default.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example enables ND anti-attack function.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp)# nd-guard enable

Related o
Command Description
Commands
Enables ND anti-attack function on the
nffp nd-guard enable )
interface.
show nfpp nd-guard summary Displays the configuration.
Platform N/A

Description



Command Reference NFPP Commands

4.52 nd-guard rate-limit

Use this command to set the rate-limit threshold globally. Use the no or default form of this command
to restore the default setting.

nd-guard rate-limit per-port { ns-na | rs | ra-redirect } pps

no nd-guard rate-limit per-port { ns-na | rs | ra-redirect }

default nd-guard rate-limit per-port { ns-na | rs | ra-redirect }

Parameter o
Description Parameter Description
ns-na Sets the neighbor request and neighbor advertisement.
rs Sets the router request.
ra-redirect Sets the router advertisement and the redirect packets.
Sets the attack threshold, in the range is from 1 to 9999 in the unit of
pps ops.
Defaults By default, the default rate-limit threshold for the ns-na, rs and ra-redirect on each port is 15 pps.
Command NFPP configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the rate-limit threshold globally.

Examples Ruijie (config)# nfpp
Ruijie (config-nfpp)# nd-guard rate-limit per-port ns-na 10
Ruijie (config-nfpp)# nd-guard rate-limit per-port rs 5

Ruijie (config-nfpp)# nd-guard rate-limit per-port ra-redirect 5

Related -
Command Description

Commands
nfpp nd-guard policy Sets the rate limit and the attack threshold.
show nfpp nd-guard summary Displays the configuration.

Platform N/A

Description

4.53 nd-guard trusted-host

Use this command to set the trusted host. Use the no or default form of this command to restore the
default setting.

nd-guard trusted-host mac

no nd-guard trusted-host { all | mac }
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default nd-guard trusted-host

Parameter o
e Parameter Description
Description
mac Sets the MAC address.
all Deletes all trusted hosts.
Defaults N/A
Command NFPP configuration mode
Mode

Usage Guide  After this function is enabled, the ND packets are sent from the trusted host to CPU without rate limit
or alarm notification.

Up to 500 trusted hosts are supported.

Configuration The following example sets the host whose MAC address is 0000.0000.1111 as the trusted host.
Examples Ruijie (config) # nfpp
Ruijie (config-nfpp) #nd-guard trusted-host 0000.0000.1111

Related —
Command Description
Commands
N/A N/A
Platform N/A
Description

4.54 nfpp arp-guard enable

Use this command to enable ARP anti-attack function on the interface. Use the no or default form of
this command to restore the default setting.

nfpp arp-guard enable

no nfpp arp-guard enable

default nfpp arp-guard enable

Parameter -
o Parameter Description
Description
N/A N/A
Defaults The ARP anti-attack function is not enabled on the interface.
Command Interface configuration mode

Mode
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Usage Guide  The interface ARP anti-attack configuration is prior to the global configuration.

Configuration The following example enables ARP anti-attack function on the interface.
Examples Ruijie (config) # interface G0/1
Ruijie (config-if)# nfpp arp-guard enable

Related o
Command Description
Commands
arp-guard enable Enables ARP anti-attack function.
show nfpp arp-guard summary Displays the configuration.
Platform N/A
Description

4.55 nfpp arp-guard isolate-period

Use this command to set the isolate period in the interface configuration mode. Use the no or
default form of this command to restore the default setting.

nfpp arp-guard isolate-period { seconds | permanent }

no nfpp arp-guard isolate-period

default nfpp arp-guard isolate-period

Parameter o
o Parameter Description
Description
Sets the isolate period. The value is 0, or in the range from 30 to
seconds ] ]
86400 in the unit of seconds.
permanent Permanent isolation.
Defaults By default, the isolate period is not configured.
Command Interface configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the isolate period in the Interface configuration mode
Examples Ruijie (config)# interface GO0O/1

Ruijie (config-if)# nfpp arp-guard isolate-period 180

Related o
Command Description
Commands
arp-guard isolate-period Sets the global isolate period.

show nfpp arp-guard summary Displays the configuration.
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Platform N/A
Description

4.56 nfpp arp-guard policy

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp arp-guard policy { per-src-ip | per-src-mac | per-port } rate-limit-pps attack-threshold-pps

no nfpp arp-guard policy { per-src-ip | per-src-mac | per-port }

default nfpp arp-guard policy { per-src-ip | per-src-mac | per-port }

Parameter

o Parameter Description
Description
) Sets the rate-limit threshold and the attack threshold for each source
per-src-ip
IP address.
Sets the rate-limit threshold and the attack threshold for each source
per-src-mac
MAC address.
per-port Sets the rate-limit threshold and the attack threshold for each port.
rate-limit-pps Sets the rate-limit threshold, in the range from 1 to 9999.
attack-threshold-pps Sets the attack threshold, in the range from1 to 9999.
Defaults By default, the rate-limit threshold and the attack threshold are not configured.
Command Interface configuration mode
Mode

Usage Guide  The attack threshold value shall be equal to or greater than the rate-limit threshold.

Configuration The following example sets the rate-limit threshold and the attack threshold.
Examples Ruijie (config)# interface G 0/1
Ruijie(config-if)# nfpp arp-guard policy per-src-ip 2 10
Ruijie (config-if)# nfpp arp-guard policy per-src-mac 3 10
Ruijie(config-if)# nfpp arp-guard policy per-port 50 100

Related -
Command Description

Commands
arp-guard attack-threshold Sets the global attack threshold.
arp-guard rate-limit Sets the global rate-limit threshold.
show nfpp arp-guard summary Displays the configuration.
show nfpp arp-guard hosts Displays the monitored host.

clear nfpp arp-guard hosts Clears the isolate host.
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Platform

Description

N/A

4.57 nfpp arp-guard scan-threshold

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the scan threshold. Use the no or default form of this command to restore
the default setting.

nfpp arp-guard scan-threshold pkt-cnt

no nfpp arp-guard scan-threshold

default nfpp arp-guard scan-threshold

Parameter Description

pkt-cnt Sets the scan threshold, in the range from1 to 9999.

By default, the sport-based scan threshold is not configured.

Interface configuration mode

N/A

The following example sets the scan threshold to 20pps.
Ruijie (config)# interface G 0/1

Ruijie (config-if)# nfpp arp-guard scan-threshold 20

Command Description

arp-guard attack-threshold Sets the global attack threshold.

show nfpp arp-guard summary Displays the configuration.
show nfpp arp-guard scan Displays the ARP scan table.
clear nfpp arp-guard scan Clears the ARP scan table.

N/A

4.58 nfpp dhcp-guard enable

Use this command to enable DHCP anti-attack function on the interface. Use the no or default form
of this command to restore the default setting.

nfpp dhcp-guard enable

no nfpp dhcp-guard enable

default nfpp dhcp-guard enable

NFPP Commands
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Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related
Commands

Platform

Description

Parameter Description

N/A N/A

The DHCP anti-attack function is not enabled on the interface.

Interface configuration mode

The interface DHCP anti- attack configuration is prior to the global configuration.

The following example enables DHCP anti-attack function on the interface.
Ruijie (config) # interface G0/1
Ruijie(config-if)# nfpp dhcp-guard enable

Command Description

dhcp-guard enable Enables DHCP anti-attack function.
show nfpp dhcp-guard summary Displays the configuration.

N/A

4.59 nfpp dhcp-guard isolate-period

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to set the isolate period in the interface configuration mode. Use the no or default
form of this command to restore the default setting.

nfpp dhcp-guard isolate-period { seconds | permanent }

no nfpp dhcp-guard isolate-period

default nfpp dhcp-guard isolate-period

Parameter Description

Sets the isolate period. The value is 0 or in the range from 30 to
86400 in the unit of seconds.

seconds

permanent Permanent isolation.

By default, the isolate period is not configured

Interface configuration mode

N/A
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Configuration The following example sets the isolate period to 180 seconds.
Examples Ruijie (config) # interface G0/1
Ruijie (config-if)# nfpp dhcp-guard isolate-period 180

Related
Command Description
Commands
dhcp-guard isolate-period Sets the global isolate period.
show nfpp dhcp-guard summary Displays the configuration.
Platform N/A
Description

4.60 nfpp dhcp-guard policy

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp dhcp-guard policy { per-src-mac | per-port } rate-limit-pps attack-threshold-pps

no nfpp dhcp-guard policy { per-src-mac | per-port }

default nfpp dhcp-guard policy { per-src-mac | per-port }

Parameter o
o Parameter Description
Description
Sets the rate-limit threshold and the attack threshold for each source
per-src-mac
MAC address.
per-port Sets the rate-limit threshold and the attack threshold for each port.
rate-limit-pps Sets the rate-limit threshold, in the range from1 to 9999.
attack-threshold-pps Sets the attack threshold, in the range from1 t09999.
Defaults By default, the rate-limit threshold and the attack threshold are not configured.
Command Interface configuration mode
Mode

Usage Guide  The attack threshold value should be no smaller than the rate-limit threshold.

Configuration The following example sets the rate-limit threshold and the attack threshold.
Examples Ruijie (config)# interface G 0/1
Ruijie (config-if)# nfpp dhcp-guard policy per-src-mac 3 10
Ruijie (config-if)# nfpp dhcp-guard policy per-port 50 100

Related -
Command Description
Commands
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Platform
Description

N/A N/A

N/A

4.61 nfpp dhcpv6-guard enable

Parameter

Description

Defaults

Command
Mode

Usage Guide
Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable the DHCPvV6 anti-attack function on the interface. Use the no or default
form of this command to restore the default setting.

nfpp dhcpv6-guard enable

no nfpp dhcpv6-guard enable

default nfpp dhcpv6-guard enable

Parameter Description

N/A N/A

The DHCPv6 anti-attack function is not enabled on the interface.

Interface configuration mode

The interface DHCPV6 anti- attack configuration is prior to the global configuration.

The following example enables the DHCPV6 anti-attack function on interface GO/1.
Ruijie (config)# interface G0/1
Ruijie (config-if)# nfpp dhcpv6-guard enable

Command Description

dhcpv6-guard enable Enables the ARP anti-attack function.
show nfpp dhcpv6-guard summary Displays the configuration.

N/A

4.62 nfpp dhcpv6-guard isolate-period

Use this command to set the isolate period in the interface configuration mode. Use the no or default
form of this command to restore the default setting.

nfpp dhcpv6-guard isolate-period { seconds | permanent }

no nfpp dhcpv6-guard isolate-period

default nfpp dhcpv6-guard isolate-period



Command Reference NFPP Commands

Parameter o
e Parameter Description
Description
Sets the isolate period. The value is 0 or in the range from 30 to
seconds ] ]
86400 in the unit of seconds.
permanent Permanent isolation.
Defaults By default, the isolate period is not configured.
Command Interface configuration mode
Mode

Usage Guide  N/A
Configuration The following example sets the isolate period in the interface configuration mode to 180 seconds.
Examples Ruijie (config) # interface GO0/1

Ruijie(config-if)# nfpp dhcpvé6-guard isolate-period 180

Related

Commands Command Description
dhcpv6-guard isolate-period Sets the global isolate period.
show nfpp dhcpv6-guard summary Displays the configuration.
Platform N/A
Description

4.63 nfpp dhcpv6-guard policy

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp dhcpv6-guard policy { per-src-mac | per-port } rate-limit-pps attack-threshold-pps

no nfpp dhcpv6-guard policy { per-src-mac | per-port}

default nfpp dhcpv6-guard policy { per-src-mac | per-port}

Parameter -
o Parameter Description
Description
Sets the rate-limit threshold and the attack threshold for each source
per-src-mac
MAC address.
per-port Sets the rate-limit threshold and the attack threshold for each port.
rate-limit-pps Sets the rate-limit threshold, in the range from1 to 9999.
attack-threshold-pps Sets the attack threshold, in the range from1 t09999.

Defaults By default, the rate-limit threshold and the attack threshold are not configured.
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Command Interface configuration mode
Mode

Usage Guide  The attack threshold value should be no smaller than the rate-limit threshold.

Configuration The following example sets the rate-limit threshold and the attack threshold.
Examples Ruijie (config) # interface G 0/1
Ruijie (config-if)# nfpp dhcpvé6-guard policy per-src-mac 3 10
Ruijie (config-if)# nfpp dhcpvé6-guard policy per-port 50 100

Related

Commands Command Description
dhcpv6-guard attack-threshold Sets the global attack threshold.
dhcpv6-guard rate-limit Sets the global rate-limit threshold.
show nfpp dhcpv6-guard summary Displays the configuration.
show nfpp dhcpv6-guard hosts Displays the monitored host.
clear nfpp dhcpv6-guard hosts Clears the isolate host.

Platform N/A

Description

4.64 nfpp icmp-guard enable

Use this command to enable the ICMP anti-attack function on the interface. Use the no or default
form of this command to restore the default setting.

nfpp icmp-guard enable

no nfpp icmp-guard enable

default nfpp icmp-guard enable

Parameter -
o Parameter Description
Description
N/A N/A
Defaults The ICMP anti-attack function is not enabled on the interface.
Command Interface configuration mode
Mode

Usage Guide  The interface ICMP anti- attack configuration is prior to the global configuration.

Configuration The following example enables the ICMP anti-attack function on the interface.
Examples Ruijie (config)# interface GO/1

Ruijie (config-if)# nfpp icmp-guard enable
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Related o
Command Description

Commands
icmp-guard enable Enables the ARP anti-attack function.
show nfpp icmp-guard summary Displays the configuration.

Platform N/A

Description

4.65 nfpp icmp-guard isolate-period

Use this command to set the isolate period in the interface configuration mode. Use the no or default
form of this command to restore the default setting.

nfpp icmp-guard isolate-period { seconds | permanent }

no nfpp icmp-guard isolate-period

default nfpp icmp-guard isolate-period

Parameter o
o Parameter Description
Description
Sets the isolate period. The value is 0 or in the range from 30 to
seconds ] )
86400 in the unit of seconds.
permanent Permanent isolation.
Defaults By default, the isolate period is not configured.
Command Interface configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the isolate period in the interface configuration mode.
Examples Ruijie (config)# interface G0/1

Ruijie(config-if)# nfpp icmp-guard isolate-period 180

Related -
Command Description
Commands
icmp-guard isolate-period Sets the global isolate period.
show nfpp icmp-guard summary Displays the configuration.
Platform N/A

Description
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4.66 nfpp icmp-guard policy

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform
Description

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp icmp-guard policy { per-src-ip | per-port } rate-limit-pps attack-threshold-pps

no nfpp icmp-guard policy { per-src-ip | per-port }

default nfpp icmp-guard policy { per-src-ip | per-port }

Parameter Description
) Sets the rate-limit threshold and the attack threshold for each source
per-src-ip
IP address.
per-port Sets the rate-limit threshold and the attack threshold for each port.
rate-limit-pps Sets the rate-limit threshold, in the range from1 to 9999.

attack-threshold-pps Sets the attack threshold, in range from1 to 9999.

By default, the rate-limit threshold and the attack threshold are not configured.

Interface configuration mode

The attack threshold value shall be equal to or greater than the rate-limit threshold.

The following example sets the rate-limit threshold and the attack threshold.
Ruijie (config)# interface G 0/1

Ruijie (config-if)# nfpp icmp-guard policy per-src-ip 5 10
Ruijie(config-if)# nfpp icmp-guard policy per-port 100 200

Command

icmp-guard attack-threshold
icmp-guard rate-limit

show nfpp icmp-guard summary
show nfpp icmp-guard hosts

clear nfpp icmp-guard hosts

N/A

4.67 nfpp ip-guard enable

Use this command to enable the ICMP anti-attack function on the interface. Use the no or default

form of this command to restore the default setting.

Description

Sets the global attack threshold.
Sets the global rate-limit threshold.
Displays the configuration.
Displays the monitored host.

Clears the isolate host.
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nfpp ip-guard enable
no nfpp ip-guard enable
default nfpp ip-guard enable

Parameter o
e Parameter Description
Description
N/A N/A
Defaults The IP anti-scan function is not enabled on the interface.
Command Interface configuration mode
Mode

Usage Guide  The interface IP anti-scan configuration is prior to the global configuration.

Configuration The following example enables the ICMP anti-attack function on the interface.
Examples Ruijie (config) # interface GO0/1
Ruijie (config-if)# nfpp ip-guard enable

Related -
Command Description

Commands
ip-guard enable Enables the ARP anti-attack function.
show nfpp ip-guard summary Displays the configuration.

Platform N/A

Description

4.68 nfpp ip-guard isolate-period

Use this command to set the isolate period in the interface configuration mode. Use the no or default
form of this command to restore the default setting.

nfpp ip-guard isolate-period { seconds | permanent }

no nfpp ip-guard isolate-period

default nfpp ip-guard isolate-period

Parameter o
o Parameter Description
Description
Sets the isolate period, in the range from 30 to 86400 in the unit of
seconds
seconds.
permanent Permanent isolation.
Defaults By default, the isolate period is not configured.

Command Interface configuration mode
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Mode

Usage Guide

Configuration

Examples

Related
Commands

Platform

Description

N/A

The following example sets the isolate period in the interface configuration mode.
Ruijie (config)# interface GO/1
Ruijie(config-if)# nfpp ip-guard isolate-period 180

Command Description

ip-guard isolate-period Sets the global isolate period.
show nfpp ip-guard summary Displays the configuration.
N/A

4.69 nfpp ip-guard policy

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp ip-guard policy { per-src-ip | per-port } rate-limit-pps attack-threshold-pps

no nfpp ip-guard policy { per-src-ip | per-port }

default nfpp ip-guard policy { per-src-ip | per-port }

Parameter Description

Sets the rate-limit threshold and the attack threshold for each source

perstep IP address.

per-port Sets the rate-limit threshold and the attack threshold for each port.
rate-limit-pps Sets the rate-limit threshold, in the range from 1 to 9999.
attack-threshold-pps Sets the attack threshold, in the range from 1 to 9999.

By default, the rate-limit threshold and the attack threshold are not configured.

Interface configuration mode

The attack threshold value shall be equal to or greater than the rate-limit threshold.

The following example sets the rate-limit threshold and the attack threshold.
Ruijie (config)# interface G 0/1

Ruijie (config-if)# nfpp ip-guard policy per-src-ip 2 10
Ruijie (config-if)# nfpp ip-guard policy per-port 50 100
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Related

Commands Command Description
ip-guard attack-threshold Sets the global attack threshold.
ip-guard rate-limit Sets the global rate-limit threshold.
show nfpp ip-guard summary Displays the configuration.
show nfpp ip-guard hosts Displays the monitored host.
clear nfpp ip-guard hosts Clears the isolate host.

Platform N/A

Description

4.70 nfpp ip-guard scan-threshold

Use this command to set the scan threshold. Use the no or default form of this command to restore
the default setting.

nfpp ip-guard scan-threshold pkt-cnt

no nfpp ip-guard scan-threshold

default nfpp ip-guard scan-threshold

Parameter o
o Parameter Description
Description
pkt-cnt Sets the scan threshold, in the range from 1 to 9999.
Defaults By default, the sport-based scan threshold is not configured.
Command Interface configuration mode
Mode

Usage Guide  N/A

Configuration The following example sets the scan threshold to 20pps.
Examples Ruijie (config)# interface G 0/1

Ruijie (config-if)# nfpp ip-guard scan-threshold 20

Related -
Command Description
Commands
ip-guard attack-threshold Sets the global attack threshold.
show nfpp ip-guard summary Displays the configuration.
Platform N/A

Description
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4.71 nfpp nd-guard enable

Use this command to enable the ND anti-attack function on the interface. Use the no or default form
of this command to restore the default setting.

nfpp nd-guard enable

no nfpp nd-guard enable

default nfpp nd-guard enable

Parameter o
o Parameter Description
Description
N/A N/A
Defaults The ND anti-attack function is not enabled on the interface.
Command Interface configuration mode
Mode

Usage Guide  The interface ND anti-attack configuration is prior to the global configuration.

Configuration The following example enables the ND anti-attack function on the interface.
Examples Ruijie (config)# interface GO/1
Ruijie(config-if)# nfpp nd-guard enable

Related -
Command Description
Commands
nd-guard enable Enables the ND anti-attack function.
show nfpp nd-guard summary Displays the configuration.
Platform N/A
Description

4.72 nfpp nd-guard policy

Use this command to set the rate-limit threshold and the attack threshold. Use the no or default form
of this command to restore the default setting.

nfpp nd-guard policy per-port { ns-na | rs | ra-redirect } rate-limit-pps attack-threshold-pps

no nfpp nd-guard policy per-port { ns-na | rs | ra-redirect }

default nfpp nd-guard policy per-port { ns-na| rs | ra-redirect }

Parameter "
o Parameter Description
Description
ns-na Sets the neighbor request and neighbor advertisement.

rs Sets the router request.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

4.73 show

Parameter

Description

ra-redirect Sets the router advertisement and the redirect packets.
rate-limit-pps Sets the rate-limit threshold, in the range from 1 to 9999.
attack-threshold-pps Sets the attack threshold, in the range from 1 to 9999.

By default, the rate-limit threshold and the attack threshold are not configured.

Interface configuration mode

The attack threshold value shall be equal to or greater than the rate-limit threshold.

For ND snooping, the port is classified into untrusted port and trusted port. The untrusted port

connects to the host and the trusted port connects to the gateway. The rate-limit threshold for the

trusted port shall higher than the one for the untrusted port because the traffic of the trusted port

generally is higher than the traffic of the untrusted port. For the trusted port with ND snooping

enabled, ND snooping advertises ND guard to set the rate-limit threshold and attack threshold for the

three categories of packets as 800pps and 900pps respectively.

The following example sets the rate-limit threshold and the attack threshold.

Ruijie (config) # interface G 0/1

Ruijie(config-if)# nfpp nd-guard policy per-port ns-na 50 100

Ruijie(config-if)# nfpp nd-guard policy per-port rs 10 20

Ruijie(config-if)# nfpp nd-guard policy per-port ra-redirect 10 20

Command

nd-guard attack-threshold
nd-guard rate-limit

show nfpp nd-guard summary

N/A

nfpp arp-guard hosts

Use this command to display the monitored host.

Description

Sets the global attack threshold.
Sets the global rate-limit threshold.

Displays the configuration.

show nfpp arp-guard hosts [ statistics | [ [ vlan vid ] [ interface interface-id ] [ ip-address |

mac-address ] ] ]

Parameter Description
statistics Displays the statistical information of the monitored host.
vid The VLAN ID.

interface-id The interface name.
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ip-address The IP address.
mac-address The MAC address.
Defaults N/A
Command Privileged EXEC mode

Mode

Usage Guide  N/A

Configuration The following example displays the statistical information of the monitored host.

Examples Ruijie# show nfpp arp-guard hosts statistics
success fail total
100 20 120

The following example shows the monitored host:
Ruijie# show nfpp arp-guard hosts
If column 1 shows '*', it means "hardware do not isolate user"

VLAN interface IP address MAC address remain-time (s)

1 Gi0/1 1ol.1,1 = 110
2 Gi0/2 1,1.2,1 = 61
*3 Gi0/3 = 0000.0000.1111 110
4 Gi0/4 = 0000.0000.2222 61

Total:4 hosts

Related -
Command Description
Commands
clear nfpp arp-guard hosts Clears the monitored host.
Platform N/A
Description

4.74 show nfpp arp-guard scan

Use this command to display the ARP scan list.

show nfpp arp-guard scan [ statistics | [ [ vlan vid ] [ interface interface-id ] [ mac-address ]] ]

Parameter e
o Parameter Description
Description
statistics Displays the statistical information of the ARP scan list.
vid The VLAN ID.

interface-id The interface name.
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mac-address The MAC address.
Defaults N/A
Command Privileged EXEC mode

Mode

Usage Guide  N/A

Configuration The following example displays the ARP scan statistics.
Examples Ruijie# show nfpp arp-guard scan statistics
ARP scan table has 4 record(s).

The following example displays the ARP scan list.
Ruijie# show nfpp arp-guard scan

VLAN interface IP address MAC address timestamp

1 Gi0/1 N/A 0000.0000.0001 2008-01-23 16:23:10
2 Gi0/2 L1olo1.1 0000.0000.0002 2008-01-23 16:24:10
3 Gi0/3 N/A 0000.0000.0003 2008-01-23 16:25:10
4 Gi0/4 N/A 0000.0000.0004 2008-01-23 16:26:10

Total:4 record(s)

The following example displays the ARP scan for VLAN 1.

Ruijie# show nfpp arp-guard scan vlan 1 interface G 0/1 0000.0000.0001
VLAN interface IP address MAC address timestamp

1 Gi0/1 N/A 0000.0000.0001 2008-01-23 16:23:10

Total:1 record(s)

Related -
Command Description
Commands
arp-guard scan-threshold Sets the global scan threshold.
nfpp arp-guard scan-threshold Sets the scan threshold.
clear nfpp arp-guard scan Clears the ARP scan list.
Platform N/A
Description

4.75 show nfpp arp-guard summary

Use this command to display the configuration.

show nfpp arp-guard summary
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the configuration.
Ruijie# show nfpp arp-guard summary
(Format of column Rate-limit and Attack-threshold is

per-src-ip/per-src-mac/per-port.)

NFPP Commands

Interface Status

Global Enable 300
Gi 0/1 Enable 180
Gi 0/2 Disable 200

Maximum count of monitored hosts:

Monitor period:300s

Field
Interface(Global)
Status

Rate-limit

Attack-threshold

Command

arp-guard attack-threshold
arp-guard enable
arp-guard isolate-period

arp-guard monitor-period
arp-guard monitored-host-limit

arp-guard rate-limit

arp-guard scan-threshold

nfpp arp-guard enable

Isolate-period Rate-limit Attack-threshold Scan-threshold

4/5/60 8/10/100 15
5/=/= 8/=4= -
4/5/60 8/10/100 20
1000
Description

Global configuration mode.

Enables/Disables the anti-attack function.

In the format of the rate-limit threshold for the source IP
address/ the rate-limit threshold for the source MAC address/
the rate-limit threshold for the port

In the same format as the rate-limit.

No configuration.

Description

Sets the global attack threshold.

Enables the ARP anti-attack function.

Sets the global isolate time.

Sets the monitor period.

Sets the maximum number of the monitored
hosts.

Sets the global rate-limit threshold.

Sets the global scan threshold.

Enables the ARP anti-attack function on the

interface.
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Platform

Description

4.76 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

4.77 show

nfpp arp-guard isolate-period
nfpp arp-guard policy

nfpp arp-guard scan-threshold

N/A

nfpp arp-guard trusted-host

Use this command to display the trusted host.

show nfpp arp-guard trusted-host

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the trusted host.

Sets the isolate time.
Sets the rate-limit threshold and attack
threshold.

Sets the scan threshold.

Ruijie# show nfpp arp-guard trusted-host

IP address mac
1.1.1.1 0000.0000.1111
1.1.2.1 0000.0000.2222

Total: 2 record(s)

Command

N/A

N/A

nfpp dhcp-guard hosts

Use this command to display the monitored host.

Description

N/A

show nfpp dhcp-guard hosts [ statistics | [ [ vlan vid ] [ interface interface-id ] [ mac-address ]] ]
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

4.78 show

Parameter

Description

Parameter Description

statistics Displays the statistical information of the monitored host.
vid The VLAN ID.

interface-id The interface name.

mac-address The MAC address.

N/A

Privileged EXEC mode

N/A

The following example displays the statistical information of the monitored host.
Ruijie# show nfpp dhcp-guard hosts statistics
success fail total

100 20 120

The following example shows the monitored host:
Ruijie# show nfpp dhcp-guard hosts

If column 1 shows '*', it means "hardware failed to isolate host".

VLAN interface MAC address remain-time (seconds)
1 gi0/2 0000.0000.0001 10
*2 gi0/1 0000.0000.0002 20

Total:2 host (s)

Command Description
clear nfpp dhcp-guard hosts Clears the monitored host.
N/A

nfpp dhcp-guard summary

Use this command to display the configuration.

show nfpp dhcp-guard summary

Parameter Description
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N/A N/A
Defaults N/A
Command Privileged EXEC mode

Mode

Usage Guide  N/A

Configuration The following example displays the configuration.

Examples Ruijie# show nfpp dhcp-guard summary
(Format of column Rate-limit and Attack-threshold is
per-src-ip/per-src-mac/per-port.)

Interface Status Isolate-period Rate-limit Attack-threshold

Global Enable 300 -/5/150 -/10/300
Gi 0/1 Enable 180 -/6/- -/8/-
Gi 0/2 Disable 200 -/5/30 -/10/50

Maximum count of monitored hosts: 1000

Monitor period:300s

Field Description

Interface(Global) Global configuration mode.

Status Enables/Disables the anti-attack function.

Rate-limit In the format of the rate-limit threshold for the source IP

address/ the rate-limit threshold for the source MAC address/
the rate-limit threshold for the port
Attack-threshold In the same format as the rate-limit.

- No configuration.

Related -
Command Description

Commands
dhcp-guard attack-threshold Sets the global attack threshold.
dhcp-guard enable Enables the DHCP anti-attack function.
dhcp-guard isolate-period Sets the global isolate time.
dhcp-guard monitor-period Sets the monitor period.

) o Sets the maximum number of the monitored
dhcp-guard monitored-host-limit
hosts.
dhcp-guard rate-limit Sets the global rate-limit threshold.
Enables the DHCP anti-attack function on the
nfpp dhcp-guard enable )
interface.
nfpp dhcp-guard isolate-period Sets the isolate time.
Sets the rate-limit threshold and attack

nfpp dhcp-guard policy threshold
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Platform N/A

Description

4.79 show nfpp dhcp-guard trusted-host

Use this command to display the trusted host.

show nfpp dhcp-guard trusted-host

Parameter .
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration  The following example displays the trusted host.
Examples Ruijie# show nfpp dhcp-guard trusted-host
mac
0000.0000.1111
0000.0000.2222

Total: 2 record(s)

Related -
Command Description
Commands
N/A N/A
Platform N/A
Description

4.80 show nfpp dhcpv6-guard hosts

Use this command to display the monitored host.

show nfpp dhcpv6-guard hosts [ statistics | [[ vlan vid ] [ interface interface-id ] [ mac-address ] ]]

Parameter "
o Parameter Description
Description

statistics Displays the statistical information of the monitored host.
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

4.81 show

Parameter

Description

Defaults

vid The VLAN ID.
interface-id The interface name.
mac-address The MAC address.
N/A

Privileged EXEC mode

N/A

The following example displays the statistical information of the monitored host.

Ruijie# show nfpp dhcpvé-guard hosts statistics

success fail total

100 20 120

The following example shows the monitored host:
Ruijie# show nfpp dhcpvé-guard hosts

If column 1 shows '*', it means

VLAN interface MAC address

1 gi0/2 0000.0000.0001
w2 gi0/1 0000.0000.0002
Total:2 host (s)

Command

clear nfpp dhcpv6-guard hosts

N/A

nfpp dhcpv6-guard summary

"hardware failed to isolate host".

remain-time (seconds)

10
20

Use this command to display the configuration.

show nfpp dhcpv6-guard summary

Parameter Description
N/A N/A
N/A

Description

Clears the monitored host.
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Command
Mode

Privileged EXEC mode

Usage Guide  N/A

Configuration The following example displays the configuration.

Examples Ruijie# show nfpp dhcpvé6-guard summary
(Format of column Rate-limit and Attack-threshold is
per-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit Attack-threshold
Global Enable 300 -/5/150 -/10/300
Gi 0/1 Enable 180 =)&) = =/8)=
Gi 0/2 Disable 200 -/5/30 -/10/50
Maximum count of monitored hosts: 1000
Monitor period:300s

Field Description

Interface(Global) Global configuration

Status Enables/Disables the anti-attack function.

Rate-limit In the format of the rate-limit threshold for the source IP
address/ the rate-limit threshold for the source MAC address/
the rate-limit threshold for the port

Attack-threshold In the same format as the rate-limit.

- No configuration.

Related e
Commands Command Description
dhcpv6-guard attack-threshold Sets the global attack threshold.
dhcpv6-guard enable Enables the DHCPvV6 anti-attack function.
dhcpv6-guard isolate-period Sets the global isolate time.
dhcpv6-guard monitor-period Sets the monitor period.
dhcpv6-guard monitored-host-limit Sets the maximum number of the monitored
hosts.
dhcpv6-guard rate-limit Sets the global rate-limit threshold.
afpp dhcpv6-guard enable Ena.bles the DHCPV6 anti-attack function on
the interface.
nfpp dhcpv6-guard isolate-period Sets the isolate time.
afpp dhcpv6-guard policy Sets the rate-limit threshold and attack
threshold.
Platform N/A

Description
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4.82 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

4.83 show

Parameter

Description

nfpp dhcpv6-guard trusted-host

Use this command to display the trusted host.

show nfpp dhcpv6-guard trusted-host

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the trusted host.

Ruijie# show nfpp dhcpvé6-guard trusted-host
mac

0000.0000.1111

0000.0000.2222

Total: 2 record(s)

Command Description
N/A N/A

N/A

nfpp icmp-guard hosts

Use this command to display the monitored host.

show nfpp icmp-guard hosts [ statistics | [ [ vlan vid ] [ interface interface-Id ] [ ip-address ] ]]

Parameter Description

statistics Displays the statistical information of the monitored host.
vid The VLAN ID.

interface-id The interface name.

ip-address The IP address.

NFPP Commands
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Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

4.84 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

N/A

Privileged EXEC mode

N/A

The following example displays the statistical information of the monitored host.
Ruijie# show nfpp icmp-guard hosts statistics
success fail total

100 20 120

The following example displays the monitored host.
Ruijie# show nfpp icmp-guard hosts

If column 1 shows '*', it means "hardware failed to isolate host".

VLAN interface IP address remain-time (s)
1 Gi0/1 1.1.1.1 110
2 Gi0/2 1.1.2.1 61

Total:2 host (s)

Command Description
clear nfpp icmp-guard hosts Clears the monitored host.
N/A

nfpp icmp-guard summary

Use this command to display the configuration.

show nfpp icmp-guard summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A
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Configuration The following example displays the configuration.

Examples Ruijie# show nfpp icmp-guard summary
(Format of column Rate-limit and Attack-threshold is
per—-src-ip/per-src-mac/per-port.)

Interface Status Isolate-period Rate-limit Attack-threshold

Global Enable 300 4/-/60 8/-/100
Gi 0/1 Enable 180 5/=/= 8/-/-
Gi 0/2 Disable 200 4/-/60 8/-/100

Maximum count of monitored hosts: 1000

Monitor period:300s

Field Description

Interface(Global) Global configuration mode.

Status Enables/Disables the anti-attack function.

Rate-limit In the format of the rate-limit threshold for the source IP
address/ the rate-limit threshold for the source MAC address/
the rate-limit threshold for the port

Attack-threshold In the same format as the rate-limit.

- No configuration.

Related —
Command Description
Commands
icmp-guard attack-threshold Sets the global attack threshold.
icmp-guard enable Enables the ICMP anti-attack function.
icmp-guard isolate-period Sets the global isolate time.
icmp-guard monitor-period Sets the monitor period.
) ) o Sets the maximum number of the monitored
icmp-guard monitored-host-limit
hosts.
icmp-guard rate-limit Sets the global rate-limit threshold.
) Enables the ICMP anti-attack function on the
nfpp icmp-guard enable )
interface.
nfpp icmp-guard isolate-period Sets the isolate time.
) ) Sets the rate-limit threshold and attack
nfpp icmp-guard policy
threshold.
Platform N/A
Description

4.85 show nfpp icmp-guard trusted-host

Use this command to display the trusted host free from being monitored.
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Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

4.86 show

Parameter

Description

Defaults

Command

show nfpp icmp-guard summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the trusted host free from being monitored.
Ruijie# show nfpp icmp-guard trusted-host

IP address mask
1.1.1.0 255.255.255.0
1.1.2.0 255.255.255.0

Total:2 record(s)

Command Description

icmp-guard trusted-host Sets the trusted host.

N/A

nfpp ip-guard hosts

Use this command to display the monitored host.

show nfpp ip-guard hosts [ statistics | [ [ vlan vid ] [ Interface interface-id ] [ ip-address] ] ]

Parameter Description

statistics Displays the statistical information of the monitored host.
vid The VLAN ID.

interface-id The interface name.

ip-address The IP address.

N/A

Privileged EXEC mode

NFPP Commands
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Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

4.87 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

N/A

The following example displays the statistical information of the monitored host.
Ruijie# show nfpp ip-guard hosts statistics
success fail total

100 20 120

The following example displays the monitored host for the IP anti-attack.
Ruijie#show nfpp ip-guard hosts

If column 1 shows '*', it means "hardware do not isolate host"

VLAN interface IP address Reason remain-time (s)
1 Gi0/1 1.1.1.1 ATTACK 110
2 Gi0/2 1.1.2.1 SCAN 61

Total:2 host (s)

Command Description
clear nfpp ip-guard hosts Clears the monitored host.
N/A

nfpp ip-guard summary

Use this command to display the configuration.

show nfpp ip-guard summary

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the configuration.

Ruijie# show nfpp ip-guard summary
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Related

Commands

Platform
Description

4.88 show

Parameter

(Format of column Rate-limit and Attack-threshold is

per—-src-ip/per-src-mac/per-port.)

Interface Status Isolate-period Rate-limit Attack-threshold Scan-threshold

Global Enable 300
Gi 0/1 Enable 180
Gi 0/2 Disable 200

Maximum count of monitored hosts:

Monitor period..300s

Field
Interface(Global)
Status

Rate-limit

Attack-threshold

Command

ip-guard attack-threshold
ip-guard enable
ip-guard isolate-period

ip-guard monitor-period
ip-guard monitored-host-limit
ip-guard rate-limit

nfpp ip-guard enable

nfpp ip-guard isolate-period

nfpp ip-guard policy

N/A

4/-/60 8/-/100 15
5/=/= 8/-/- -
4/-/60 8/-/100 20
1000
Description

Global configuration

Enables/Disables the anti-attack function.

In the format of the rate-limit threshold for the source IP
address/ the rate-limit threshold for the source MAC address/
the rate-limit threshold for the port

In the same format as the rate-limit.

No configuration.

Description

Sets the global attack threshold.
Enables the IP anti-scan function.

Sets the global isolate time.

Sets the monitor period.

Sets the maximum number of the monitored
hosts.

Sets the global rate-limit threshold.
Enables the IP anti-scan function on the
interface.

Sets the isolate time.

Sets the rate-limit threshold and attack
threshold.

nfpp ip-guard trusted-host

Use this command to display the trusted host free from being monitored.

show nfpp ip-guard summary

Parameter Description
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Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

4.89 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the trusted host free from being monitored.

Ruijie# show nfpp ip-guard trusted-host

IP address mask
1.1.1.0 255.255.255.0
1.1.2.0 255.255.255.0

Total.2 record(s)

Command Description

ip-guard trusted-host Sets the trusted host.

N/A

nfpp log

Use this command to display the NFPP log configuration.
show nfpp log summary
Use this command to display the NFPP log buffer content.

show nfpp log buffer [ statistics ]

Parameter Description
statistics Displays the statistical information of the NFPP log buffer.
N/A

Privileged EXEC mode

When the log buffer is full, the subsequent logs are to be dropped, and an entry with all attributes ”-” is
displayed in the log buffer. The administrator shall increase the capacity of the log buffer or improve

the rate of generating the syslog.

NFPP Commands



Command Reference NFPP Commands

The generated syslog in the log buffer carries with the timestamp, for example:
%NFPP_ARP_GUARD-4-DOS_DETECTED:
Host<IP=N/A,MAC=0000.0000.0004,port=Gi4/1,VLAN=1> was detected.(2009-07-01 13:00:00)

Configuration The following example displays the NFPP log configuration.
Examples Ruijie#show nfpp log summary

Total log buffer size : 10

Syslog rate : 1 entry per 2 seconds

Logging:

VLAN 1-3, 5

interface Gi 0/1

interface Gi 0/2

The following example displays the log number in the buffer.
Ruijie#show nfpp log buffer statistics

There are 6 logs in buffer.

The following example displays the NFPP log buffer:
Ruijie#show nfpp log buffer

Protocol VLAN Interface IP address MAC address Reason Timestamp
ARP 1 Gio/1 1.1.1.1 = DoS 2009-05-30
16:23:10
ARP 1 Gio/1 1.1.1.1 = ISOLATED 2009-05-30
16:23:10
ARP 1 Gi0/1 1.1.1.2 = DoS 2009-05-30
16:23:15
ARP 1 Gi0/1 1.1.1.2 - ISOLATE FAILED 2009-05-30
16:23:15
ARP 1 Gi0/1 = 0000.0000.0001 SCAN 2009-05-30
16:30:10
ARP = Gi0/2 - - PORT ATTACKED 2009-05-30
16:30:10
Field Description
Protocol ARP, IP, ICMP, DHCP,DHCPV6, NS-NA, RS,
RA-REDIRECT
Reason 1. DoS
2. ISOLATED
3. ISOLATE_FAILE
4. SCAN

5. PORT_ATTACKED

Related Command Description
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Commands

clear nfpp log Clears the NFPP log buffer.
Platform N/A
Description

4.90 show nfpp nd-guard summary

Use this command to display the configuration.

show nfpp nd-guard summary

Parameter o
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide  N/A

Configuration The following example displays the configuration.

Examples Ruijie# show nfpp nd-guard summary
(Format of column Rate-limit and Attack-threshold is NS-NA/RS/RA-REDIRECT.)
Interface Status Rate-limit Attack-threshold

Global Enable 20/5/10 40/10/20
Gi 0/1 Enable 15/15/15 30/30/30
Gi 0/2 Disable -/5/30 -/10/50
Field Description
Interface(Global) Global configuration mode.
Status Enables/Disables the anti-attack function.
Rate-limit In the format of the rate-limit threshold for the
NS-NA/RS/RA-REDIRECT.
Attack-threshold In the same format as the rate-limit.

- No configuration.

Related -
Command Description

Commands
nd-guard attack-threshold Sets the global attack threshold.
nd-guard enable Enables the ND anti-attack function.

nd-guard rate-limit Sets the global rate-limit threshold.
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Platform

Description

4.91 show

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

nfpp nd-guard enable

nfpp nd-guard policy

N/A

nfpp nd-guard trusted-host

Use this command to display the trusted host.

show nfpp nd-guard trusted-host

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the trusted host.
Ruijie# show nfpp nd-guard trusted-host

mac

0000.0000.1111
0000.0000.2222

Total: 2 record(s)

Command

N/A

N/A

Enables the ND anti-attack function on the
interface.

Sets the rate-limit threshold and attack
threshold.

Description

N/A
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5 WAPI Commands

5.1 security wapi

Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

Use this command to enable or disable WAPI security mode.

security wapi { enable | disable }

Parameter Description
enable Enables WAPI security mode.
disable Disables WAPI security mode.

This function is disabled by default.

WLAN security configuration mode

N/A

The following example enables WAPI security mode.

Ruijie (wlansec)# security wapi enable

Command Description
N/A N/A
N/A

5.2 security wapi 2-cert

Parameter

Description

Defaults

Command

Use this command to enable or disable two-certificate authentication.

security wapi 2-cert { enable | disable }

Parameter Description
enable Enables two-certificate authentication.
disable Disables two-certificate authentication.

This function is disabled by default.

WLAN security configuration mode
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mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Before running this command, ensure that WAPI security mode has been enabled.

Two-certificate authentication mode and three-certificate authentication mode cannot be used

synchronously.

The following example enables two-certificate authentication.

Ruijie (wlansec)# security wapi 2-cert enable

Command Description
N/A N/A
N/A

5.3 security wapi 3-cert

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to enable or disable three-certificate authentication.

security wapi 3-cert { enable | disable }

Parameter Description
enable Enables three-certificate authentication.
disable Disables three-certificate authentication.

This function is disabled by default.

WLAN security configuration mode

Before running this command, ensure that WAPI security mode has been enabled.

Two-certificate authentication mode and three-certificate authentication mode cannot be used

synchronously.

The following example enables three-certificate authentication.

Ruijie (wlansec)# security wapi 3-cert enable

Command Description
N/A N/A
N/A
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5.4 security wapi ae cert

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to configure a WAPI certificate for an AE.

security wapi ae cert ae_certfile

Parameter Description
ae_certfile Specifies the certificate file of the AE.
N/A

WLAN security configuration mode

Before running this command, ensure that WAPI security mode has been enabled and the certificate
file has been imported into the AE.

The following example enables WAPI security mode for WLAN 1 and specifies AE certificate
EccAE.cer.

Ruijie# configure terminal

Ruijie (config)# wlansec 1

Ruijie (wlansec)# security wapi enable

Ruijie (wlansec) # security wapi ae cert EccAE.cer

Command Description
N/A N/A
N/A

5.5 security wapi asu address

Parameter

Description

Defaults

Command

Use this command to set an IP address for an ASU in certificate authentication mode.

security wapi asu address ip_address

Parameter Description
ip_address Specifies the IP address of the ASU.
N/A

WLAN security configuration mode
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mode

Usage Guide

Configuration
Examples

Related
Commands

Platform

Description

Enable WAPI security mode before setting an IP address for the ASU.

The following example enables WAPI security mode for WLAN 1 and sets IP address 192.168.1.123
for the ASU.

Ruijie# configure terminal

Ruijie (config) # wlansec 1

Ruijie (wlansec)# security wapi enable

Ruijie (wlansec)# security wapi asu address 192.168.1.123

Command Description
N/A N/A
N/A

5.6 security wapi asu cert

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Use this command to configure an ASU certificate in three-certificate authentication mode.

security wapi asu cert asu_certfile

Parameter Description
asu_certfile Specifies the name of the ASU certificate file.
N/A

WLAN security configuration mode

Before running this command, ensure that WAPI security mode has been enabled and the certificate
file has been imported into the AE.

In three-certificate authentication mode, you need to configure an ASU certificate.

In two-certificate authentication mode, the ASU certificate is not needed.

The following example enables WAPI security mode for WLAN 1 and specifies ASU certificate
EccASU.cer.

Ruijie# configure terminal

Ruijie (config) # wlansec 1

Ruijie (wlansec)# security wapi enable

Ruijie (wlansec)# security wapi asu cert EccASU.cer

WAP| Commands
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Related o
Command Description
Commands
N/A N/A
Platform N/A
Description

5.7 security wapi ca cert

Use this command to configure a CA certificate.

security wapi ca cert ca_certfile

Parameter o
o Parameter Description
Description
ca_certfile Specifies the name of the CA certificate file.
Defaults N/A
Command WLAN security configuration mode
mode

Usage Guide  Before running this command, ensure that WAPI security mode has been enabled and the certificate
file has been imported into the device.
In two-certificate authentication mode, the CA is also the ASU. Therefore, a CA certificate is an ASU
certificate. You do not need to configure an ASU certificate separately.
In three-certificate authentication mode, the certificate issuing system is separated from the certificate
authentication system. The certificate management system is responsible for issuing ASU
certificates. Therefore, you need to configure an ASU certificate.

Configuration The following example enables WAPI security mode for WLAN 1 and specifies CA certificate
Examples EccCA.cer.

Ruijie# configure terminal

Ruijie (config) # wlansec 1

Ruijie (wlansec)# security wapi enable

Ruijie (wlansec)# security wapi ca cert EccCA.cer

Related o
Command Description
Commands
N/A N/A
Platform N/A

Description
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5.8 security wapi psk

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related

Commands

Platform

Description

Use this command to enable or disable pre-sharing key (PSK) authentication.

security wapi psk { enable | disable }

Parameter Description
enable Enables PSK authentication.
disable Disables PSK authentication.

This function is disabled by default.

WLAN security configuration mode

Before running this command, ensure that WAPI security mode has been enabled.

The following example enables PSK authentication.

Ruijie (wlansec)# security wapi psk enable

Command Description

security wapi psk set-key { ascii | hex } Configures a WAPI PSK.

N/A

5.9 security wapi psk set-key

Parameter

Description

Defaults

Command

mode

Use this command to set a WAPI PSK.

security wapi psk set-key { ascii ascii-key | hex hex-key }

Parameter Description

ascii Specifies the ASCII password.

ascii-key The ASCII password, containing 8-63 characters.

hex Specifies the hexadecimal password.

hex-key The hexadecimal password, containing 64 characters.
N/A

WLAN security configuration mode
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Usage Guide  Before running this command, ensure that WAPI security mode has been enabled.
The length of the PSK is from 8 to 32 bits.
ascii: Specifies an ASCII PSK.
hex: Specifies a hexadecimal PSK. The length of the password must be an even number.

Configuration The following example enables PSK authentication for WLAN 1 and sets the PSK to 12345678.
Examples Ruijie# configure terminal

Ruijie(config) # wlansec 1

Ruijie (wlansec)# security wapi enable

Ruijie (wlansec)# security wapi psk enable

Ruijie (wlansec)# security wapi psk set-key ascii 12345678

Related -

Command Description
Commands

security wapi psk enable Enables the WAPI PSK.
Platform N/A
Description

5.10 show wapi-sta summary

Use this command to display information about WAPI users in authenticated and authenticating lists.

show wapi-sta summary

Parameter .
o Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode/Global configuration mode/WLAN security configuration mode
mode

Usage Guide  N/A

Configuration The following example displays information about WAPI users that have been authenticated and are
Examples being authenticated.
Enter privileged EXEC mode and run the show wapi-sta summary command to display information
about WAPI users in the authenticated and authenticating lists.
Ruijie#show wapi-sta summary
In the authenticated list:
authenticated sta number: 1

INDEX STA-MAC-addr AP-MAC-addr WLAN ID MODE CUR-STATE
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Related
Commands

Platform

Description

1 000b.c002.9cbe 021b.b120.687e 1 CERT
In the authenticating list:

authenticating sta number: 0

INDEX STA-MAC-addr AP-MAC-addr WLAN ID MODE
Command Description

N/A N/A

N/A

AUHIENTICATED

CUR-STATE
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1 WLAN QoS Commands

1.1 ap-based

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration
Examples

Related

Commands

Use this command to configure the upstream and downstream traffic rate limit of the current AP.
Use the no form of this command to restore the default setting.

ap-based { per-user-limit | total-user-limit } { down-streams | up-streams } average-data-rate
average-data-rate burst-data-rate burst-data-rate

no ap-based { per-user-limit | total-user-limit } { down-streams | up-streams }

Use this command to configure the intelligent total-user-limit of the current AP.
Use the no form of this command to restore the default setting.

ap-based total-user-limit { down-streams | up-streams } intelligent

no ap-based total-user-limit { down-streams | up-streams } intelligent

Parameter Description

per-user-limit Limit for each user on the AP

total-user-limit Limit for the entire AP

down-streams Downstream traffic limit of the AP

up-streams Upstream traffic limit of the AP

intelligent Enables intelligent rate limit.

average-data-rate Average rate limit, ranging from 8 to 261,120 in the unit of 8Kbps.
burst-data-rate Burst rate limit, ranging from 8 to 261,120 in the unit of 8Kbps.

The traffic limit and intelligent total-user-limit are disabled by default.

AP configuration mode

N/A

The following example configures the average downstream rate of the AP 1 to 800 Kbps and the
burst rate to 1,600 Kbps.

Ruijie (config) # ap-config wlan-ap-001

Ruijie (config-ap) # ap-based down-streams average-data-rate 800

burst-data-rate 1600

Command Description

netuser H.H.H {inbound | outbound } Configures the client-based in-band and

average-data-rate average-data-rate out-of-band traffic rate limit.
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Platform

Description

burst-data-rate burst-data-rate

wlan-based { down-streams | up-streams } ]

Configures the WLAN-based upstream and
average-data-rate average-data-rate ] o

downstream traffic rate limit.
burst-data-rate burst-data-rate

1.2 fair-schedule

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Use this command to enable fair scheduling on the wireless AP.
Use the no form of this command to disable this function.
fair-schedule

no fair-schedule

Parameter Description

N/A N/A

This function is enabled by default.

AP configuration mode

When the AP works in fit AP mode, the fair scheduling can be configured only on the AC.

The following example disables fair scheduling on the AP.

Examples Ruijie (config)# ap-config ap-name
Ruijie (ap-config)# no fair-schedule
Related -
Command Description
Commands
N/A N/A
Platform
Description
1.3 netuser

Use this command to configure the in-band and out-of-band traffic limit for a specified user in the
current WLAN.
Use the no form of this command to restore the default setting.

netuser mac-address { inbound | outbound } average-data-rate average-data-rate burst-data-rate
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Parameter

Description

Defaults

Command
mode

Usage Guide

Configuration
Examples

Related

Commands

Platform
Description

burst-data-rate

no netuser mac-address { inbound | outbound }

Parameter Description

mac-address User's MAC address to be set.

inbound User’s in-band traffic limit.

outbound User’s out-of-band traffic limit.

average-data-rate Average rate limit, ranging from 8 to 261,120 in the unit of 8Kbps.
burst-data-rate Burst rate limit, ranging from 8 to 261,120 in the unit of 8Kbps.

No traffic limit is set by default.

AC configuration mode.

N/A

The following example sets the average in-band rate to 800Kbps and burst rate to 1,600 Kbps for the
user 0000.0000.0001 in WLAN 1.

Ruijie (config)# wlan-config 1

Ruijie (ac-config)# netuser 0000.0000.0001 inbound average-data-rate 800
burst-data-rate 1600

Command Description

wlan-based { down-streams | up-streams } ]

Configures the WLAN-based upstream and
average-data-rate average-data-rate ] o

downstream traffic rate limit.
burst-data-rate burst-data-rate

ap-based { down-streams | up-streams } ] )
Configures the AP-based in-band and
average-data-rate average-data-rate ] o
out-of-band traffic rate limit.
burst-data-rate burst-data-rate

1.4 show dotll ratelimit

Parameter

Use this command to display WLAN rate limit information.
show dotl11 ratelimit { wlan | ap | user }

show dotl11 ratelimit wlan perap

Parameter Description
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Description

Defaults

Command
mode

Usage Guide

Configuration

Examples Ruijie# show dotll ratelimit ap
Related -
Command Description
Commands
N/A N/A
Platform
Description
1.5 sta-fair
Use this command to specify the fair scheduling priority for a specified user.
Use the no form of this command to restore the default setting.
sta-fair mac-address priority priority
no sta-fair mac-address
Parameter o
o Parameter Description
Description
mac-address Specifies the user's MAC address.
priority Sets the fair scheduling priority, in the range from 1 to 6.
Defaults The default is 1 for all STAs by default.
Command AC configuration mode
Mode
Usage Guide  N/A

Configuration

wlan Displays the rate limit information of all WLANS.

ap Displays the rate limit information of all APs.

user Displays the rate limit information of all users.

perap Displays the total WLAN rate limit information of all APs.
N/A

Privileged EXEC mode

N/A

The following example displays the rate limit information of all APs.

The following example sets the fair scheduling priority for user 0000.0000.0001 on the AC to 3.

WLAN QoS Commands
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Example

Platform

Description

Ruijie (config) # ac-controller

Ruijie (config-ac)# sta-fair 0000.0000.0001 priority 3

1.6 wlan-based

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Use this command to configure the upstream and downstream traffic limit of the current WLAN.
Use the no form of this command to restore the default setting.

wlan-based { per-user-limit | total-user-limit | per-ap-limit } { down-streams | up-streams }

average-data-rate average-data-rate burst-data-rate burst-data-rate

no wlan-based { per-user-limit | total-user-limit | per-ap-limit } { down-streams | up-streams }

Use this command to configure the intelligent per-ap-limit of the current WLAN.
Use the no form of this command to restore the default setting.

wlan-based per-ap-limit { down-streams | up-streams } intelligent

no wlan-based per-ap-limit { down-streams | up-streams } intelligent

Parameter Description

per-user-limit Limit for each user on the WLAN.

total-user-limit Limit for the entire WLAN.

per-ap-limit Limit WLAN Total for each AP.

down-streams Total downstream traffic limit of the WLAN.

up-streams Total upstream traffic limit of the WLAN.

intelligent Whether to enable intelligent per-ap-limit.

average-data-rate Average rate limit, ranging from 8 to 261120 in the unit of 8Kbps.
burst-data-rate Burst rate limit, ranging from 8 to 261120 in the unit of 8Kbps.

The function is disabled by default.

WLAN configuration mode

N/A

The following example configures the average downstream rate of WLAN 1 to 800 Kbps and burst
rate to 1,600 Kbps.

Ruijie (config)# wlan-config 1

Ruijie (wids-config)# wlan-based down-streams average-data-rate 800

burst-data-rate 1600
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Related o
Command Description
Commands
ap-based { down-streams | up-streams } ] )
Configures the AP-based in-band and
average-data-rate average-data-rate ] o
out-of-band traffic rate limit.
burst-data-rate burst-data-rate
netuser H.H.H { inbound | outbound } ] ) )
Configures the Client-based in-band and
average-data-rate average-data-rate ] o
out-of-band traffic rate limit.
burst-data-rate burst-data-rate
Platform
Description

1.7 wqos fs enable

Use this command to enable WQoS traffic statistics.

Use the no form of this command to restore the default setting.
wqos fs enable

no wqos fs enable

Parameter -
o Parameter Description
Description
N/A N/A
Defaults This function is disabled by default.
Command AC configuration mode
Mode

Usage Guide = When dotlx authentication and Web authentication are disabled, use this command to enable WQoS
traffic statistics. Otherwise, WQoS traffic statistics is enabled by default and this command becomes

invalid.

Configuration The following example enables WQoS traffic statistics for all APs associated with the AC.

Example Ruijie (config-ac) #wgos fs enable

Platform
Description
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2 WMM Commands

2.1wlan-gos map-table

Parameter

Description

Defaults

Use this command to configure packet priority mapping for the current WLAN. Use the no form of this

command to restore the default setting.

wlan-qos map-table { dotlle-inner-dscp | dotlle-tunnel-dscp | dscp-dotlle } import

import-tag-value export export-tag-value

no wlan-qos map-table { dotlle-inner-dscp | dotlle-tunnel-dscp | dscp-dotlle } import

import-tag-value

Parameter

dotlle-inner-dscp
dotlle-tunnel-dscp
dscp-dotlle

import import-tag-value

export export-tag-value

DSCP-to-dotl1le Mapping Table
DSCP
0~7
16~23
24~31
8~15
32~39
40~47
48~55
56~63
dotlle-to-DSCP Mapping Table
802.11e
0
3
1

Description

Sets priority mapping from dotl1le to internal DSCP.

Sets priority mapping from dotlle to CAPWAP DSCP.

Sets priority mapping from DSCP to dotlle.

Sets priority of the incoming original packet.

WMM (dotlle) is one of QoS fields of 802.11 wireless protocol
headers. It refers to WLAN priority, in the range from 0 to 7.

DSCP is the priority field of IP protocol headers, in the range from 0
to 63. The default is 0.

Sets priority of the outgoing packet.

WMM (dotlle) is one of QoS fields of 802.11 wireless protocol
headers. It refers to WLAN priority, in the range from 0 to 7.

DSCP is the priority field of IP protocol headers, in the range from 0
to 63. The default is 0.

802.11e

~N o o~ WN BB O

DSCP

16
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Command
Mode

Usage Guide

Configuration

Examples

Platform
Description

24
32
40
48
56

~N o o B~AN

WLAN configuration mode

The configuration takes effect after the WMM service is enabled.

The following example sets priority mapping from DSCP to dotlle. The priority of the incoming original
packet is 1 and that of the outgoing packet is 10.

Ruijie# configure terminal

Ruijie (config) # wlan-config 1

Ruijie (config-wlan)# wlan-gos map-table dscp-dotlle import 1 export 10

N/A

2.2wmm dotlp enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Use this command to enable 802.11p QoS mapping policy mechanism. Use the no form of this command
to restore the default setting.
wmm dotlp enable radio radio-id

no wmm dotlp enable radio radio-id

Parameter Description

radio radio-id Specifies the radio on which 802.11p QoS mapping policy mechanism is

enabled/disabled, in the range from 1 to 96.

This function is disabled by default.

AP configuration mode

The configuration takes effect after the WMM service is enabled.

The following example enables 802.11p QoS mapping policy mechanism for radio 1 on VOICE-AP.
Ruijie# configure terminal
Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm dotlp enable radio 1
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Platform

Description

N/A

2.3wmm dotlp policy

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to configure how to apply the 802.11p QoS mapping policy mechanism for the AP.
Use the no form of this command to restore the default setting.

wmm dotlp policy 1q [ 1g-policy-value ] radio radio-id

no wmm dotlp policy radio [ radio-id ]

Parameter Description

Applies the 802.11p QoS mapping policy mechanism, in the range from
0 to 1. The default is O.
) Q=1: AP tags the priority domain of 802.1Q according to 802.1p.

1q 1g-policy-value o . ) o
Q=0: AP tags the priority domain of 802.1Q according to the user priority
in the Qos Control field of IEEE 802.11 headers. Apply "Q=1" method
when there is no QoS Control field.

radio radio-id Specifies the radio on which 802.11p QoS mapping policy mechanism is

applied, in the range from 1 to 96.
The default is 0.
AP configuration mode
The configuration takes effect after the WMM service is enabled.
The configuration is valid only when the 802.11p QoS mechanism is enabled.
The following example tags the priority domain of 802.1Q for radio 1 on VOICE-AP.
Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP
Ruijie (config-ap)# wmm dotlp 1lg 1 radio 1

N/A

2.4wmm dotlp tag

Use this command to configure 802.1p priority. Use the no form of this command to restore the default
setting.

wmm dotlp tag [ tag-value ] { back-ground | best-effort | video | voice } radio radio-id

no wmm dotlp tag { back-ground | best-effort | video | voice } radio radio-id
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Parameter o
Description Parameter Description
tag tag-value Sets the 802.1p priority, in the range from 0 to 7.
back-ground Sets the back-ground queue.
best-effort Sets the best-effort queue.
video Sets the video queue.
voice Sets the voice queue.
radio radio-id Specifies the radio on which 802.11p priority is configured, in the range
from 1 to 96.
Defaults The default best-effort is 0; the default back-ground is 2; the default video is 4; the default voice is 6.
Command AP configuration mode
Mode

Usage Guide  The configuration takes effect after the WMM service is enabled.
The configuration is valid only when the 802.11p QoS mechanism is enabled.

Configuration The following example sets 802.1p priority to 5 for radio 1 on VOICE-AP.
Examples Ruijie# configure terminal
Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm dotlp tag 5 voice radio 1

Platform
o N/A
Description

2.5wmm dscp enable

Use this command to enable DSCP QoS mapping policy mechanism. Use the no form of this command to
restore the default setting.

wmm dscp enable radio radio-id

no wmm dscp enable radio radio-id

Parameter o
o Parameter Description
Description
radio radio-id Specifies the radio on which DSCP QoS mapping policy mechanism is
enabled/disabled, in the range from 1 to 96.
Defaults This function is disabled by default.
Command AP configuration mode

Mode
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Usage Guide  The configuration takes effect after the WMM service is enabled.

Configuration The following example enables DSCP QoS mapping policy mechanism for radio 1 on VOICE-AP.

Examples Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm dscp enable radio 1

Platform
o N/A
Description

2.6wmm dscp policy

Use this command to configure how to apply the DSCP QoS mapping policy mechanism for the AP. Use

the no form of this command to restore the default setting.

wmm dscp policy outer-tunnel [ outer-tunnel-value ] inner-tunnel [ inner-tunnel-value ] radio radio-id

no wmm dscp policy radio radio-id

Parameter
o Parameter
Description

outer-tunnel

outer-tunnel-value

inner-tunnel

inner-tunnel-value

radio radio-id

Description

Configures how to apply the DSCP QoS mapping policy mechanism for
the outer tunnel header, in the range from 0 to 1. The default is 0.

In the centralized forwarding mode:

O=1: AP sets DSCP domain for the tunnel header according to pushed
configuration policy;

O=0: AP sets DSCP domain for the tunnel header according to inner
tunnel packets. If inner tunnel packets are encrypted or non-IPv4/ IPv6,
the "O=1" method will be applied.

In the local forwarding mode:

O=1: invalid value;

0=0: invalid value.

Configures how to apply the DSCP QoS mapping policy mechanism for
the inner tunnel header, in the range from 0 tol. The default is 0.

In the centralized forwarding mode:

AP sets DSCP domain for the tunnel header according to inner tunnel
packets; If inner tunnel packets are encrypted or non-IPv4/IPv6, the
"I=1" method will be applied.

I=0: AP cannot modify the DSCP domain of user packets.

In the local forwarding mode:

I=1: AP configures the DSCP domain for user packets according to the
pushed configuration policy.

I=0: AP cannot modify the DSCP domain of user packets.

Specifies the radio on which DSCP QoS mapping policy mechanism is
applied, in the range from 1 to 96.
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform
Description

The default is 0.

AP configuration mode

The configuration takes effect after the WMM service is enabled.
The configuration is valid only when the DSCP QoS mechanism is enabled.

The following example sets both outer and inner tunnel headers to 0 for DSCP mapping mechanism of
radio 1 on VOICE-AP.

Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm dscp outer-tunnel 0 inner-tunnel 0 radio 1

N/A

2.7wmm dscp tag

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure the DSCP identification. Use the no form of this command to restore the
default setting.

wmm dscp tag [ tag-value ] { back-ground | best-effort | video | voice } radio radio-id

no wmm dscp tag { back-ground | best-effort | video | voice } radio radio-id

Parameter Description

tag tag-value Sets the DSCP priority, in the range from 0 to 63.

back-ground Sets the back-ground queue.
best-effort Sets the best-effort queue.
video Sets the video queue.
voice Sets the voice queue.
radio radio-id Specifies the radio on which the DSCP identification is configured, in the

range from 1 to 96.

The default best-effort is 0; the default back-ground is 16; the default video is 32; the default voice is
48.

AP configuration mode

The configuration takes effect after the WMM service is enabled.

DSCP identification is valid only when the DSCP mechanism is enabled.
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Configuration

Examples

Platform

Description

The following example sets the DSCP identification to 5 for voice queue of radio 1 on VOICE-AP.

Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm dscp tag 5 voice radio 1

N/A

2.8wmm edca-client

Parameter

Description

Defaults

Command
Mode

Usage Guide

Use this command to configure the EDCA parameters for the client. Use the no form of this command to

restore the default setting.

wmm edca-client { back-ground | best-effort | video | voice } { aifsn [ aifsn-value ] cwmin

[ cwmin-value ] cwmax [ cwmax-value ] txop [ txop-value ] | length [ queue-length ] } radio radio-id

no wmm edca-client { back-ground | best-effort | video | voice } [ length ] radio radio-id

Parameter

back-ground
best-effort

video

voice

aifsn aifsn-value
cwmin cwmin-value
cwmax cwmax-value
txop txop-value

length queue-length

radio radio-id

AC aifs
back-ground 7
best-effort 3
video 2
voice 2

AP configuration mode

Description

Sets the back-ground queue.

Sets the best-effort queue.

Sets the video queue.

Sets the voice queue.

Sets the aifsn value, in the range from 1 to15.

Sets the cwmin value, in the range from 0 to 15.

Sets the cwmax value, in the range from 0 to 15.

Sets the txop value, in the range from 0 to 255 in the unit of 32 pus.
Sets the AC queue length in the range from 1 to 255. The default is
255.

Specifies the radio on which the client EDCA parameters are

configured, in the range from 1 to 96.

cwmin cwmax txop
4 10 0

4 10 0

3 4 94

2 47

The configuration takes effect after the WMM service is enabled.

A The cwmax value must be greater than the cwmin value. Otherwise, a configuration error message

is displayed.
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Configuration

Examples

Platform

Description

The following example configures asfsn to 2, cwmin to 2, cwmax to 3 and txop to 50 for the voice queue

of radio 1 on VOICE-AP.

Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm edca-client voice aifsn 2 cwmin 2 cwmax 3 txop 50 radio

1

N/A

2.9wmm edca-radio

Parameter

Description

Defaults

Command
Mode

Use this command to configure the EDCA parameters for the AP. Use the no form of this command to

restore the default setting.

wmm edca-radio { back-ground | best-effort | video | voice } { aifsn [ aifsn-value ] cwmin

[ cwmin-value ] cwmax [ cwmax-value ] txop [ txop-value ] | noack } radio radio-id

no wmm edca-radio { back-groud | best-effort | video | voice } [ noack ] radio radio-id

Parameter

back-ground
best-effort

video

voice

aifsn aifsn-value
cwmin cwmin-value
cwmax cwmax-value
txop txop-value
noack

radio radio-id

AC aifs
back-ground 7
best-effort 3
video 1
voice 1

AP configuration mode

Description

Sets the back-ground queue.

Sets the best-effort queue.

Sets the video queue.

Sets the voice queue.

Sets the aifsn value, in the range from 1 to 15.

Sets the cwmin value, in the range from 0 to 15.

Sets the cwmax value, in the range from 0 to 15.

Sets the txop value, in the range from 0 to 255 in the unit of 32 us.
Indicates that the no ack policy is enabled. The no ack policy is disabled
by default.

Specifies the radio on which the client EDCA parameters are

configured, in the range from 1 to 96.

cwmin cwmax txop
4 10 0

4 0

3 4 94
2 47
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Usage Guide

Configuration
Examples

Platform

Description

The configuration takes effect after the WMM service is enabled.

ij According to the IEEE 802.11 standard, no ACK is returned for multicast or broadcast frames.

Ak The cwmax value must be greater than the cwmin value. Otherwise, a configuration error message

is displayed.

The following example sets aifsn to 1, cwmin to 1, cwmax to 3, txop to 50 for the voice queue of radio 1
on VOICE-AP.

Ruijie# configure terminal

Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm edca-radio voice aifsn 1 cwmin 1 cwmax 3 txop 50 radio 1

N/A

2.10 wmm enable

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to enable the WMM service. Use no form of this command to disable the WMM
service.
wmm enable radio radio-id

no wmm enable radio radio-id

Parameter Description

Specifies the radio on which the WMM service is enabled/disabled,
radio radio-id
in the range from 1 to 96.

no Disables the WMM service.

This function is enabled by default.

AP configuration mode

When the WMM service is disabled, the default priority queue is used for reception and mapping.

The following example enables the WMM service for radio 1 on VOICE-AP.
Ruijie# configure terminal
Ruijie (config)# ap-config VOICE-AP

Ruijie (config-ap)# wmm enable radio 1

N/A
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3 VIP-FIRST Commands

3.1vip-first clear

Parameter

Description

Defaults

Command
Mode

Default Level
Usage Guide
Configuration
Example

Platform

Description

Use this command to advertise for the AC to delete the VIP user list.

vip-first clear

This command is not saved, and the no form is not provided.

Parameter Description
N/A N/A
N/A

Global configuration mode

15

N/A

The following example advertises for the AC to delete the VIP user list.

Ruijie (config)# vip-first clear

This command is supported on ACs.

3.2 vip-firstimport

Parameter

Description

Defaults

Use this command to advertise for the AC to parse the VIP user list.

vip-first import

This command is not saved, and the no form is not provided.

Parameter Description

N/A
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Command
Mode

Global configuration mode

Default Level 15

Usage Guide  Upload the VIP user list file to the flash directory of the AC and run the import command. The VIP
user list file is named vip_user_list.txt.
In the vip_user_list.txt file, each line is started with a MAC address and ended with a carriage return
character.
Example: 0000.0000.0001
0000.0000.0002

Configuration The following example advertises for the AC to parse the VIP user list.

Example Ruijie(config) # vip-first import
Common ] ] o
The import command is run before the VIP user list is uploaded.
Errors
Platform ] )
o This command is supported on ACs.
Description

3.3 vip-first prior-assoc
Use this command to enable preferred access for VIP users. Use the no form of this command to
disable preferred access for VIP users.

vip-first prior-assoc

no vip-first prior-assoc

Parameter o
o Parameter Description
Description
N/A N/A
Defaults Preferred access for VIP users is disabled by default.
Command Global configuration mode
Mode

Default Level 15

Usage Guide  N/A
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Configuration The following example enables preferred access for VIP users.

Example Ruijie (config) # vip-first prior-assoc

Platform ] ]
o This command is supported on ACs.
Description

3.4 vip-first rate-limit

Use this command to configure uplink and downlink rate limit parameters for VIP users and
enable independent rate limiting for VIP users. Use the no form of this command to disable
independent rate limiting for VIP users.

vip-first rate-limit { up-stream |down-stream } average-rate average-rate burst-rate burst-rate

no vip-first rate-limit { up-stream |down-stream}

Parameter -
o Parameter Description
Description
up-stream Sets uplink rate limit parameters for VIP users.
down-stream Sets downlink rate limit parameters for VIP users.
Sets the average rate limit by a step of 8 kbit/s. The value range
average-rate )
is 8 to 261120.
Sets the burst rate limit by a step of 8 kbit/s. The value range is 8
burst-rate
to 261120.
Defaults VIP users are not rate-limited and independent rate limiting is disabled for VIP users by default.
Command Global configuration mode
Mode

Default Level 15

Usage Guide  N/A

Configuration The following example sets the average uplink rate to 800 kbit/s and burst rate to 1600 kbit/s for VIP

Example users.

Ruijie (config) # vip-first rate-limit up-stream average-rate 100 burst-rate 200

Common
£ The global rate limit is not configured, and only an independent rate limit is configured for VIP users.
rrors

Platform ) )
o This command is supported on ACs.
Description
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3.5 show vip-first user [mac]

Use this command to check whether a user is a VIP user.

show vip-first user [mac]

Parameter -
e Parameter Description
Description
mac MAC address of a user
Command Privileged EXEC mode
Mode

Default Level 1

Usage Guide  N/A

Configuration The following example checks whether user 0000.0000.0001 is a VIP user.
Example Ruijie# show vip-first user 0000.0000.0